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Abstract—The rise of Small Language Models (SLMs) presents
opportunities for enhancing code security analysis, yet their
reliability against adversarial attacks like code obfuscation
remains critical [1]. This paper investigates the impact of
semantics-preserving Abstract Syntax Tree (AST)-based identi-
fier renaming on the reentrancy detection capabilities of two
prominent 7B parameter SLMs: codellama: 7b—-instruct
and mistral:7b-instruct [1]. Evaluating on a curated
dataset of 50 Solidity contracts, we find contrasting results:
mistral:7b-instruct exhibited high baseline performance
(F1 =~ 0.93) and remarkable robustness, with minimal per-
formance degradation after obfuscation (AF; ~ —0.02) [1].
Conversely, codellama: 7b—-instruct struggled at baseline
(F1 =~ 0.39) and displayed an anomalous performance increase
post-obfuscation (AF; =~ +0.17). Our contribution lies in
providing direct quantitative evidence of significant variance in
SLM robustness against a realistic obfuscation attack vector for
vulnerability detection, highlighting the necessity of adversarial
testing and motivating further research [1].

Index Terms—Abstract Syntax Tree, Adversarial, Code Obfus-
cation, Detection, Reentrancy, SLM, Smart Contracts, Vulnera-
bility

I. INTRODUCTION

Small Language Models (SLMs) offer efficient solutions
for sophisticated code analysis, with compelling potential
for enhancing software security [1], especially in high-stakes
domains like smart contracts where vulnerabilities such as
reentrancy have caused massive financial losses [2]. However,
the practical reliability of SLMs faces a critical challenge from
adversarial code obfuscation techniques designed to evade
detection [3], [4]. This paper focuses on a potent, semantics-
preserving method: Abstract Syntax Tree (AST)-based identi-
fier renaming, which replaces meaningful names with generic
tokens (e.g., ‘_obfl‘) to defeat lexical analysis while keeping
logic intact [5]. We investigate the resilience of two promi-
nent 7B parameter SLMs, codellama: 7b—-instruct and
mistral:7b—-instruct, when faced with this obfuscation
for the critical task of reentrancy detection in Solidity. To our
knowledge, this is the first direct comparison evaluating these
specific SLMs against this attack vector for this task. Our
contributions are:

1) Quantifying the obfuscation’s performance impact,

2) Revealing significant robustness differences between
comparable SLMs, and
3) Uncovering an unexpected performance anomaly.

II. METHODOLOGY
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Fig. 1. Overview of concept experimentation

We evaluated two 7B parameter, instruction-tuned SLMs:
M, = codellama:7b—-instruct [6], [7] and My =
mistral:7b-instruct [8], [9], as shown in figure I,
executed locally via Ollama. The dataset D jeq,, comprised
N = 50 curated Solidity contracts (from SmartBugs [10]),
balanced with 25 reentrant (y. = T'rue) and 25 non-reentrant
(yo = False) examples. An obfuscated version Dg,; was
generated via AST-based identifier renaming using a Node.js
script and ‘@solidity-parser/parser , replacing all user-defined
identifiers (contracts, functions, variables, etc.) with generic
‘_obfX* tokens while preserving code structure. Models per-
formed binary classification (fy;;, D — {Yes, No}) based
on a zero-shot, persona structured prompt.

Model performance was evaluated using the metrics below
after mapping Yes — True, No — False. Responses parsed
as "Unclear’ were excluded.

1) Precision (P = z2-55),
2) Recall (R = 7255

3) F1-Score (F} = 2- %) , and
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4) Accuracy (Acc = 7prppirNTEN)
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calculated for the positive (reentrant) class.

III. RESULTS AND DISCUSSION

The experiments revealed starkly different performance
and robustness between the two SLMs, as shown in
Fig. 2 and Fig. 3. On the original dataset (Deqn), Mo
(mistral:7b-instruct) demonstrated high effectiveness
(Fy 0. 3, R 0. 7), significantly outperforming M;
(codellama: 7b—instruct), which struggled (F} ~ 0.3 ,
R~ 0.33, Acc ~ 0.47).
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Fig. 2. Performance metrics on the original dataset D jcqn -

Evaluating the impact of AST identifier renaming
(AMetric = Metrico,y — Metricyase) showed My to be
highly resilient. Its performance metrics barely changed on the
obfuscated dataset Doy (ALF} —0.02), suggesting its de-
tection relies on structural or control-flow patterns unaffected
by name removal. Conversely, M; displayed an anomalous
improvement post-obfuscation (AF; ~ +0.17, AR ~ +0.17),
with an increase in *Unclear’ responses (from 3 to 8). While
still underperforming M5, this counterintuitive result might
suggest the obfuscation removed initial misleading lexical cues
or could be noise related to the small dataset (N=50).
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Fig. 3. Performance metrics on the AST-obfuscated dataset Dy .

While this preliminary study is limited (N=50, one tech-
nique, two models), the potential for robust SLMs like Mistral-
7B-Instruct warrants further investigation with larger datasets,
diverse obfuscations, and more models, which we plan for
future work.
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IV. CONCLUSION

This preliminary
bustness of
mistral:7b-instruct
renaming for

study evaluated the
codellama:7b—instruct
against AST-based identifier
smart contract reentrancy detection. We
found mistral:7b-instruct demonstrated strong
baseline performance and high resilience. Conversely,
codellama: 7b-instruct exhibited poor baseline
performance and anomalous improvement post-obfuscation.
Our work provides direct quantitative evidence of variance
in SLM robustness against this attack vector, and these
results motivate future work involving larger datasets, diverse
obfuscation techniques, and more models.
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