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Abstract—The rise of IoT devices demands robust intrusion
detection systems (IDS) to combat cyber threats. This study
introduces a hybrid quantum-classical RL framework using a
dueling DQN with prioritized experience replay (PER) to detect
intrusions in IoT networks. Our system effectively identifies
anomalous traffic patterns by integrating quantum circuits for
feature extraction and PER for efficient learning. Simulations
show faster convergence and a 15% higher cumulative reward
compared to classical DQN baselines, highlighting the potential
of quantum-enhanced RL for securing IoT ecosystems.

Index Terms—IoT, Prioritized Experience Replay, Quantum
Computing, Reinforcement Learning, Security.

I. INTRODUCTION

IoT connectivity enables efficient data exchange but in-
troduces security risks from compromised devices generating
anomalous traffic [1]. Traditional IDS methods, such as rule-
based or supervised learning, lack adaptability to emerging
threats, making data-driven solutions essential. Reinforcement
learning (RL) offers autonomous IDS via trial-and-error opti-
mization. Deep Q-Networks (DQNs) address high-dimensional
state spaces but face challenges such as sample inefficiency
and slow convergence. Studies have applied classical DQN for
IoT security [2], while Kalinin et al. [3] explored quantum-
enhanced RL. This study builds on these by integrating dueling
DQN, quantum circuits, and prioritized experience replay
(PER), with quantum RL improving exploration efficiency for
network security [3], [4].

This study proposes a hybrid quantum-classical reinforce-
ment learning (RL) approach that integrates dueling DQN with
prioritized experience replay (PER) for intrusion detection in
the IoT. The system leverages quantum circuits for observation
processing and PER to enhance learning by prioritizing critical
experiences. A custom IoT intrusion scenario with refined
reward structures validates the approach, showing superior
detection performance compared to classical baselines.

II. SYSTEM METHODOLOGY

This section presents the system framework and formulates
the intrusion detection problem within IoT networks using
a hybrid quantum-classical reinforcement learning (RL) ap-
proach with prioritized experience replay (PER), as shown in
Figure 1.
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Fig. 1: Flow of quantum prioritized replay intrusion detection
in IoT network connected to a remote radio head (RRH).

A. IoT Intrusion Environment

The IoT IntrusionEnv simulates a network of 20 devices,
each generating four traffic features and an energy metric,
represented as a 100-dimensional state vector. At initialization,
1-2 devices are randomly compromised, with traffic increased
by 300-600 units, feature 2 doubled, and feature 3 halved,
mimicking botnet-like behavior. The action space consists of 0,
representing no action, for device blocking and 2 for isolating
a device. The reward function Ry is defined as

+10 positive action taken,
R, — -5 unnecessarily action taken,
—2 x N, no action taken with N,
+1 no compromised devices, no action

where N, is compromised device. This structure encourages
accurate detection and mitigation.

B. Hybrid Quantum-Classical Model

The agent combines classical and quantum components
with a DuelingQIntrusionDetector. Initially, a classical
pre-network maps a 100-dimensional state vector to a 4-
dimensional representation via two fully connected layers
(16 and 4 neurons, ReLU activation). A quantum layer pro-
cesses this reduced representation, implemented using a 4-
qubit circuit with PennyLane, which applies angle embedding
and entangling layers to output Pauli-Z expectation values.
These features are passed through two dueling streams (value
and advantage) with 16 neurons to compute Q-values, which
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enhances action selection stability. Training is performed on a
CUDA-enabled device using the Adam optimization algorithm
with a learning rate of 77 = 1073,

C. Prioritized Experience Replay

A PrioritizedReplayBuf fer (capacity 5000, « = 0.6)
stores experiences (s,a,r,s’,d), sampling batches (size 64)
based on TD-error priorities. Importance sampling weights
(8 = 0.4, annealed to 1.0) mitigate bias, aligning with [5]
findings on PER efficiency in RL. The QuantumDQNAgent
uses an e-greedy policy (e decays from 1.0 to 0.1 at 0.9995 per
step). Target network updates occur every 5 episodes, and two
training updates per step optimize the policy network via the
loss L=E [wz (Q(s,a) — (r+ymax, Q'(s, a’)))ﬂ, where
w,; are PER weights, gradient norms are clipped to 1.0.

III. PERFORMANCE EVALUATION

We evaluate the performance of the Hybrid QE-DRL algo-
rithm by comparing its energy efficiency with three baseline
methods: Qe-DRL [6], JRSPA [7], and JCORA [8]. As shown
in Figure 2, the Hybrid QE-DRL significantly outperforms the
others over 200 training episodes, starting at 0.4 kbps/Hz/J
and stabilizing around 1.5-1.6 kbps/Hz/J after 50 episodes.
The Qe-DRL algorithm [6] reaches 0.6 kbps/Hz/J by episode
50 and stabilizes around 1.2-1.4 kbps/Hz/J, with oscilla-
tions. JRSPA [7] stabilizes around 1.0-1.2 kbps/Hz/J, while
JCORA [8] achieves the lowest, stabilizing around 0.8—1.0
kbps/Hz/J. The Hybrid QE-DRL’s superior performance high-
lights its effectiveness in optimizing energy efficiency and
stability.
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Fig. 2: Energy efficiency comparison of the proposed Hybrid
QE-DRL algorithm vs Qe-DRL vs JRSPA vs JCORA.

Figure 3 shows the training loss over 6000 updates, span-
ning 200 episodes (2 updates per step, 30 steps per episode).
Initially high ( 20), the loss drops quickly within the first 1000
updates, indicating effective early learning. It then stabilizes
and fluctuates between 2 and 10, reflecting convergence to a
stable policy as it adapts to dynamic conditions. These oscil-
lations highlight ongoing parameter fine-tuning. The Hybrid
QE-DRL algorithm demonstrates improved energy efficiency
and stable convergence, making it a promising solution for
resource-constrained IoT networks.
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Fig. 3: Training loss progression over 6000 updates.

IV. CONCLUSION

This study proposed the Hybrid QE-DRL algorithm, which
achieved superior energy efficiency of 1.5-1.6 kbps/Hz/J com-
pared to Qe-DRL (1.2-1.4), JRSPA (1.0-1.2), and JCORA
(0.8-1.0 kbps/Hz/J) over 200 episodes, with rapid loss con-
vergence from 20 to 2-10 and reward improvement from -
120 to 0-20, demonstrating its effectiveness for IoT networks.
Future work includes validating the model with real-world IoT
datasets, testing its scalability on heterogeneous networks, and
optimizing it for both latency and security.
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