AY8l L 7]9ke] Blind SSRF 1@ 2 oi-§ "¢k £4

Cral e SRR o S SO R ST e R Sl

nagarall26@naver.com, *ssongjg@dongseo.ac.kr

Scenario—Based Analysis of Blind SSRF Threats and Mitigation Srategies

JEONG JUN YEONG, SONG JONG GEUN=*

Dongseo Univ , *Dongseo Univ

ok

Q
a

-2 Blind SSRF 329 tlx4 Alvel & A™3staL, Docker 7|¥F 2 a] 240 2 Blind SSRF & A& 2 &4},
= U ek LHT e Zetk . Elzﬂ e E HEH 22 9o oA 1S5S @A HIFol 5odErHE
3l

el ¥ egtel ANE FAZ AT olE weka] A1d 94 W A3 vH g TREDS Hawe o=
= 48, 7 9] 8ol B URL/Sole] 54 a0 sl HAed 1 ERre A 4
Were A A g,

A o/efe/o] e

Al & 8 dF FZ  (Server-Side Request
Forgery, SSRF)& ¢ ofZgAlo]Ad  HeloA
HAuHolm Azbst oz Ag FAgkon, 53 U

qEYIY Z2ees vedod 2o Hid 2l h o/ \e
Feow T £ ths Held 2 9194el WS- el I::>||| o
Atk [1] SSRF ¢ theksk W3 F Blind SSRF &= A/¥ 7} -

FAA7 AEdd URL & ZESAT 2 At
LA A HA ukElEx] = T"rﬁéoi F A= E A g 21 5y 008 43 5ol 3 21 3%
DNS/HTTP 29 i ehelasi=el & 00B(Out- B I I i b
of-Band)& T3 &4 A¥ oFE ddsta F7}
A& AEd S vl Blind SSRF & e 34

545 7 }liﬂi A3 L SSRF FAHG

37} @& A7 Bl Backend Al2EloA] ®zta 1% 1. Blind SSRF 524 Alyg] L
1:1]01513 FZ31= o) OL_Q_E] = O—];(]u]— ﬁ_?_oﬂ g]_

fdd 47 2= 49e A9 kel + oo [2] I e

T%3le] Blind SSRF &7¢ @4 #}AS WA

=
}
B Ao M= Docker 7|Hke]l A A& 74
e
228 Jsix M= Flask 9 Gunicorn &

£ 2133 Adele 49

??ﬂ% A e EEAel g FASA, FAA A= Blind SSRF #Z2& FHeokst 9 o ZglAolA

interactsh ¢} Log Collector & A3} OOB(Out-of- gao s AT TARE URL <& o) lﬂumo]ur

Band) §41& AA|7to 2 g©x] g}, Zelos wEyolEe Exz shHA] E/\]oﬂ FARAE
A&S B AAA Hol ¢3S Hulela, 7|E9 Aolale wuelomel 7hH BAS SuaE xzy

GEwe] BAT AFTA RADL Dot ¥ ATE U & geen Aue a9 URL & B 0% 698
EUg2E 9 gdA HF5e S Bestr] f9 A, 1 Ane AR A AHH o wsthA|
S9N URUEMS W0 FEE g0 g ag A9 o DNS RSl HITP S
Atetn, Bded Ads HixsfshEA FAY GA 2o O0B Ass AR AWz wut, TARE

T4 Wdshe IS EekE AARH 2] 214 o gﬁs} N &= gold Blind SSRF A%



= Az A€ 7% wA
&z} Aol .
Docker AR Aoy Ag 28.0.1
4 Ag 34 74
Docker Compose thz Adely A V2:33.1-
desktop.1
FoF S efZe Al
Python Flask 23 3.1.2
ool gy AA]

Gunicorn 21 % $§1 82 1 2300
Attacker(Log TAz 9gko 319
Cllector) HTTP A¥/22 4317 o
Interactsh—client OOB A& 24 Lo

(ProjectDiscovery) 782 (DNS/HTTP) o

2.2 Docker & &43 A&F 873 I+=

B Ao A= Docker % Docker Compose =
&8skl Blind SSRF Hfd HAo& 9% =4 A9
ALE FAE FES o] A A IR A=
Python Flask & 7|¥le = 7=, Gunicorn o=
WSGI & AHdste] 32E 8080 ¥ Ec| w3t} 3],
¥ HTTP 3% 7] requests #olHy =
APESIE S JEHom  FEstEd, ol 8 A
Aso 82 XTEFE User-Agent FEES S An]9
Uy Je 28 Aurt fF22 F Jdes THII
Yeloltt. o] A= URL 948 A A £9& 9

S wkghslar
9} %L Backend & F33le] Blind 3%
TA%th. 0O0B s 2l 9 7[53te gavRe
AZE =< interactsh & &8s [3], Ak

MERRE @Ash= DNS # 3 HTTP 29&
gAstar Agle] FAR &8

2.3 Blind SSRF A% #34

FAAE  FREFEEY BAE gAs] sl
OOB(Out-of-Band) #2149 interactsh & 233}
gk o THel FAE FHs [3]

gny =dd F45 Docker & A 3E Python Flask
71ke] FHeksk 9 o &g Aol de URL 8 vl g
Adsta AW E AEs

szt MW= FAA7F 2343 URL & 413 H
AR A A AAAE] SES WhEE A
oF-=eo] Fale AW Ui 2329 wE} Backend
AlA MR A= 7], FH2= o] dAA g4l
AyEs g 4 glok. A7} Backend oA &F
ZRle] P F4AE 1= FAFgoA DNS A7t
Elsdcia=

DNS #HZ7} n=z TAZ9] interactsh #AHE
ASE= YAAQ] o A3 93 s FEAE
Zk219] interactsh AAIZF 235 E9lste] I3z}
A 2EE @A DNS Aszte 7]E5S Zopult),
£3], g4 4% HTTP Z9We] User-Agent JUHE
& AWrE WHEAHSeZ requests BolEHZE
AbggittE ARV fEEASS s 34
AT

24 99 & et

B AN BAAE zoad sl=R eelaus

] HRE #Aste] Blind SSRF F ko] EAlE
St oW AFelAd AL wop fE" HTTP

9]  User-Agent AH(python-requests/2.32.5)&
23 Fax AWyt EAF HITP  ZgoldE
gtolHelgl 5 AREStaL Qlthe Y- FRE sotagivt
ol ThE @A OWASP o4 Hae FAH
e o vl 7ol obd, SEEnE R vzt
oS a3 Adstar, DNS glE8 - grie]dE 3
- ZEEZ AR - BEZ 7 AW A4S 2 g
A% 355 A¥ste Ae dasta rhl4] vdA
AS5e dastAw, aavt Soldsrs 9 Hws
Q'] Atk B AolA AN gk U
=

-3

ol Mg W . FHx AFL HEI|R
AAde JAT & Utk AAE S weke
Jelo o wa] H-53dA 34 99 (Gray area)
Efgs AEgs Eded Ads 2d 5 de
Aol . SANE Bgsjor g Algke 3y 7y
ol =g ZEd dugt F714 Ags
Zasty, Pl F4st 2 o9 A dxs g7 88k
st HehAbgro] EA) gt}

O

m 2E
Blind SSRF = Blind &A% O0B &4l& o] &3]
27 dd BHS B U AW fES AT 4
ee Arow dFAT. oAl 37 A dge
BasAw, 847l HolgsE 29 BPEg ogol
Adrh Ad Az HeF, JF LR/, wE AF
AFe B 29 YHe ZolWAR A 93
BeE & g ARA ojstel ik g% g vt
P4 AEeE olgd exeel Ht 3 Am
HER Aokere] Jed 45 AFE Bast Aot

23189

[1] S.-H. Moon and S.-H. Han, "Differences between XSS vs
CSRF vs SSRF," Proceedings of the Korea Institute of
Information and Communication Sciences (KICS)
Conference, pp. 329-331, 2024.

[2] J. Kettle, "Cracking the lens: targeting HTTP’s hidden
attack—surface," PortSwigger Research, 2017,
(https://portswigger.net/research/cracking-the-lens-
targeting-https—hidden-attack-surface#remoteclient).

[3] ProjectDiscovery, "interactsh — Open Source Out-of-
Band Interaction Server," GitHub Repository, 2025,
(https://github.com/projectdiscovery/interactsh).

[4] OWASP Foundation, "Server-Side Request Forgery
Prevention Cheat Sheet," OWASP Cheat Sheet Series,
2024,
(https://cheatsheetseries.owasp.org/cheatsheets/Server_
Side_Request_Forgery_Prevention_Cheat_Sheet.html).



