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Abstract—The Internet of Medical Things (IoMT) enables real-
time healthcare monitoring but remains vulnerable to anomalies
and evolving cyberattacks. We present VIGIL, a blockchain-
assisted anomaly-aware framework that unifies intrusion detec-
tion and cardiopulmonary risk assessment in a single pass. VIGIL
employs dual self-supervised autoencoders with ConviD/LSTM
encoders to enhance resilience against sensor drift, novel threats,
and comorbidities while remaining edge-efficient. On WUSTL-
EHMS-2020 dataset, VIGIL achieves strong intrusion detection
(Acc=88.3%, Rec=0.969, F1=0.928) and near-perfect health clas-
sification (Acc=99.95%, ~=0.9982), with 100% recall for critical
states. All predictions are immutably logged on PureChain, en-
suring tamper-proof auditability and trustworthy IoMT decision
support.

Index Terms—IoMT, cardiopulmonary monitoring, intrusion
detection, anomaly detection, autoencoder, PureChain.

I. INTRODUCTION

The IoMT enables real-time acquisition of cardiopulmonary
signals such as heart rate, SpO-, respiratory rate, and blood
pressure, using interconnected sensors and devices, supporting
early detection of deterioration in both clinical and military
contexts [1], [2]. However, current IoMT frameworks are
constrained by reliance on supervised deep learning with clean,
labeled datasets, limiting robustness under noisy signals, sen-
sor drift, and comorbidities [3]. Moreover, [oMT connectivity
exposes critical vulnerabilities to spoofing, tampering, and
denial-of-service attacks, while many systems lack integrated
intrusion detection and immutable audit mechanisms [4].
These limitations underscore the need for frameworks that
combine clinical monitoring with anomaly and security aware-
ness. Hence, the motivation of this study.

Recent works suggests promising directions. Unsupervised
autoencoder-based approaches can detect unseen anomalies
without extensive labeled data, capturing deviations from base-
line physiological or network behavior [5]. Also,blockchain
has emerged as a tamper-resistant backbone for IoMT, offering
auditability, decentralized trust, and role-restricted access con-
trol [6]. Furthemore, blockchain-assisted intrusion detection
frameworks demonstrate improved resilience against malicious
traffic in heterogeneous IoMT environments [7], while clinical
reviews emphasize that remote monitoring systems must bal-
ance accuracy in health triage with strong guarantees of data
integrity and trustworthiness [3], [8]. To this end, we present

VIGIL, a blockchain-assisted anomaly-aware framework that
integrates self-supervised autoencoders with Conv1D and long
short term memory (LSTM) encoders for simultaneous car-
diopulmonary monitoring and cyberattack detection, with all
outputs immutably logged on PureChain [6] for forensic
traceability.
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Fig. 1. Overview of VIGIL system highlighting IoMT integration, dual-path
anomaly detection, and blockchain audit logging.

II. PROPOSED METHODOLOGY
For synchronized input windows, network features x,e; and

vitals xp); are standardized:
Tij — By

Hj

vore’ e>0.
J
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Lij

Supervised encoders (ConvlD for x,, LSTM for xyy) are
fused with anomaly-sensitive bottlenecks from autoencoders.
The joint embedding £ drives two heads:

0 (Wanh + ban),
softmax (Whh + bpy).

2)
3)

The hybrid objective combines anomaly reconstruction and
supervised losses:
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A. Blockchain Audit Layer
To ensure traceability, each inference (uy,Jny) is serial-
ized and immutably logged on the PureChain blockchain. A
role-restricted smart contract enforces controlled write access
(LOGGER_ROLE), while logs store compact byte payloads en-
coding probabilities and health classes. This design guarantees
tamper-evident auditability and supports forensic verification
during anomalous or malicious events (Fig. 1).
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III., RESULTS AND DISCUSSION .
On WUSTL-EHMS-2020 with 70/15/15 splits, as shown

in Table I, VIGIL achieved strong attack detection (Acc
0.8827, Prec = 0.8911, Rec = 0.9686, F1 = 0.9282, ROC =
0.8449). Calibration curves (Fig. 2) confirm well-calibrated
attack probabilities.

TABLE 1

ATTACK DETECTION COMPARISON (BEST PER ROW IN BOLD).
Model Acc Prec Rec F1 ROC
VIGIL 0.8827 0.8911  0.9686  0.9282  0.8449
AE-CNN-GRU  0.8784  0.8920 0.9611 0.9253  0.8388
BIiLSTM 0.8867  0.8926  0.9724 09308  0.8453
CNN 0.8807  0.8828  0.9774  0.9277  0.8423
Transformer 0.8454  0.8633  0.9535 0.9062  0.8141
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Fig. 2. Calibration curve of the attack detection task for VIGIL.
For health status classification, VIGIL attained Acc

0.9995, ROC-AUC (macro) = 0.999963, and x = 0.9982, with
performance comparable to AE-CNN-GRU.

TABLE II
HEALTH STATUS CLASSIFICATION (BEST PER ROW IN BOLD).
Metric VIGIL  AE-CNN-GRU
Accuracy 0.9995 0.9996
ROC-AUC (macro)  0.999963 0.999956
ROC-AUC (micro)  0.999996 0.999996
Cohen’s 0.9982 0.9984
Table II and Fig. 3 shows that both VIGIL and

AE-CNN-GRU deliver near-perfect health classification, with
accuracies exceeding 99.9%. Although AE-CNN-GRU re-
ports marginally higher accuracy and r, these differences are
clinically insignificant, while VIGIL’s superior macro ROC-
AUC demonstrates more consistent discrimination across all
health states, justifying its adoption for robust [oMT monitor-
ing.
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Fig. 3. Confusion matrix of VIGIL health classification (3 classes).
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Table III shows that the PureChain network achieved a
mean latency of 229.3 ms and throughput of 14.1 TPS,
confirming its capability for real-time, low-latency dual-task
logging. These metrics demonstrate that the blockchain layer
efficiently supports high-frequency IoMT prediction updates
without performance bottlenecks.

TABLE III
BLOCKCHAIN LOGGING METRICS ON PURECHAIN FOR DUAL-TASK
Metric Mean Range
Latency (ms) 229.3 140-376
Throughput (TPS) 14.1 6-18

IV. CONCLUSION

We presented VIGIL, a blockchain-assisted anomaly-aware
IoMT framework that unifies cardiopulmonary monitoring
and intrusion detection. By fusing Conv1D, LSTM, and self-
supervised autoencoders, VIGIL balances security sensitivity
(high recall for attacks) and clinical safety (100% recall
for critical states). All outputs were immutably logged to
PureChain, ensuring auditability. By uniting clinical safety
with security sensitivity, VIGIL strengthens [oMT resilience
and paves the way for broader validation and clinical integra-
tion.
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