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Abstract—This study proposes a joint blockchain and collabo-
rative learning mechanism to address those issues through a novel
zero-trust massive IoT architecture development. The intelligence
distributed network management and security (DNMS), decen-
tralized authentication and access control (DAAC), and verifiable
and data integrity (VDI) modules are employed to provide a zero-
trust mechanism and enhance security schemes in 6G networks.
A proof of concept validates the system’s efficiency, indicating
the proposed system’s superior performance compared to state-
of-the-art approaches.

Index Terms—Zero-trust architecture (ZTA), Collaborative
attack detection, Blockchain-based decentralized authentication,
Verifiable and tamper-resistant model exchange, Massive IoT,
and 6G network

I. INTRODUCTION

The heterogeneous connectivity of the massive Internet of
Things (IoT) with extreme data rates in 6G networks offers
significant advantages by generating vast amounts of real-
time data for various intelligent IoT services. Nevertheless,
the heterogeneous protocol connections of massive IoT devices
and the significant increase in sensed data from cyber-physical
systems (CPS) in the 6G network render them vulnerable to
sophisticated cyber attacks [1]. Conventional security archi-
tectures assume that once devices are authenticated within a
network, they’re implicitly trusted, allowing unrestricted ac-
cess and data exchange, which can lead to security threats [2].
Furthermore, this approach is considered a single-network
solution, unsuitable for next-generation networks (NGNs).
Zero-trust architecture (ZTA) is a new paradigm that assumes
all entities involved in the massive network are untrustworthy
unless they are continuously authorized or confirmed to be
secure [3]. However, adopting ZTA in a massive loT 6G
network poses technical implementation challenges to provide
efficient, robust, and scalable security schemes.

A security framework using artificial intelligence (AI) and
zero-trust techniques was deployed to enable the security
scheme of the 6G network. This system utilizes honeypots,
monitoring, and decision-making agents to detect and miti-
gate suspected attacks [4]. However, this approach lacks an
authentication mechanism to verify the trustworthiness of the
entities within the network. Furthermore, a blockchain-based
data-sharing protocol was implemented in a zero-trust envi-
ronment, enabling a decentralized authentication scheme [5].
Nevertheless, this framework does not consider a mechanism
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Fig. 1. Blockchain-based cross-domain anonymous batch authentication
(BCA-BAuth)

to guarantee the integrity of the shared data information.
Considering the necessity of an enhanced security mechanism
that provides a ZTA for massive IoT in 6G networks, this
study proposes potential contributions: (i) We proposed a
joint blockchain and collaborative learning to deploy the ZTA
framework in the 6G networks, which consists of distributed
network management and security (DNMS), decentralized
authentication and access control (DAAC), and verifiable and
data integrity (VDI) modules. (ii) We deployed the DNMS
module using integrated blockchain-federated learning (BFL)
to provide intelligence threat detection and mitigation.

II. PROPOSED ZERO-TRUST ARCHITECTURE (ZTA) FOR
MASSIVE IOT IN 6G NETWORK

Blockchain provides decentralized authentication and avoids
single-point-of-failure attacks in centralized authentication,
such as public key infrastructure (PKI) with a certificate
authority (CA) [7]. The proposed BCA-BAuth scheme is
presented in Figure 1 and consists of IoT devices d, edge server
E,, authentication server Authgs, and key generator server
KGS. In the initialization step, K G S chooses an elliptic curve
G(Fp) y* = 2% + az + b(mod p), p is prime number and
the element of the G(F),) are {0, 1,2, ..,p — 1}. Subsequently,
KGS defines the hash function H : {0,1}" — Z and shares
the global parameter with the blockchain. The K'G'S randomly
selects the master private key msk, and the master public key
is obtained as mpk = msk. P. The KGS distributes the



TABLE I
COMPARISON OF EXISTING FL-BASED DECENTRALIZED THREAT DETECTION MODELS FOR I0T NETWORKS

Method Accuracy Precision Recall F1-Score Loss AUC Score Trainable M(.)del MFLOPS
Parameters Size
CNN 94.74%  94.89%  94.19% 94.09% 0.1284  0.9498 15,128 60.52 KB 0.0302
DNN 95.23%  95.66%  95.62%  95.41%  0.0583  0.9539 18,368 6325 KB 0.0319
LSTM 93.16%  92.89%  9322%  93.14%  0.1605  0.9453 86,368  363.85KB  0.1683
CNN-BiLSTM [2]  9532%  95.64%  95.13%  94.54%  0.0504  0.9755 21,194 7465 KB 0.0383
IDSFedNet [6] 97.28%  97.32%  97.16%  96.95%  0.0482  0.9738 14,627 58.85 KB 0.0296
Proposed 98.78%  98.64% 98.72% 98.63%  0.0351  0.9884 5,523 16.68 KB 0.0082
6 . .
[ Registration = Authentication Based on this comparison, the proposed model outperforms
3° © these benchmarks, achieving an accuracy of 98.78% with a
o @ . . . . .
£* a lightweight model architecture. This model has 5,523 train-
$3 - able parameters, a model size of 16.68 KB, and computes
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g, R 3 % MFLOPs of 0.0082. Figure 2 presents the performance of the
é proposed blockchain-based decentralized authentication BCA-
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3 8 S 3 BAuth. Based on the evaluation results, superior performance
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Fig. 2. Computation time of decentralized authentication performance

private and public keys to the IoT devices for each domain
using a secure communication channel in the registration step.
If the IoT device in service domain 1 d} wants to access
the device in service domain 2 df, the dil sends a request

message to Es, M; = . The FE verify
and create the authentication parameters of the IoT device
d}. Subsequently, sign the parameters message using their
private key M, = Sign (SKES, (PID,PK,}, ID dg))
and forwards to Auth,, where PID, PK, and SK denote

pseudonyms, private, and public keys, respectively. Then,
Authg verifies the My using E,’s public key, calculate oy, =
H (PIDT | PK., || IDd;z) and store o, to the blockhain. For
further cross-domain authentication, just access through the
smart contract to query «, is available in the blockchain.
This decentralized authentication is used to ensure the en-
tity in the network is trusted before conducting the training
task to develop a decentralized IDS model by utilizing IoT
devices as the FL clients. The conventional FL technique
faces several challenges, including using a central-centric
aggregation mechanism susceptible to a single point of failure
(SPoF) attack. Furthermore, the malicious clients can inject
false data during the aggregation process, affecting the model
performance. Therefore, the DNMS is integrated with the VDI
module by leveraging the blockchain network and IPFS

{IDdz_ , request}

III. EXPERIMENTAL RESULTS AND DISCUSSION

Table I presents the comparative analysis between the
proposed model and existing collaborative IDS for IoT net-
works. This evaluation compares various techniques, including
CNN, DNN, LSTM, CNN-BiLSTM [2], and IDSFedNet [6].
CNN-BiLSTM model performed an accuracy of 95.32% with
21,194 trainable parameters, while the IDSFedNet model
achieved 97.28% accuracy with 14,627 trainable parameters.

time of the Registration() function is 1.783 ms, and for
Authentication() function is 0.081 ms.

IV. CONCLUSION

This paper integrates blockchain and collaborative learning
to provide a novel zero-trust architecture (ZTA) in massive [oT
6G networks. Based on the evaluation results, the proposed
system can provide a robust and efficient ZTA environment.
For future work, consider integrating a more scalable hybrid
blockchain with generative Al to deploy a zero-trust mecha-
nism.
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