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Abstract—Blockchain technology has greatly advanced, emerg-
ing as a crucial component for secure and transparent digital
transactions across various sectors. In healthcare, prescription
systems often contend with issues such as errors, fraud, and
privacy breaches. A novel e-prescription management system
utilizing the Hyperledger Besu platform has been developed,
which employs a private blockchain network. This system fea-
tures private transactions within privacy groups and leverages
permissioned network capabilities to ensure that access to pre-
scription data is restricted to authorized users only. Performance
evaluations conducted using Hyperledger Caliper reveal that the
system can efficiently handle 228 transactions per second with
a latency of 1.72 seconds, while maintaining strong security
and scalability even during high-load scenarios. These results
underscore significant improvements in data handling and secu-
rity, affirming the system’s potential to revolutionize healthcare
prescription management.

Index Terms—Blockchain, E-prescription management, Pri-
vate transactions, Privacy groups, Permissioned networks

I. INTRODUCTION

Blockchain technology has significantly enhanced the secu-
rity and efficiency of digital systems, particularly in Federated
Learning (FL), where layer 2 solutions address scalability and
transaction speed challenges of networks like Ethereum [1]. In
e-prescription management, innovations such as Non-Fungible
Tokens (NFTs) have improved prescription traceability and
security on public networks [2], showcasing blockchain’s ca-
pacity to resolve longstanding data exchange and management
issues.

Current prescription management methods, both paper-
based and electronic, suffer from errors, fraud, unauthorized
access, and privacy breaches [3]. These issues underscore the
need for a system that secures sensitive medical data and
improves interoperability across healthcare providers. A novel
e-prescription management system using a private blockchain
network has been introduced to address these challenges.
This gas-free system boosts cost-efficiency and incorporates
features such as private transactions within privacy groups
and a permissioned network from Hyperledger Besu, ensuring
prescription data access is restricted to authorized entities only.

Moreover, the impact of blockchain in revolutionizing pre-
scription systems is also highlighted by projects like Secur-
eRx, which uses the Ethereum blockchain to monitor opioid
prescriptions and enhance drug safety [4]. Unlike SecureRx,
which operates on a public blockchain, this new system
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uses a private blockchain approach to enhance security and
privacy by limiting network access to verified participants, thus
creating a more controlled environment for managing sensitive
health information.

II. PROPOSED SYSTEM

The proposed e-prescription management system utilizes
a private blockchain network, Hyperledger Besu, to enhance
security, privacy, and efficiency in managing prescription data.
The system architecture is structured into two main layers: the
blockchain infrastructure and security layer, and the prescrip-
tion management and processing layer, as illustrated in Figure
1. This architecture incorporates advanced blockchain func-
tionalities and insights from existing frameworks to securely
process sensitive healthcare transactions [3].

The blockchain infrastructure and security layer is essential
for registering entities and defining their roles. It integrates
permission management and privacy group management to
maintain a compliant operational environment. Besu uses
Tessera, a private transaction manager, to implement privacy
by ensuring that private transactions are encrypted and dis-
tributed point-to-point only among participating Tessera nodes.
Each participant in this privacy-enabled network operates
their own Besu and Tessera nodes, with permissions tightly
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controlled to ensure data access is restricted to authorized
personnel only, thus preserving patient confidentiality and data
integrity [5], [6].

Additionally, the architecture supports different privacy
types including Enterprise Ethereum Alliance (EEA) privacy,
where private transactions specify privateFor as the recipient.
A contract within a privacy group can read or write to other
contracts within the same group and read from the public state,
but cannot access contracts from different privacy groups. This
design, along with local permissioning strategies to manage
access at both the account and node levels as depicted in
Figure 2. Privacy groups enable the confidential handling of
prescriptions among authorized entities, effectively mitigating
the risk of unauthorized access and enhancing the system’s
overall security and reliability.

III. PERFORMANCE ANALYSIS AND DISCUSSION

The e-prescription management system runs on an Intel
Core i9-10980XE CPU at 3.00GHz, 256 GB of RAM, Ubuntu
20.04.6 LTS, and a Samsung SSD 870, using Hyperledger
Besu v24.3.0 and Hyperledger Caliper v0.6.0. This setup
includes 12 nodes, four of which are validators using the
QBFT consensus mechanism, and operates within a free gas
network to enhance efficiency and reduce costs.

Performance testing involved processing 1000 transactions
at varying rates from 10 to 500 transactions per second (tx/s),
as shown in Table I. The tests aimed to evaluate latency
and throughput across different operational loads. Latency,
reflecting the time to open, query, and transfer data, increased
with higher transaction rates, peaking at 2.26 seconds for
transfers at 200 tx/s, while improving at the highest rate of 500
tx/s for queries. Throughput generally aligned with send rates
at lower levels but showed a decline at higher rates, indicating
efficiency loss under stress, with a notable drop in transfer
rates at 500 tx/s to 173 tx/s.

These results highlight the system’s capability to handle
substantial transaction volumes while suggesting areas for
optimization, such as network congestion management and
data handling. The findings support the system’s potential for

TABLE I
PERFORMANCE OF THE PROPOSED SYSTEM UNDER TEST (SUT) WITH

1000 TRANSACTIONS AT VARIED RATE CONTROL

Send Rate
(tx/s)

Average Latency Throughput (tx/s)

Open (s) Query (ms) Transfer (s) Open Query Transfer

10 1.60 2.07 1.57 10 10 10

50 1.56 2.00 1.60 47 50 46

100 1.73 1.83 1.82 88 100 86

200 2.26 1.56 1.79 174 200 155

500 1.72 1.29 3.94 228 500 173

high-demand healthcare applications, underscoring the need
for further optimization to enhance system performance and
reliability.

IV. CONCLUSION AND FUTURE WORK

The e-prescription management system leveraging a private
blockchain framework has demonstrated considerable promise
in enhancing security, privacy, and efficiency in healthcare
prescription management. Thorough testing has verified the
system’s capacity to handle large volumes of transactions
while maintaining robust security and privacy via permissioned
networks and privacy groups. Future work will focus on
refining the network architecture to improve throughput at
higher transaction rates and reduce latency. Additionally, the
potential for integrating advanced AI algorithms to preemp-
tively detect and resolve bottlenecks will be investigated.
Expanding the system to support interoperability with other
healthcare platforms could also significantly benefit the health-
care technology ecosystem, marking an important direction for
future research.
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