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Abstract—The Joint All-Domain Command and Control
(JADC2) initiative prioritizes proactive decision-making through
operational terrain analysis. It integrates a vast military Internet
of Things (IoT) network with Artificial Intelligence (AI) to
enhance efficiency. However, this integration raises security con-
cerns, particularly regarding distributed denial of service (DDoS)
attacks. This study presents a time-efficient framework using
HistGradient Boosting to detect DDoS attacks effectively. The
results show that it outperforms traditional ensemble boosting
methods in accuracy, sensitivity, specificity, minimal error loss,
and execution time, highlighting its importance in resource-
efficient IoT networks.
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I. INTRODUCTION

The Congressional Research Service highlights the urgency
of rapid decision-making in conflicts, emphasizing the need
for analyzing operational terrain and disseminating expedient
directives, as discussed in the Joint All-Domain Command
and Control (JADC2) initiative [1]. To expedite and automate
this process, the Department of Defense (DoD) leverages a
vast military Internet of Things (MIoT) network combined
with artificial intelligence [2], [3[]. The JADC2 concept aims
to integrate data streams from numerous battlefield vehicles,
sensors, and intelligent devices across military branches [J3] in
Fig. [T}

Integrating data from battlefield devices and sensors poses
security risks due to increased attack entry points [3]. En-
suring seamless data sharing across platforms requires rapid
access for informed decisions within threat timelines [3]]. Dis-
tributed denial of service (DDoS) attacks threaten JADC2 by
overwhelming communication channels, potentially disrupting
sensor data and decision systems, causing communication
breakdowns between critical components, and hindering real-
time decision-making and mission success [3]. Robust ML-
based network intrusion detection architectures must withstand
DDoS attacks to ensure operational continuity [4], [5]], neces-
sitating an ensemble approach.

Ensemble learning methods have enabled attack detec-
tion in large heterogeneous IoT networks by incorporating
multiple ML algorithms to achieve higher performance and
efficiency [6]. According to [3]], leveraging a vast MIoT on the
battlefield offers advantages such as autonomous surveillance,
targeted situational awareness, and troop health monitoring.
However, addressing substantial communication and data se-
curity challenges by detecting and mitigating DDoS attacks

is crucial. Hence, this study implements a memory-efficient
ensemble framework for significantly detecting diverse DDoS
attack instances.
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Fig. 1. Framework of the Ensemble Boosting Algorithm for DDoS attack
detection.

II. SYSTEM METHODOLOGY

Parallel ensemble techniques, like bagging, use a combiner
to aggregate the predictions of separately trained base clas-
sifiers. This approach fosters ensemble diversity and reduces
variance and overfitting by averaging model predictions, mak-
ing it suitable for noisy data but less effective with outliers.
In contrast, sequential ensemble methods, like boosting, it-
eratively correct past errors during model training, effectively
handling noisy data and outliers [6]]. It makes boosting superior
to bagging in large, diverse MIoT environments with sparse
attack instances. This study proffers insights into the statistical
performance of boosting algorithms fostering efficiency and
low memory.

Sequentially adding and weighing the base learners derives
the sturdy classifier, assigning weights at each occurrence
in the training set. Consider n training occurrences A =
(©1,61)5ees (Vi3 Si)sees(Pns Sn ), Where ¢; is the target output of
instance ¢;, and ¢; € p = (—1,+1), where the weight D; of
instance ¢; and update Dy are given in equation
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where 9;(¢) denotes the base classifier, ¢ = 1,..,  represents
the iterations, 6 is the standardization element, and §; indicates
the weight of classifier ¥;(p). p; computes the importance
of 1;(¢) during prediction. False classifications in () are
allotted huge weights in ¢ + 1 training round. Moreover, Dy
is issued by determining 6; and d; is given by equation 2}
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for 7 calculating the classifier error rate as in equation [3]
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Consequent upon the completion of the specified number of
instances, a final resilient classifier is derived using equation 4]
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Parameter tuning and optimization capture intricate data pat-
terns, preventing overfitting. It also balances bias and variance
and enhances generalization, yielding more accurate and ro-
bust models.

III. PERFORMANCE EVALUATION

This study leveraged the well-established CICDDo0S2019
dataset [4] in cybersecurity research, consisting of diverse
DDoS attacks based on network flow features. Conventional
Boosting algorithms like Extreme Gradient (XGB), Adaptive
(AdaBoost), Gradient (GB), and HistGradient Boosting algo-
rithms evaluated the CICDDoS dataset to generate insight into
its performance. Table [[] and Fig. [2] highlight the tradeoff in
error loss and execution time of the HistGradient approach.
The significant performance of the HistGradient is built on its
forward stage-wise method, optimizing arbitrary differentiable
loss functions, and enables low memory usage and time
efficiency. It is vital for timely and accurate decision-making
in the vast heterogeneous MIoT network, with extensive sensor
data due to the execution speed and support for missing values.

TABLE 1
ERROR LOSS AND EXECUTION TIME TRADEOFF OF THE EVALUATED
ALGORITHMS
Name Loss (#) | Time (s)

XGBoost 0.0295 22.28

GB 0.0077 490.50

AdaBoost 0.1698 13.19

HistGradient 0.0993 10.47

F-Score

.05
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Fig. 2. Framework of the Ensemble Boosting Algorithm for DDoS attack
detection.

IV. CONCLUSION

This study explores boosting algorithms and their optimiza-
tion to counter DDoS attacks within military IoT networks.
It offers valuable insights into this specialized application of
ensemble learning techniques in cybersecurity. The findings
demonstrate the significance of HistGradient Boosting for
efficient and low-resource DDoS detection with a combined
advantage of detection accuracy, sensitivity, specificity, mini-
mal error loss and execution time cost. A future direction is
evaluating and comparing other ensemble learning techniques
for timely intervention in critical scenarios.
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