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Abstract 
In this paper, we investigate physical layer security within an integrated sensing and communication (ISAC) framework 
in a wireless powered IoT network (WPIN). Our study focuses on optimizing transmit beamforming and time allocation 
in an ISAC system to minimize transmit power while ensuring a secrecy throughput threshold in the presence of an 
eavesdropper. We used convex optimization techniques and bisection search in an iterative manner to jointly optimize 
the beamforming vector and downlink/uplink time. Simulation results validate the effectiveness of our approach, 
demonstrating a significant improvement in the minimization of the transmit power.

Ⅰ. Introduction 
Wireless powered IoT networks (WPINs) have emerged 
as a promising solutions for energy-limited devices. Radio 
frequency (RF) enabled energy harvesting has played a 
significant role in battery-powered wireless devices in 
communication networks [1]. In the context of 6G 
networks, secure communications are crucial due to 
increasingly complex environments that threaten the 
privacy and security of user data. Since perfect channel 
state information (CSI) is hard to obtain, especially with 
unknown eavesdropper locations and no cooperation 
with legitimate users, imperfect CSI can degrade 
beamforming and system performance [2]. Integrated 
sensing and communications (ISAC) is a new technology 
that enhances spectral and energy efficiency in next-
generation wireless systems. Beamforming design has 
been extensively studied in full-duplex ISAC systems, 
where the base station (BS) detects targets and 
communicates with multiple downlink and uplink users 
simultaneously [3]. In ISAC, the transmitted signal 
contains both sensing and communication information, 
and radar-like sensing allows detection of potential 
eavesdroppers to enhance physical layer security [4]. 

Ⅱ. System Model and Problem Formulation 
We consider an ISAC system as depicted in Fig. 1, where 
a dual-functional FD base station (BS) is equipped with 
multiple transmit/receive antennas N. The system also 
includes a single-antenna target, which acts as a 
potential eavesdropper, and one legitimate user U with 
a single antenna. We assume the coherence time interval 
as T=1. The network employs a harvest-then-transmit 
mechanism, where the initial slots are designated for 
sensing. At first, the ISAC-BS senses the target to 
estimate the channel in the preserved slots τ𝑠 and 
subsequently sends an energy signal in the downlink to 
charge the user in time τ. After harvesting the required 
energy, the user transmits  information in the uplink 
using the time (1−τ−τ𝑠) allocated for uplink wireless 
information transfer (WIT). 

Radar Sensing Model:                                                                       
ISAC-BS transmits a radar signal 𝒙𝟎 ∈  ℂ𝑵 ×𝟏 with zero  
mean and variance 𝑅𝑋 = E(𝒙𝟎 𝒙𝟎

𝐻) ⪰ 0, where 𝒙𝟎 =
∑ 𝒗𝒊

𝒓𝒙𝒊
𝒓𝑵

𝒊=𝟏 . In addition, 𝒙𝒊
𝒓 shows random (0,1) radar  

 
 
signal while 𝒗𝒊

𝒓  denotes the beamformers for radar. In 
the considered scenario, the echo signal is reflected by 
the target which is received at  ISAC-BS and can be 
expressed as: 

          𝛾 = 𝛼 𝑎𝑇(𝜃)𝑎𝑅
𝑇(𝜃)𝒙𝟎 + 𝒛              (1) 

where 𝛼  is a complex valued reflection coefficient, θ 
denotes the angle-of-departure (AoD) of a radar wave. 
 𝑎𝑇(𝜃)  shows a transmitter steering vector which is 

written as  𝑎𝑇(𝜃) = [1 + 𝑒𝐽
2𝜋

𝜆
𝑑𝑠𝑖𝑛(𝜃), … , 𝑒𝐽

2𝜋

𝜆
𝑑(𝑁−1)𝑠𝑖𝑛(𝜃)] . 

When the echo signal is received at the same BS then 
 𝑎𝑇(𝜃) =  𝑎𝑅(𝜃) , hence we can estimate the 𝜃  using 
MUSIC algorithm. 

Communication Model: 
During the downlink phase, the ISAC-BS sends an energy 
signal to the user U in the assigned time τ. Hence, the 
amount of energy harvested by the user U on downlink 
can be expressed with E𝑈 as follows: 
                          𝐸𝑈= ξ𝑈τ||𝒘𝑒

𝐻 𝐡𝐵𝑈||2                       (2) 
where 0 < ξ𝑈< 1, is the energy harvesting efficiency at 
user U   and 𝒘𝐞  shows the energy beamformer in 
downlink. During the uplink phase, we assume (N-1) 
antennae for communication while the 𝑁𝑡ℎ antenna for 
sending the jamming signal towards the eavesdropper. 
The achievable uplink throughput for user U in the 
assigned time can be defined as: 

                 𝑅𝑈 = (1- τ)𝑙𝑜𝑔2 (1+ 
𝒑𝑈|(𝒉𝐵𝑈

𝐻  𝒓 )|2

||𝒓||2𝝈2 )       (3) 

where r  ∈ CN×1 denotes the received beamforming 
vector for decoding the information signal at the BS and 
𝒑𝑈 shows the uplink transmit power. 

Fig. 1 :  System Model 
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Now, the achievable rate for the Eavesdropper can be 
expressed as: 

𝑅𝐸  = (1- τ-τ𝑠)𝑙𝑜𝑔2 (1+ 
𝒑𝑈|𝒉𝐸𝑈

𝐻 |2

 𝒑𝒋|𝒉𝐵𝐸
𝐻 |2+𝝈2)       (4) 

By knowing the channel of Eavesdropper 𝒉𝐵𝐸 , BS also 
send the jamming signals  towards the target (potential 
Eavesdropper). In this paper, we aim to minimize the   
transmit power of ISAC-BS while maintaining the 
secrecy throughput threshold in the presence of an 
Eavesdropper by jointly optimizing the transmit 
beamforming 𝒘 and downlink/uplink time τ . 

            min
(𝑾,𝒑𝒋,𝛕 )

       ||𝑾||𝟐                                     (5a) 

           subject to: 

             𝐶1 : 𝑅𝑈 − 𝑅𝐸   ≥ 𝑅𝑇ℎ𝑟                              (5b) 

            𝐶2 :  𝒑𝒋 + ||𝑾||𝟐  ≤ 𝑃𝑚𝑎𝑥                         (5c) 

            𝐶3 : 0 ≤ 𝛕𝑠+ τ  ≤ 1                                   (5d) 

where the constraint 𝐶1  and 𝐶3  satisfy the secrecy 
throughput and maximum power constraint at ISAC-BS, 
respectively. 𝐶3 satisfies the normalization of allocation 

time on the frame length. First we fix τ and rewrite the 

problem into P1. 

   P1:      min
 (𝑾,𝒑𝒋)

       ||𝑾||𝟐                                  (6a) 

               0 ≥ 2
𝑅𝑇ℎ𝑟
1−𝛕  (1+ y)-1-x                           (6b) 

              0 ≥ 
𝑨 ||𝒘𝐻𝐡𝐵𝑈 ||2

𝒙
                                     (6c) 

              0 ≥ 
𝑩 ||𝒘𝐻𝐡𝐵𝑈 ||2

𝒚
 - 𝒑𝒋|𝒉𝐵𝐸

𝐻 |2 − 𝝈2      (6d) 

              0 ≥ 𝒑𝒋 + ||𝑾||𝟐  - 𝑃𝑚𝑎𝑥                       (6e) 

 
Now the problem P1 is convex, so using iterative 
method we can solve it using CVX tool. Subsequent to 
this, we use bisection search method to find optimal τ.  

Ⅲ. Results and Discussion 

Fig. 2 : Secrecy Throughput vs. Number of Antennas 

Fig. 2 illustrates the secrecy throughput of the user U 

with respect to different values of transmit antennas (N), 

while considering the fixed and optimal time.  Moreover, 

Fig. 3 describes the transmit power at BS with respect to 

different values of N. The transmit power graph shows 

continuous decrease as the number of transmit 

antennas increases at BS for different scenarios. 

Fig. 3 : Transmit Power vs. Number of Antennas 

IV. Conclusion 
This paper introduces an approach to optimize the 
beamforming vector and downlink/uplink time in ISAC 
system for secured WPIN with the objective minimize 
the transmit power of ISAC-BS while maintaining the 
secrecy throughput threshold. We employed convex 
optimization techniques and the bisection search 
method iteratively to jointly optimize the beamforming 
vector and downlink/uplink time allocation. 
Throughout this process, we ensure that the downlink 
power budget of the Base Station (BS) and Quality of 
Service (QoS) requirements user are safeguarded. The 
simulation results validate the effectiveness and 
significance of our proposed approach to minimize the 
transmit power at base station. 
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