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Abstract 

 This paper presents a generalized system model for secret key generation, and evaluates the 

performance of various modulation schemes and post processing methods. Simulation results 

demonstrated that performance can be improved by fuzzy extraction. In addition, the proposed scheme 

does not degrade the secret key rate for QAM because no information leaked from the amplitude of the 

modulated symbol.  

 

Ⅰ. Introduction 

The main research direction of channel-based physical 

layer security is Secret Key Generation (SKG). Physical 

layer security of wireless communications is being 

increasingly significant, as a wide range of new 

applications have emerged. To improve the performance, 

the fuzzy secret key generation scheme has been 

proposed [1]. However, the eavesdropper may obtain 

some information from the amplitude of the 

constellation points. To this end, we present a system 

model which can be further generalized to many cases. 

Ⅱ. System model 

The SKG system includes channel estimation, post 

processing, constellation rotation and expansion, and key 

reconciliation. Firstly, legitimate users Alice and Bob take 

turns sending pilot signals to each other and estimate 

their channels, ℎ̂𝐴 and ℎ̂𝐵 , respectively, using minimum 

mean square error (MMSE) method [2]. Representing the 

channels from Alice to Bob, and from Bob to Alice, as 

ℎ𝐴𝐵 and ℎ𝐵𝐴, respectively, the channel estimates at Alice 

and Bob can be expressed as:  

                     ℎ̂𝐴 = ℎ𝐵𝐴 + 𝑛𝐴,               (1) 

        ℎ̂𝐵 = ℎ𝐴𝐵 + 𝑛𝐵,               (2) 

where  𝑛𝐴 ~ 𝐶𝑁(0, 𝜎2) and 𝑛𝐵 ~ 𝐶𝑁(0, 𝜎2)  are the 

additive white Gaussian noise (AWGN) at Alice and Bob, 

respectively. Due to the channel reciprocity, we have 

ℎ𝐴𝐵 = ℎ𝐵𝐴  =  ℎ. 

Afterwards, post processing on the estimated channels 

is performed for performance improvement before 

features extraction, and we denote the processed result 

as ℎ̃𝐴  and ℎ̃𝐵 , respectively. Meanwhile, Alice randomly 

generates secret key bits 𝐾𝐴, and performs encoding and 

modulation to obtain the modulated symbol 𝑠𝐴. Then, 𝑠𝐴 

is expanded and rotated by ℎ̃𝐴  using the following 

equation: 

 𝑥𝐴 = ℎ̃𝐴𝑠𝐴.                 (3) 

 After passing through the channel, the received signal 

at Bob is represented as: 

             𝑦𝐵 = 𝑥𝐴 + 𝑛𝐵   = ℎ̃𝐴𝑠𝐴 + 𝑛𝐵 .          (4) 

Bob expands and rotates the received information with 

ℎ̃𝐵, resulting in 𝑠𝐵 as follows: 
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where |ℎ| and ∅ℎ represent the amplitude and phase of 

the estimated channels, and 𝑛𝐵
′ ∼ 𝐶𝑁(0, 𝜎′2)  is the 

AWGN. Afterwards, demodulation and decoding are 

performed sequentially to obtain the secret key 𝐾𝐵 . 

The following summarize the special cases of the 

proposed system model: 1) omitting 𝑛𝐵 in (4) results in 

an error free channel; 2) post processing using ℎ̃𝐴 = ℎ̂𝐴 

and ℎ̃𝐵 = ℎ̂𝐵  (A&P) indicates amplitude and phase 

extraction; 3) post processing using ℎ̃𝐴 = 𝑒
𝑗∅ℎ̂𝐴 and ℎ̃𝐵 =

𝑒
𝑗∅ℎ̂𝐵 (P) indicates amplitude and phase extraction. 4) In 

addition, fuzzy extraction can be used to improve the 

performance by selecting the estimated channels whose 

amplitude is greater than a threshold, e.g., ℎ̂𝐴 > 𝜇√1 + 𝜎2. 

Ⅲ. Simulation results 

We evaluated the key disagreement rate (KDR) using 

various modulation schemes, post processing methods, 

and channels, as shown in Figures 1-3. As expected, the 

performance with 𝜇 = 0.5 is much better than that with 

𝜇 = 0 , regardless of the modulation schemes and the 

channel type. Post processing using ℎ̃𝐴 = 𝑒
𝑗∅ℎ̂𝐴 and ℎ̃𝐵 =

𝑒
𝑗∅ℎ̂𝐵   outperforms that using ℎ̃𝐴 = ℎ̂𝐴 and ℎ̃𝐵 = ℎ̂𝐵  for 

16QAM, except for QPSK and 16-PSK with 𝑛𝐵 = 0. This is 

reasonable, because post processing affects both 

amplitude and phase of the modulated symbols, which 

does not degrade the performance of PSK without 

additive noise. On the other hand, omitting 𝑛𝐵 does not 

improve the KDR performance much, regardless of the 

channel, especially when 𝜇 = 0 . This is because the 

multiplicative noise 
|ℎ̃𝐴|
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𝑒

𝑗(∅ℎ̃𝐴
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𝑠𝐴 than the additive noise 
ℎ̃𝐵

∗

|ℎ̃𝐵|
2 𝑛𝐵 , and the smaller the 

|ℎ̃𝐵| , the greater the impact. Table I shows the 

proportion that the Euclidean distance between 𝑠𝐴 and 

its multiplicative noised symbol is further than the 

distance between 𝑠𝐴 and its additive noised symbol. 

Table I. The proportion of |
|ℎ̃𝐴|

|ℎ̃𝐵|
𝑒

𝑗(∅ℎ̃𝐴
−∅ℎ̃𝐵

)
𝑠𝐴 − 𝑠𝐴| ≥

|𝑠𝐴 +
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∗

|ℎ̃𝐵|
2 𝑛𝐵 − 𝑠𝐴| for QPSK. 

snr (dB) -5 0 10 15 20 

proportion (%) 22.27 55.02 91.09 99.89 100 

IV. Conclusion 

In this paper, we presented a generalized physical layer 

secret key generation system, which is applicable for PSK, 

QAM. Simulation results show that A&P approximates P; 

fuzzy extraction improves more than error free channel.  

 

Figure 1. KDR comparisons for QPSK. 

 

Figure 2. KDR comparisons for 16-PSK. 

 
Figure 3. KDR comparisons for 16QAM. 
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