T P mer Akd Y L o

el
AA ), 0 AR, 55, AWE, B35
FER L

jthye@knu.ac.kr, j2Zhnoh@knu.ac.kr, sonshwan@knu.ac.kr, kimmyeongl23@knu.ac.kr,
parkyh@knu.ac.kr

Cryptanalysis and countermeasures of authentication and key agreement
scheme in UAV-assisted Internet of Vehicles

Choi Ji Hye, Oh Ji Hyeon, Son Seung Hwan, Kim Myeong Hyun, Park Young Ho
Kyungpook National Univ.

89

2024 Miao 52 ToV #7014 <] 2, UAV 2 RSU 7He] A3 Q5 Z2EFS A8t 18y Miao 5ol Al9hs
2 2 known session specific temporary information &2l ZoFgh % Io

o] sttt & wielAes HAE #4495 S8 Miao 5°

I.A &

AR EA7E] WA we} IoV(Internet of Vehicles)oll tha ¥4 o]
Z7Fsta 1], IoV 742 RSU(Road Side Unit)E &8st AAI7H
o7 yglste wE s E&A R A2 28y RSUS 14
B YR Z o3k Bg|Hol BA ahA|7} ZAett). o]# s EAAS A}
7] 9 AAEE S22 5 3h47F UAV(Unmanned Aerial Vehicle)©]
], UAVE FFoA A5/ olesoz2 RSUY A4 gHlE Bet
g 5 AeH2, 3] zEu H2d o] FoA L e UAVE o83 A=
A4 9 AH HAstel HFH ol %Otﬁ UAV S} A4 7ho] obxl st
5 4ii+oﬂ g A7 F53 Aot IoV #7404 UAV
< 3ME T AL S S ARE wEsy| ol thg Bt
| Aok o+ UrHY, 5l mebA] kg FAlS AR 4 lF 2R

== %3}% Aol Fasith o9 s} ,
7oA A RSU 2 UAV 11 BH =4 958 o] &3 15 22 E
=& Alekst [ ]

2 =rodlAE Miao 5ol Al Z2ESZS HIAY 248 B3 St
7, known session specific temporary information &2l % 2Fg
Ho|il o]& kst Bgtetr] 94 B Weks AAHTh

Mio 5ol AL AF 0 7] Fol WAL A 5%, UAV 5% 2
RSU 5% @ish Q1% w2 748tk 2 /1A 2% TA(Trusted
Authority) 591 5% WA A0t ¥ =gl A8 o) v
£ 0e ¥ 13} 2t

ERNL MRS

e o]
TA Trusted Authority
" A

RSU Road Side Unit

o

L~

ok ohle 4E 9% BAsH) RFoA
IREFS BASL HAF 45 9% 99 o

o R EZE I}
V S oA 9] b g
% Hoo

AA g,

sz
Unmanned Aerial Vehicle
RSU< Identity
XOR <14t
Timestamp
TAS] wkxE 7]
Concatenation %14
a}eke] Temporary Identity
AA 7]

2.1 Miao 59 2% 5= @
g 18 1& Miao 5°] Aekst o5

ZeEge A% 55 Wil

\ v TA |
Select VID; VID; Generate b;,¢;
Compute B; = b;P
VD; = H(VID; |l s)
TID; = Enqy(VD; © ¢;)
VF, = HVD, I h)
Store VID;
TID, VD, VE, by Upload  {TIDc, B} toR
Store {TID;,VD;,VF;, b;}

a9 1. A% 55 AL

2.2 Miao 59 UAV 5% W
ke 13 2% Miao So] Al¢kst <15

T2EZ UAV 5= dolt}.

[ vav

TA |

Select UIDy, UIDy

Store VE,

Compute VE, = H(UID; |l a;)

Iy 2. UAV 55 &



2.3 Miao 59 RSU 5% A
e 23 3¢ Miao ~o1 AQrek Q1E ZREZ] RSU 55 Aol
[ RSU TA |

Select RID,

) RID,

j

Generate h
Compute a; = H(s Il RID; Il h)

aj,

Store {a;, h}

a9 3. RSU 55 2.

24 Miao 59 915 @A
the I% 4% Miao 5°] Aotet 915 Z2EZ9| Q1% whAo|t}

‘ v vav RSU ‘

Generate u,. T,
Compute 7, = H(TID; I um,, HVRIT)
Z, = H(; iy,
Z,=Z,P
I,=b 5,7,
Generate v;. Ty
Compute V;, =
7 H\UIIJ‘ IVE, I T2)

TID; 23 %0 Ty

Retrieve c; B; from database using TID,;
TID; 20,2, Ty Vi Zs, UID, Ty Compute VD; & c; = Dy (TID;)

VE = H(VD, I h)

Z} = H(TID, | UID, | VE, I Ty)
Compare Z,P — Z}Z; = BP
Compute VE; = H(UID; Il a;)

3
Compare 7,
Generate m;,

WD 1 VE{ 1 T2)

= Ep (VD @m;)
Z, = H(Z,) ® TID]™"
Zy=nW
Zy = H(UID, 1 Zg | VE; I T3)
Generate T, Zyo = H(TID I TIDM™ | VE{ I VD, | Z, 1 T3)
Compute Z, = vy X;
Zy = H(UID; | Zg | VE; | Ts)
Compare Z; £ Zs
Compute Z,, = viZs
SK = H(UIDy || Z11)
Zi2 = HUID: I SK 1 256 I )

Zp.23. 03 VLT,

25, Zia. Vi T Ty
-——

Compute 2 = H(v, 1 ),
TIDF = (7)) B 7
(TED | TIDF I VE VD, 125 1 T5)
Compare Zj, £ 7,,
Compute Z;, (b mm

1)
um,! \ISA 12, 1 Te)

2
Compare 2}, £ 7,.

a3 4. 9l

o[)(

A

II. Miao 5ol A% Z2EZY] Ht A € o3 J<
B e=wdAE HAE Hel E4S F3 Miao 5ol AHe 915 Z2E
o S FAs FA 34 9 known session  specific
temporary mforrnatlo T4l Feksta A=k, UAV 2 RSU 7H] 45
& B 4os T Miao 5ol AQhet Z2EZ ] ok

‘3—4 & ek vt 2k

bl

31 F°kd
311 FH4 4

TAAE A9 oY) el v & st Z =1, P ALTEL
UAV°ﬂ7ﬂ (T, Z, Z, T, }& Agdrh 12a UAVZE RSUCIA B
v WAA {1, 2,2, T,. V,, Z, UD, T,}& 3% % RSU A
(TID, 2, 2, T\, V,, Z, UID,, T, 2Hth RSUE B2 Z,7,% o]43]

AFS Q% 72 o]d UAVE Q1Zd) 1 F 247 UAV7}
Aol wls A ZRE SH 5, Ao Ul 4,8 ol
SK, = H(U]D HraZS) 2, = HUD, | SK, | Z, | T,)Z  7A2¥5}e]

(2, N, Ly L T8 AlA 2dich x}awr UAVE 2}2E 2429
Jele) 9} ﬁﬂxu Qelel ¥4 b FR 4, AN B3
AR} 2 A 718 FRatA drh

3.1.2 known session specific temporary information -4
AA7HUAVZ ARee Q1ele] el o, 2 ok 44, 371 A
Z HEEHE Z Z, 2ra 3 A 2 :Uk%% AArre 4=

Ack 2 F A4 A
2 A%HE ub, #e EoH A 719 sSK=H(UD, || 7)< dod
sl

32 & ek

Miao 5°] A¢tet Q5 ZZEFLS F7H4 34 9 known session
specific temporary information 22l # st UAVS} 2&F 7he] A5
AFE HASHH etk B g3 7wk 04 7
L= H, o, P 7Y A 7] Aol o] &5H, T AR} AHAZEH A
bl %9]94 W g2 Y Z, S 23S A A 71 Altald
ALt o] HE B WHS UAVY 24 7k9] ARA 31 715 wHe
o|AE dwsl & A 7] oo o]dsteE ol 5F wAlYA TA
A3 UAV o] v 34 718 w8 45, 3447 3202 34
S A& AY Al 7] At o] &5 9eje g GobE AP F
7] w2 4R Kok WAA B3s 9 A4 7] Aldtel E7bssith

\11‘“ oi_N[‘

7t

. 28

=5 E= Miao 5o A|est IoV 346049 25k UAV % RSU
749 Q1% R EFo] F7HAF 43} known session specific temporary
TAA AFEES BY2EHN 4T Q1T AUR o] FAXR] F&S T
SHT) E3 9 HFHE By flste] AT UAV 1] AR &
oJH T 718 oldal gzg B A 7] e U kS AT
B =T A AR oS weks 53 IoV @404 Ak} UAV 7He]
g A AT A 719 M S A e ZEEZS A 4
Ak

ACKNOWLEDGMENT

This work was supported by Institute of Information &
communications Technology Planning & Evaluation (II'TP) grant
funded by the Korea government(MSIT) (No.RS-2024-00396797,
Development of core technology for intelligent O-RAN security
platform)

Z a1 EF
(1] Yu, S, Lee, J., Park, K, Das, A. K, and Park, Y. “loV-SMAP:
Secure and efficient message authentication protocol for IoV in
smart city environment,” IEEE access, pp. 167875-167886, Sep.
2020.

[2] Son, S., Kwon, D., Lee, S., Jeon, Y., Das, A. K, and Park, Y.
“Design of secure and lightweight authentication scheme for

UAV-enabled intelligent transportation systems using blockchain
and PUF,” IEEE Access, pp. 60240-60253, Jun. 2023.

[3] Sedjelmaci, H., Messous, M. A., Senouci, S. M., and Brahmi, I. H.
“Toward a lightweight and efficient UAV aided VANET,”
Transactions on Emerging Telecommunications Technologies,
€3520, Aug. 2019.

[4] Kim, M., Lee, J., Oh, J., Park, K, Park, Y., and Park, K.
“Blockchain based energy trading scheme for vehicle-to-vehicle
using decentralized identifiers,” Applied Energy, pp. 119445-119453,
Sep. 2022.

[5] Park, Y., Ryu, D., Kwon, D., and Park, Y. “Provably secure mutual
authentication and key agreement scheme using PUF in internet of
drones deployments,” Sensors, pp. 2034-2048, Feb. 2023.

[6] Miao, J., Wang, Z., Ning, X., Shankar, A., Maple, C., and Rodrigues,
J. J. “A UAV-Assisted Authentication Protocol for Internet of
Vehicles,” IEEE Transactions on Intelligent Transportation
Systems, Mar. 2024.



