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Initiator Responder

PBKDFParameter Request / PBKDFParameter Response (Salt, iterations)

Compute PAKEValue (w0, w1) Verification Value (w0, L)
PAKE1 : Send public share pA (pA = x*P + w0*M)

PAKE?2 : Send public share pB (pB = y*P + w0*N)

First Round [

Compute shared as common values Z, V
Compute shared secrets Ke, cA, cB with Z, V, TT

PAKE2 : Send cB for key confirmation verification

Compare PAKE2.cB and cB
Second Round
PAKE3 : Send cA for key confirmation verification

Compare PAKE3.cA and cA
PAKE Finished

<% 2> PASE Protocol
io}h o de AR s & ¢
E(Salt)st AH&A AA wbe
aﬂ orAg HUHGT R g@h:} A A
&3 sehHE daton, o=

PBKDF+= H|EW T E
WS E 99 dolH<l
(iteration) ] WHE-AQ1 314]-&
U+ PBKDFParamRequest ™% <
PAKE Z2EZ 28 Fo A4t
PAKE: #2¥E 37 919 §lo] %4 71 3BE Y3 F A
A Zboll A= T2 EZoln), Matters 3 ARt HARHEE 2
BA o8 ANEStAL e GAE A5 & AMehe SPAKE2+ ZRE
25 AHgE, 7R 18 BT 02 E NIST P-256S AL-g-ghth 7))
AU PBKDFE 53 8538 vdis s obisiA walsla, ofd 7]ut
3}o] PAKEValue & 448k, PAKEL, PAKE291A #Am A9} 7n|
MU= ehd=del 71ekgk Z4ke] 34 34 7191 pA, pBE ALt A
11, o] 7 Ze) $5 gow EEHE v 7, VS At
ZE nde T2 eE Ay AEHE 7]53 AAHS TT(Transcript) <
7 F57) Kest 7] 891 3t cA, cB AAdl Abggt) 7] 22l gk cBe
PAKE2, cA¥ PAKE3IA A5 242} A g3} wjuste] dx|s)
T 4%, 389 7 Kk AREHAS & F Atk AvAYE
PakeFinished HWIAA 2 PAKE Z2A 27} 4859032 4, 7nA
Het 7An MY = e7] Kes 2838 AlA ¢33t 7] I2RKey, R2IKey,
AttestationChallengeE 4/3 3t} I2RKey, R2lKeye ZH7} 71H] Ay 9}
AU AR S dsdteta Baskshe d AFEHE tF 7)o,
AttestationChallenge= @A AlA getg $3k 7|2 ALEH)h
PASE T2 EZS Egﬁ Ag/HE] /pﬂd °L£§]- 7]‘— xlx] = oﬂr = 29
A FHE AXEE HA Y FAlNA AREM, $/17] d=2H(Public
Key Infrastructure, PKI) +2%& AME-gtt}, 2& Matter A+ A &
< 9 X509 v3 FA A FH AFA(Device Attestation
Certificate, DAC)E 7HA 3L vk AvAUE AvAYRIE 33 A5
MG Adadol A2 AQS HFeta, ol digk Ads /3 7] B
olRE Fgelgth FA FHo] nHW AvAYA CSR(Certificate
Signing Request)& £33, ofol] @ $H& 7|Wow = 29 &
7 =X (Node Operational Certificate, NOC)Z A&}l o]2 FE ¢
FAG 3 AU A AXEtt k= 29 A FHAE Matter
Fabric W] =57} @ A& AEE + JLE gt 4x $94 ==
9 A4 T AATE ATH R o] FofF AR Y

3%, A=
AA &4 MEYAE HAsI PASE AHL FaETH

sor
ey

Elch

73

2.3. CASE
CASEb A AN = 29 A4 FHE A AR W T4 5
PSPl wEs] A% F WA AR 4R el

Initiator Responder

Sigma1 : Send initatorEphPuKey to generate a shared secret

Check if resumption
Validate Sigma1.destinationld
Generate S2K key for data encryption

Sigma2 : Send

y and Encrypted P NOC, Si

Generate S2K key for data decryption
Validate Certificate data, chain and signature
Generate S3K key for data encryption

Encrypted Sigma3 : Send Encrypted data(responderNOC, Signature)

Generate S3K key for data decryption
Validate Certificate data, chain and signature

Sigma Finished
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