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Deep Learning Based Inference of Private
Information Using Embedded Sensors in Smart
Devices

Smart mobile devices and mobile apps have been rolling
out at swift speeds over the last decade, turning these
devices into convenient and general-purpose computing
platforms. Sensory data collected from smart devices

Prof. Yingshu Li

Ethical Problems and Safety of Large
Language Models

Coincidence with the astounding performance of recent
large language models [LLMs], potential risks and
their social impacts have been addressed. In this talk,
| will give brief introduction of the ethical problems
such as toxicity, social bias/stereotypes, human-values
including ethics and moral norms. Then | will introduce

are important resources to nourish mobile services, and ol a9 )

Georgia State they are regarded as innocuous information that can NAVER Al Lab, two new datast_at_s: SQUAR_‘* and KoSBi. In 5QuARe, e

University be obtained without user permissions. However, such NAVER Cloug ~ consider sensitive questions that LLMs could raise
seemingly innocuous information could cause serious negative 5°C_'3L impacts depending on their responses
privacy issues. In this talk, we first demonstrate that on the questions, and introduce acceptable responses.
users' tap positions on the screens of smart devices In Ko5Bi, we propose a Korean Social Bias dataset that
can be identified based on the collected sensory data reflects Korean-specific culture and society.
by employing some deep learning techniques. Then we
show that tap stream profiles can be collected, so that a
lot of private information can be accurately inferred.
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