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clock_t start, end;

double time[100];

clock_t start, end;

double sum, average;

for (int x = 0; x < runtime; x++){
char #test = new char(length);
for (int z = 0; z < length; z++){

test[z]=GetRandomCharacter();

Istart = clock();
shs_init(&sh);
for (int i=Ostest[i]!=0;i++) shs_process(&sh,test[i]);
shs_hash(&sh,hash);
end = clock();
time[x]=(double)(end-start);
deletel] test;

Jsum=0;
for (int j = 0; j < runtime; j++){
sum+=timeljl;

Javerage=sum/runtime;
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‘ User (U)

7] '6]—7,] TZ2ES

Galeway node (GWN)

o 3 29} )

Sensor node (5;) ‘

Selects 1D, PW,;
Imprints biometric BIO;
R, = Rep(BIO,, P;)
MPW, = h(PW||R,)

X = h(MIU,\MIW)Q;U

W = h(MPW||X; Checl
Checks ;" w K= h(MID 1175 Kauw)
Generates R, =M, ®X,

random nonce R,and timestamp T, (m |IsiD; = CID, @ h(MID,||R, 11X
My =X, ®R, Mg = h(IDIRIXIIT)
CID; = (ID{ISID)) @ h(MIDIR, 1) Checks Mi'= Myg
Myg = RUDIRJIXIT) Generates
(8,10, 1D, Mys7)_ random nonce I, and timestamp T, Mis = hOMIDISIDIIR,IIRy 1 172)
FEEEEEEEES Computes Checks My = Mg
M = (Ry|[Ry) @ A(SID;IIX|IT2) Generates
Mgs = hQMIDISID; IR, |1, 116, 1172)

My, MID; Mgs, Ty}

Checks T,
(Rl|Rg) = My @ h(SIDIX;IT2)

random nonce R, and timestamp T,
My = Rs @ h(R, |ISID;|1X;|]T5)
> Mg = h(ReIR,|ISTD[1X;11Ts)
S ullRs)
KRl IR, 11D 1MID;)
<My Mse Ms Ts)

Checks Ty
Ry = My © h(Ry|ISID;11X;1]75)
VIR |R,) = My @ h(MIDAIXIITL) Msg = h(R: gHWD 11X117)

G 11MIDi||X:[T5) Checks M,
Checks Mgy < My Generates timestamp
M’U " = h(ID; Hh(f\uwwHKy))

Computes
Sk = h(R IIR:)

X = h(MID™ 1R ||Kavex)
|ISTD;1IMID;) = (MIDP™ X" ||Rs]|Ry) @ h(MID;||Xi]|T3)
RulIRg IMIDiIXiMITs)
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‘ Vehicle (V;) Road-side unit (RSU;) Trusted authority (TA4) |

Inputs 1D;, PW,

Calculates with stored values in 0BU;

by = BE; & h(ID(||PW)

PE; = h(PWi|b;)

a; = AE; @ h(ID||PE;)

HID; = h(ID;||PW;||a;)

HPW; = h(HID;||PW;)

S = HPW, & 4, MV':h(HIDLHh(XH)'))
MV, =V DS, n=M®M

VS{ = h(HID;||IMV;||S;) Auth} = h(r; HMV)
Checks VS| Z VS; Checks Auth] Z Auth,
Selects 1, and computes RB; = h(RA4;||A(x]|¥))
Auth, = h(ry||MV;) 7 —Ra,eas

Selects 7 :
M =MV, ©, 7 Authl, = h(IDgsy, 1RB/1I7)

B, = RB; Q)v .
_Uuthy, M HIDY o puth, = h(IDgsy, |IRB;lI) Checks Juthi = duth,
J Generates a new secret key y,.,,
{Authy,, My, HID;, B;, RAJ,AuLhJ RBjnow = h(RA||h(xX[Ynew))
""""""""""" >, =RB, ®1,D, = MV, e;n
E = RE w ® 1
n=RB;®C Authy = h(RB HRB, ewllT)
RBjew =7 @ E; Authy = h(MV,||r;)
Authl = h(RB;||RBjney|I)
Checks Auth) 2 Authy < CeDuBnduths duthy)
7= MV, @ D; SK = h(rilln)

Auehi, = h(MVi|Jr) Dy, Authy}

3 i
Checks Auth), = Auth, <------------
SK = h(rilln)
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