IoT &4 AA EEAA 718 Holg HIA o A|2H
o]F, W]k, HQFhux, 1w F
AE o)t « 3= A AE A AT, e o) 8}

harry250@knu.ac.kr, ks.park@etri.re.kr*, yhpark@kmu.ac.kr** parkyh@knu.ac.kr

Blockchain—-based Data Access Control System in IoT Environment

Lee Joon Young, Park Ki Sung*, Park Yo Han**, Park Young Ho

Kyungpook National Univ.,

*Electronics and Telecommunications Research Institute,

wxxKeimyung Univ.

A 10T 71718 283 870] soldel whet oT dlofe] A o] 7jstarH e
£ &3 olEs}t #ejHa glon FEh-E S $93 AR ) 9
olg ol Sith olF s ds}y] S5 &A% £4 7| 455 Fioto] G

AT 2 =l = ToT S A
A7 A 2ES Al

I.A 2

A2 T 71718 S48 2ohe AElZh gl ohek ok IoT 42,
o ARH T SIEH12) HAAR T §4L 2HES 9 dojez}
b5 3 Qo HelBE gAeks AHgAEe] e 4R B
FE ARt TPl FUeE BYe $45 BAR A3 9

il w14 1okt Hele) Belel Aok 4L A o
A1 we dolEel ZeeliA AT L QEAE 8 44 7w o
77 Do) Bt vole) £ 548 B ADL F9) o] FolAn
Azte] 7o vh3- HoFaie), ol BARL A 5] 913 25
2 Fg3fo] BFYAHE AT AYH 1 gon A Yojee)

2 9% 7] @Ol % AF A28 AT} o) FoiA 1 QeH56). B
dlolele] e A Ao] B $)%
A2s] A% 2%

2o mln

>
oy
N

—
wo

oAl [oT S04 sl
9% Azdle) 58 W BARS BAa BAE

AL 71k 7] ghe} 8 RISHA o) WEE AAR,

W73 A4
G4 71 e 0 B2 A)&el AME ABe e L

WA ARgAbeh B 54 SA4o 7nke dEskE

T8l FiEs gustsh Aol Ab AAE 7o dh= A
718k b5 W4 (Identity Based Encryption)e] 9low Ht F29] 9%
of we} gl gig e AT 4 = KP-ABE (Key-policy

Attribute Based Encryption) ¥ CP-ABE (Ciphertext Policy Attribute
Based Encryption)©] it} KP-ABE= tlo|E] $A1217} &
5 3lE & FARE BHa7) A A ZFAle] &4 deke blgo g J
o 722 B4 EEe Baslait. CP-ABEE tolE $247) ot
B2 AT Aol 4T TEE BHetel 2AR) £4 9L o

2588 Hh

4 4gom

22. 549

dlole] A Ao & #13 ES5AI 79k A 'S

9o

2 golupal itk B ToT &4 Sk
Aol Aol w5 FeFete] wlole o] A<t Alojel
G5t 2 AT Ao g Awshe Aol IFH L
wAete] FARE AR F ol F s}

e
J
)
o

lo

P2P (Peer-to-Peer) MEYAEZ 7|uto g 2al & E%Z
”3}&— glogjuo] 2~ Aol tl7]. BEAAL

O}E} E54& 7Hth A9 BE
el e = o) fxg
E5& 23 189 )
e A Z FAEo] EEARIS
(ECC) ¥ SHA-2 &4 A
A3 a2 e AT

el
lo

oS
B
Hr
=
ot
o
f 2
r 2%
ru-lu:

~N

r*rv
1>m“imm
to oE 2 & oy

o
ot

o2 e rlo
JHU

ot
N
o,
o
2
N
=)
o
o|\
i,
O,
ud
=
a2

o

rl

e
it
2L
ol
2 &
i &
s
oL
o,
i
ot l?L

o xoofk (Rl oE rlr
po)
-0
IR
ox,
o
o
rf

T,V_‘, M ox
N ]

-

o

ol

-

Block n Block nt1 Block n+2

Prev_hash
o Timestamp
Merkle raot

Prev_hash
Timestamp
Merkle root

Transaction
| Transaction
Transaction |

T 874914 dolel A2 Ao % #elE 9% A2d

VA 0T A BRI el 32 e o
& A

Timestamp
Merkle root

Prev_hash }

| Transaction

| "Transaction

| Transaction

I I
2=t

e A&

AJNE

3.1. Ding 5°] A|¢Het Al~d

20199 Ding 5 7] MIEYAY] F2& S3etH Wwgow <l
T Al=ge] A= Bt fo] &4 4= vk dFssich. 252
HolH nets wAsly] fla 7122 2 $A4 71e2 Hid 24 e
2 T AR Al Al %'—Jf‘ P T A28l &9 A
welshs B AR-E] X*ELBW % Zatsitt Ding 52 IoT A&
ge AT A2E 4 7 29 5 1] c}‘&% A 2 A 2F]
7 29k AT 252 e 5}% Ash A4 71 3 S AREEk Bl A
A A 5ol 1 =5 WA el ‘:'f"—ﬂl‘ﬂ 71EE AR 28
1 Ding o] ARk ZREEE ARGAS] AL ST 4 9l AAE
AT Ulgol glom &4 7k ke s ARga ARt o) wek A A

0620



2021

A8 gl Alo] o] ARl FEal.

D.D.[:] + Wiitemay mm
1. Apply for an attribute——
2. Transaction of the attribute—»

)

3. Reach

[CHZHT Blockeha
24 2. Ding 5ol Aokt =4

32 Zhang ol A A4
2018 Zhang 5& 0T A4 BAsH= volEE S5 Alols)
7) 915 7)e] Fe9E A0 AsRe BARS AN 15 2
FEE 93] AT 5 glov) dolel 2 A8 A Aut 45
A 449 980 ek FAG, 8 TP A 13 7
2 AR w5 volr] Ae) &F4e] AW oFo) 4 Feher Al A
QA 2 A0l oJ3) o] Aokirin TR webA 15 B
2219 B &4 70 58 A2US Aoz ARE B 9A2 A
o1& 53 /N AR B35 E ALEA} Ao Ho]
o 259 Al AFL ool ATAYE 7

okl

o
o
:(o

= 0
AR AR ALHAA 48 A5 el i HHE EAA
et AQH A2ge] AR AF AA} olFo1 44 e ool

Q1 ARl ofaf AlzEle] BoE §Fo] BT &

OCreate and manage SC $
x|
S d Tns

1% 3. Zhang %o°| Aleksl dlolg Ff A 2H.

V. Agt Aj2H

Ding 5 % Zhang 5©°] #A|okg A|2~8L [oT 3H4 9] dlo]g H Ao

At BEAQA 7|9k Bl Alz"lojt), e 1Eo] A|QbeE A ~El
PRS2 A Ao AATE EASHA] kol s AR 2 dlo]E]

17 shekeh 4= glot whabA] & =M e 5 2 HS Alof Al

sl obel 2 22 Ayl 43E AFs A AFaR o)
2t

© S E GACA AolEge] F99E 9 wyAE B AdE F3

TA(Trusted Authority)ell 523k},

= WA= AolES ] S5 2 uUArt ARE

A& e A4 715 A s

AZ Al TAE AolEg Y &4 AH A 2 HH|EE i)

Aol Eg ol IoT 2730l H A4

3}3]
= U
Aol
]

dlo g ox oR mlru

ol

SECE

ot o

J% to]EHE &4 7] 4353 S E3

Febgmo) QREg, FALEE dUA BEAQ $40) g

HeolHE 848 A dfgdehs dolHE WyAdA dedch

@ l:l 0. =75t £

dlo| g = SS9 A
—=

ArERt LoT CJH}O[ A9} o1 A=l

AlolE20]

5. OolH 2d A 32

a3 4. [oT AN EZ49 7]uk
Ao Al ~H

Rl dolg

-y AE /lSE 95
2ol A% dlo ]E1

F TANA 4 715 8750 ol o84
EE LIS

i

V. 28

A2 IoT dolel@ ¥ % #43b7] A9 A7} B3] o|Foj4 9}
o =EA A Ding 5 % Zhang 50| AlgkE A28 BAge] 1
ol AR ALHE 915 9 A2 Aol 4 3] A o
o oIt ek 191 44 o St A Sl o) A2t 0 12
| olelg BANE ngelel & =TolA

AP o8 G5 Ak Al2H)

[1] Lee, J., Yu, S, Park, K., Park, Y., and Park, Y. “Secure
Three-Factor Authentication Protocol for Multi-Gateway IoT
Environments,” Sensors, vol. 19, no. 10, pp. 1-25, 2019.

[2] Park, Y., and Park, Y. “Three-Factor User Authentication and Key
Agreement Using Elliptic Curve Cryptosystem in Wireless Sensor
Networks,” Sensors, vol. 16, no. 12, pp. 1-17, 2016.

[3] Kim, M, Yu, S, Lee, ], Park, Y., and Park, Y. “Design of Secure
Protocol for Cloud-Assisted Electronic Health Record System
Using Blockchain,” Sensors, vol. 20, no. 10, pp. 1-21, 2020.

[4] Son, S., Lee, J., Kim, M, Yu, S, Das A. K, and Park, Y. “Design
of Secure Authentication Protocol for Cloud-Assisted Telecare
Medical Information System Using Blockchain,” IEEE Access, vol.
8, pp. 192177-192191, 2020.

[5] Ding, S., Cao, J., Li, C, Fan, K, and Li, H “A novel
attribute-based access control scheme using blockchain for IoT,”
IEEE Access, vol. 7, pp. 38431-38441, 2019.

[6] Zhang, Y., He, D., and Choo, K. K. R. “BaDS: Blockchain-based
architecture for data sharing with ABS and CP-ABE in IoT,”
Wireless Communications and Mobile Computing, vol. 2018, 2018.

[7] Underwood, S. “Blockchain beyond bitcoin,” Communications of the
ACM, vol. 59, no. 11, pp. 15-17, 2016.

0621





