2021

NAT @730 A AAIZ AEAH Y Au: Ads AT
ALEQE MY mlo]lA2 A& 32 AA

Aas, ALE, A4, 4F
AsetaL 7 Fe ok

kks36145919@gmail.com, *sjkoh@knu.ac.kr
Design of Internet—of—-Things Microservices Architecture for
Realtime Messaging in Network Address Translation (NAT)

Keun-Soo Kim, So—-Yong Kim, Min-Ji Kim, Seok-Joo Koh#*
Kyungpook National Univ.

8 o

A0LE 8, ﬁDPE AEl, AOIE HEe|l S Ce 20r2 S&otd HEDD A= MESUEY MElA= R W2
g&oty ULH T 2R MHlAa=s &2 FY90M MO, Oleist MHIAS2 NAT Ji=it &M MHIAJF MEE 0
SHXIEH NAT = | Of A= =5 W20l A= =20 2 HAIXNE &2 == gl EME JHMH, 0l MBOIA

ECOIHEZ HMOUAIXDOE 283 dEE 2RI Us ASUH MHA FXZ0 6K @l 2 ==20AMs
FEHOZ Y 2HE HZoI |IcH ZHE ASHY 002 MBIA XS MOGHH, 2HEEt HAEHEES Sl
NHlA FXE HSECh

o = el AAZ Uﬂf\l A WES 93 AH 2 o7 EAE
LA e Ayetar, 4 oA AEE F 5F)A g Burh
47 94 Ao, 4uA4ee BF A5IAAA o )

chbe AHEQIEY An|sage] gws uHn g, 1 FR AT
AFEQIE Yl AHl~E= 4 Jle  AlZ&(Sensing Layer, CoAP (Constrained Application Protocol)[1]

o
Network Layer, Middle-ware Layer, Application HTTP ¢} & RESTful Architecture & #| &3l <&
Layer)2.2 FAEW, AvlE & AnlE AE, AnfE IR EFolty, RESTful Architecture g <

HEF T W gt Mujze ALgEY. 1 T FS Aujz~el S3Ado] For, AlFA 9le dHolE AF 5
FAA AFTHE dF 2utE F AntE HEF UDP 7} A 43tA] &+ An]2 sAde] 42l 7]3%
AH] 2=l = NAT 7]&o] A&€t), Agste] B AFEQJIEY A2 g AREH A gl
NAT 7]« 7]¥ IPv4(nternet Protocol version MQTT + IBM o] M2M % Al=E<IH4Y 37
DNF 47 1@=oe] Zho] wg o]F At wWetow g dte]  7fekel  Publish-Subscribe -39 ﬁ%kﬂ
Mg 7)solr). FE55 TR0 IP F4AE o8] Je AMA AR HAE ZREFTH(2]. HTTP S 7|&
[P FA2 Wg 3 #$93te ¢ B Zgo|dEr ZREFY Huste e 14 ddEsE AW, AL
AR RS S eHIER IS HAEFEE F goenz 2 g9
SHA| T, o]# s NAT & 2 7H4] #A41E 38 4 Qo Aol @Ay,
A HAZ NAT 9F =t UF =29 B4l ulo] A2 AMul~E fEgAleld  FHES g
Al&e] E7Fsseit. odE B, ¥ IP & *}%3}% ol7l€lx  7|dko] A+ wWpAolt). wlolA R AH]AE
AW 7 NAT 9] AR 1P & Alg3she Ol AEE E%E]&}(Monolithic) A w2 gy ofEgAelds
A = gl FeA Fal Al FRe] Eﬂho}‘ﬂr. e A TsoR /‘ﬂ—ﬁ’ri}b BEZ FAE
HAZ NAT WlFolA F=2 FAE AlFste] NAT off ZgjAlo) A AN i7]°ﬂ*‘€ AA o ZE|Ao] A A
viRlgo]l Fedsjojx NAT wisgd EHol&< ©Edolx Fe7t shvel wjx fYoR Udd EeEd FdEH=E
AZFEr BAE A oW NAT Auje F4lo] T EHAT olelgk PEfol A= QA (Quality Assurance)
TaHNYGT #Adstd A AHRE AAST wEhA F7)0) whgt AR JUoEE o stor, dF
NAT &F =& U§ =9 34le] Erlsia AAIZE o ZE Aol JHolER A3 FI} “L‘gﬂ 45,
FAlo] X]*—'T‘QX] shE A7 Aok AAE exefflerd HdFsta 9 TEE FAAR
L3, NAT FAHAA AAZE wWAA wEs fgh & wAE s Aasordn.
AFEJAE YL AEj2 olF|E X o] gk AFE wH|gh 2=y FHe ddsS F5s7] f8 HS

FEolth mebA E =Rol A= NAT @70 AAzE Aulage vpolaz AMulzs opy|ex= spus]a gl
HAA RS Ak ARRQIEY wholam AHlA wlolam AMulazt ofEACIAE o e HE
o}71E A S Attt s s mER Resdls o 74 EEs
2 AdAE AbEQIEYL Aulzel ARgEE Fa sty olF vlo]a R AH|AE FEjdte] o] e

Z2EZ CoAP, MQTT 2749} &7 wlolaz Mulxs  me  ofZgoldos zfo]  wWAHI} %3 o]
o7lEAE #E dAvE APtk 3 FdAE NAT  JbestEE wE opy|gAE vlo]lam Aulx
oplgl et Fnh Aaqtme] AR As BebE9l

0583



2021

AU 25 Fo] 2 AH=E gdste Ao vlolaw
Mulz op7| A o] HAlelrh. Oy 1 2 RuEd] st
nfo] A2 AH]2 FRo] HlaE HoFETh

MONOLITHIC MICROSERVICES

e 3 o

:
BUSINESS 3 MICROSERVICE
LOGIC ' J
|
el

VS, |[ MICROSERVICE | | MICROSERVICE | | MICROSERVICE |

L
E 8 B

Td L wEed g vpela ANs E

m. A<k 719

B =EdAE NAT oA AAZE wAX] wghs
93k AFEOIE|Y mlo]| T2 MuH] 2~ o} ElH] (1o T-RMSA,
Internet of Things Realtime Messaging Microservice
Architecture)& Al [oT-RMSA += ZA 4 719
T4 84 (IoT Server, Request Broker, Gateway,
Device and Actuator) & TF+A®EY. 29 2 & [oT-
RMSA ¢ F2E5 ®olFr),

+ Request Broker -

Lw-CoAP Server

' '
| '
' '
' '
' '
I '
[\ 1 1 -
(=) H = : S
= L]
(=) —
= i = 3 (7
' '
IoT Server 1 Message Queue 1 ,1 Gateway Device/Actuator
| ' “«,7
' '
1 1 97
A
1 )ll
1
' ¥ !
; CoO i
| MmQTTBroker |
' '
| '

a9 2. Aok 71 e

Aok G291 IoT-RMSA ¢ @419l Request Broker &
IoT Server 7} Gateway °lA #Eg&d o3 WAA=
#etE 98 Yt 0T Server ZHEH wAXE
AYHre Request Broker & Message Queue ©l
HAIA S A3 ¥ Gateway © Request WH|AX]7}
deS MQTT & &3 ¢¥Hst. 4L &2
Gateway ¥ Message Queue o 13+ Request HAA =
CoAP & &3] &3 % [oT Server o AJH <™
H A A (Response WAIA] t-&)& AL}

ok [oT Server 7} A&A 02 AYd wAx]& 7}
A A7 AAL 93 HAIAZE Request Broker ol
Agd F gow, dF AHA HAAE Aewe
Request Broker & Message Queue °f| 3|3 WAIAE
AFsFA eFar, MQTT & ¥lE Gateway ° Ad3ic
HAI A E 418 Gateway = [oT Server o] CoAP
Observe WAA S HE3taL, °o]F Broker & 34
931 10T Server 9 B41S $=8f 3},

[oT-RMSA &= Wbzl AMEIEY 9% -2
Request Broker 7} 714 F+x22 & 4 o
sl 71E AEJIHY T4
HEE 4= v}, T3 Request Broker o] &% HAIA
AFS Y3 Message Queue 2 F9] [oT Server =
A uAAl eF Aol AFET EZE [oT
Server oA CoAP HWIAIAE MQTT WAA =2 ¥H335}17]
s Hdargs 83 "dert flew, CoAP & &3

0584

Queue © WAAE A
Agsl7] 98 TCP dZ24AS
w3, Request Broker ¥ IoT Server ¢+ HIE

2ANS  AHYstE wfolmzx " AY  SAFHA
gAste] FaE BAFoEN 4T P EERY F
S

V. At 718 AF

2 =wolA EE At V1Y AEFS Y dE
HAEHE=E FE39t HAEH=E [oT Server,
Broker, Gateway & T-4% ¢ 3lom™, 5 go-coap %
paho.mqtt.golang #elH gz  FHIAT. =3I
Docker & AM&-3te] A3 +5& FsATH3].

a¥ 32 ZHoly 1+ wEdE RS A g spHoelr)
E aYo A IoT Server £ CoAP & %3 Broker ©l
8HS AL Jow, Broker = MQTT =
Gateway o 33 AMdS AEsth. MQTT WAIAE
T8 Gateway = [oT Server o SHHAIAE
CoAP o2 At 2 98 T3 A7y
Information-Flow 7} B4z oz #Eds Folg <=
ATt

A [coap | matt =

No. Time Source Destination Protocol Length Info

Wit 12 Connect Ack

T 82 Subscribe Request (id=1) [control]

W7 73 Subscribe Ack (id=1)

w7 88 Connect Comsand

w7 72 Connect Ack

70 Ping Request

wrT 79 Ping Response

CoAP 63 CON, MID:34326, GET, TKN:48 97 2a 9b 78 74
CoAP 56 ACK, MID:34326, 2.05 Content, TKN:48 97 2a
Wi 90 Publish Message [control]

L 99 Publish Message [control]

CoaP 78 CON, MID:156, PUT, TKN:17 5f 33 6e 75 45 e3
CoAP 56 ACK, NID:156, 2.84 Changed, TKN:17 5f 33 fe
wrT 70 Pina Reausst

EREIE P

B24 5,444625235  172.19.0
828 5.444701885 172.19.0
945 6.176104864  172.19.0
949 6.176151274  172.19.8
1661 7.444973961  172.19.9
1065 7.445854971 1 8
1076 7.446071303  172.19.0
1678 7.447254344  172.19.0
1680 7.447330065 172.19.8
1684 7.447413235  172.19.8
1095 7,448124530  172.19.0
1697 7,448346871  172.1
1183 RATIARRTAR 1724

]
A

I
o
w
2
2
N
e
o
o

[T

N

H =RoAE NAT 2 3] 2Adsis 524 &
A nfe]m &= AMHlA~ FRE
hA3 HAEWEES Fdsle] 2E dAE
A3 2 =i AHE B3 AAZF WAA
s HdA H4L3 4 As FHo

Zlgsteh dA = Ak 71EY LwM2M 3 53k
Weta glow, =5 oS tkst AFEQIEY

3 F3sr] 9% QJEH o]~

T

EES e

ACKNOWLEDGMENT
2 d3e B4 HEAE 9 AREA7 8719
FTANgA ] AT ARE 428 5 21 5(2021-0-01082)

2 oATE 2021 AE AEEAALT 2 A7I=E
Y Y(KEIT) A7) A el egh A7-91(20015107)

51

i=1

K
e
rll

[1] IETF RFC 7252, “The Constrained Application Protocol
(CoAP)”, June, 2014.

[2] ISO/IEC 20922, “Information technology - Message
Queuing Telemetry Transport (MQTT) v3.1.17, June,
2016

[3] lucas—clemente/quic-go: A QUIC implementation in pure

go [Internet], https://github.com/lucas-clemente/quic-go.





