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Vulnerable Applications and Malwares
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Vulnerable Applications, Systems and Malwares
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Vulnerable Applications, Systems and Malwares

<=32 EE2>>

-/ O O - BHA TT O

e

Application
=
l.l
[Operating System il

Sl

KAIST CySeclLab

=
T o System
Administrator

Secure Isolation of Application

Application

| Critical

[Untrusted Platform System m =
T A System
@ 00000

Administrator
KAIST CySecLallg

- 468 -




Secure Isolation of Application
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Data-in-Transit Protection
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Data-in-Use Protection: Confidential Computing

Application
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TEE (Trusted Execution Environment) 6t =% O
UFIEDS

& External hardware security module
= Example: TPM, SIM card or a Smart card
= Advantages
v/ High level of tamper resistance and physical security
= Disadvantages
v/ Power efficiency and performance of the device

v/ Reliant to the less secure software outside of the smartcard

v/ Providing a smart card alongside with the main SoC is expensive

KAIST CySecLab

TEE OtESI O OF2 | &1 A

< Internal hardware security module

= Example
v/ A hardware block for cryptographic operation and key storage
v/ General-purpose processor dedicated to the security sub-system

= Advantages
v/ Cost reduction (compared to the external)
v/ Performance improvement

= Disadvantages

v/ Restricted perimeter (e.g. only for cryptography)

v/ Less powerful than main processor
v/ Time & energy consuming for inter-processor communication
v/ Complex SoC design
KAIST CySeclLab
S ——
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€ Processor secure environment

* ARM TrustZone and Intel SGX

* Countermeasure for

KAIST

¢ Virus and malwares

* Low-budget hardware attack (e.g. Using a JTAG debugger)

System

Normal world
(Rich Execution
Environment)

Secure world
(Trusted Execution

EnvironmeW

CySecLab

TEE System Architecture

Device

Rich execution
environment (REE)

[ TEE APl

________________

Device OS

Trusted execution
environment (TEE)

Trusted : Trusted
1
1

L———————> | TEE entry

Device hardware and firmware with TEE support

KAIST

Figure adapted from:

Architectures with single TEE

ARM TrustZone

TI M-Shield

Smart card

Crypto co-processor
TPM

Architectures with multiple TEEs

Intel SGX
TPM (and “Late Launch”)
Hypervisor

23

Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.

CySecLab

- 473 -




TEE Hardware Real

TEE component

External Off-chip
Penphemls memory
On-SoC
rRAM ][ ROM ] core(s)
oTP Internal
Fields peripherals

External Security
Co-processor

External Secure Element
(TPM, smart card)

Figure adapted from: Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.

KAIST
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Embedded Secure Element
(smart card)

External Off-chip External
Perlpherals Memorv Peripherals Memory
On—SoC On-SoC
Processor Processor
oTP Internal OTP Internal
Fields peripherals Fields peripherals
On-chip Security
Subsystem

Processor Secure Environment

(TrustZone, M-Shield)

CySecLab

Confidential Computing: Al Analytics on Private Data

Healthcare data
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Confidential Computing: Al Analytics on Private Data

Healthcare data

B B &
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—
KAIST CySecLab
— 26

Privacy Issue in Al with Medical Data Processing

Healthcare data

B B &

Medical Medical  Medication

images ] ;
o3 X_,agysv on history privacy

Al Doctor

Gene editing backed by Al
CySecLaZE)
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Al needs lots of Private Data for Machine Learning

Patient Timeline

Diagnoses

Time

Medical Information & DNA Genome

KAIST CySecLale

Privacy Protection of Medical Data is Critical

Personal Data: What It's Worth and What
Cybercriminals Can Do With It

268
2oz 26z oD) EOE! u_e_n —
-, = B oS . AN
NUMBER LICENSE INFORMATION INFORMATION  MEDICALRECORDS  INFORMATION ‘
$2-25 $10-20 $10-20 $15-25 $10-1,000 $>1,000 Q
PERACCONT  PERACCOUNT  PERACCOUNT  PERACCOUNT  PERACCOUNT  PERACGOUNT

Solofor frudand  SolissfakelDs  Onlreshopping,  Usec orphone  Used for heslincare ol s ke 15
Werliylhefi ordentiicaton/  cadconng,  conlracis,loans,  seviees,docior for dentiicaton
venficaion appyng fornew opes vsis, . verficalon
credtcarcs  accounts, PayPal,

ul

Consumers’ Reaction to a Data Breach

©o0

655,000 Healthcare Records Being Sold on Dark Web

(£ X https://threatpost.com/655000-healthcare-records-being-sold-on-dark-web/118933/)

IST CySecLazlg
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Confidential Computing: Al Analytics on Private Data

Collective learning

O I

Privacy- Al/ML
preserving  (machine Federated
data analysis  learning) analytics

KAIST CySecLa%P

Federated Learning: Sharing Private Medical Data

Federated Learning Architecture

Federated learning is a distributed machine learning approach that enables organizations to
collaborate on machine learning projects without sharing sensitive data such as patient records.

wev: Bl Local modetsharing Bl Global model sharing updates

KAIST — R CySecLaalla

https://mms.k .com/media/20200511005132/en/790513/5/Intel-fed d-learning-expl jpg
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Secure and Private Al in Federated Machine Learning

and private Al

CySech?

Schematic overview of the relationships and interactions between data, algorithms, actors and techniques in the field of secure

KAIST X https//mww.nature.com/articles/s42256-020-0186-1

Confidential Computing: Al Analytics on Private Data

Highly personal private data
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Self-Isolation Tracing App for Covid-19
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Self-Isolation Tracing App for Covid-19
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Contact Tracing Application for Android and 10S

What Apple and Google have proposed

When A and B meet, their phones exchange a key code

9’ - = (4] 7
* GE or-&

When A becomes infected, he updates his status in the app and
gives his consent to share his key with the database

B’s phone regularly downloads the database to check
for matching codes. It alerts her that somebody she has
been near has tested positive

KAIST e oo
S ——

CySecLQP

Contact Tracing Apps in the World

App Store Preview

PUBLIC SERVICE ANNOUNCEMENT
Exposure Notification

An app may not be available in your area.

Austria

Stopp Corona
CORONA My contact diary

Belgium
¥ Coronalert - Belgium
Stay safo. Protect each other.
Brazil

Coronavirus - SUS
s Health & Fitness

Canada

COVID Alert
Let’s protect each other

KAIST

Download the app for the region or country in which you
currently live. Additional apps will be added to this list as
they become available. (i0S 13.5 or newer required.)

CySecLi?
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Confidential Computing: Al Analytics on Private Data

Financial analytics
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Digital (Crypto) Keys are an essential part of our digital lives
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Scalable and Secure Digital Key Management with TEE
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Confidential Computing Consortium and TEE Companies

@ Google ¥ Microsoft  Arm

orACLE W2HUAWEI &8 RedHat

Z X https://confidentialcomputing.io/
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