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Abstract—When Wireless Sensor Networks (WSNs) are used
in mission-critical and delay sensitive applications, it is important
to ensure low latency and reliable packet delivery. This study
presents some performance evaluations of end-to-end delay and
packet delivery ratio for source location privacy (SLP) protocols
in WSNs. Four categories of SLP routing protocols are considered.
Analysis results reveal that angle-based SLP protocol presents the
best performance by achieving a good balance between SLP
protection and packet delivery reliability.
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L INTRODUCTION

Source location privacy (SLP) protection is defined as the
process of minimizing the traceability and observability of a
source node by an attacker in monitoring wireless sensor
networks (WSNs). It can also be defined as the process of
keeping the location of a source node hidden from an attacker
[1]-[4]. SLP protection is an essential procedure in asset
monitoring WSNs because it ensures the security of the
monitored assets. When the WSNs are used in mission-critical
and delay sensitive applications, it is important to ensure that
the SLP protocols achieve low latency and reliable packet
delivery.

Various SLP protocols exist in the literature [2], [5], [6].
Tree-based, intermediate node-based, phantom node-based, and
angle-based protocols are among the most popular categories of
SLP routing protocols. The main objective of this study is to
perform an experimental analysis of some representative
protocols for each category. The analysis aims to evaluate the
privacy performance and packet delivery reliability of the
protocols using three important performance metrics: safety
period, packet delivery ratio (PDR), and end-to-end delay
(EED). The representative protocols for the tree-based,
intermediate node-based, phantom node-based, and angle-
based routing protocols are the tree-based diversionary routing
[7], strategic location-based routing [1], phantom single-path
routing [8], and the constrained random routing [9],
respectively.

Thus, the main contribution of this study is to investigate the
privacy, PDR, and EED performance of four representative
protocols, namely tree-based diversionary routing, strategic
location-based routing, phantom single-path routing, and
constrained random routing protocols.

The remainder of this paper is organized as follows: Section
II presents a review of the literature on routing protocols for SLP

protection. Section III highlights some assumptions and details
of the network and adversary models. Experimental analysis and
simulation results are discussed in section IV. In section V, the
paper is concluded.

II.  RELATED WORK

Since the problem of SLP was introduced in 2004, numerous
protocols for SLP protection have been proposed. Many of the
protocols are described in [2], [5], [6], [10]-[13]. Examples of
tree-based routing protocols include the tree-based diversionary
routing, bidirectional tree, dynamic bidirectional tree, and
zigzag bidirectional tree routing [7]. Intermediate node-based
protocols include the randomly selected intermediary node
routing, strategic location-based routing, three-phase
intermediate node routing with network mixing ring, sink
toroidal region routing, and all-direction random routing [7]. In
the case of phantom node-based routing protocols, examples
include the phantom single-path routing, phantom routing with
locational angle, and greedy random walk routing [2].
Examples of angle-based routing protocols include the angle-
based dynamic routing, constrained random routing, and 2-
phantom angle-based routing [2], [12]. This study focuses on
the performance of four protocols: the tree-based diversionary
routing, strategic location based routing, phantom single-path
routing, and the constrained random routing.

III. MODELS

A. Network Model

The network model, similar to [12] is assumed. The network
is composed of a set of sensor nodes and links. A sensor node
is equipped with a wireless interface, limited resources, and
computational capabilities. The sink node is located at the
center of the network domain. The network is event-triggered.
B. Adversary Model

The adversary model, similar to [12] is assumed. The
adversary is equipped with spectrum analyzers and has
sufficient resources such as adequate computation capabilities,
memory, and unlimited power. The adversary is mobile,
initially residing in the neighborhood of the sink node.

IV. PERFORMANCE EVALUATION
A. Simulation environment

MATLAB simulation tool was used to evaluate the
performance of four SLP routing protocols: tree-based
diversionary routing (TDR), strategic location-based routing



(STRA), phantom single-path routing (PHA),

and the

constrained random routing (CONS). The network simulation

TABLE 1: NETWORK SIMULATION PARAMETERS

Parameter Value
Network area (m?) 2000 x 2000
Number of nodes 2500
Number of sink nodes 1
Sensor node sensing range (m) 30
Adversary detection range (m) 30
Adversary waiting timer ( source 4

packets)
Adversary initial location
Target monitoring scheme
Packet size (bit)

In the vicinity of the sink node
k-nearest neighbor tracking
1024

Source packet rate (packet/second) Varied from 1 to 6

Parameters are summarized in Table 1.

B. Results and Discussion

We use three performance metrics to evaluate the
performance of the protocols. Safety period is used to measure
the level of SLP protection, while PDR and EED are used to
measure the packet delivery reliability. High PDR and short
EED corresponds to high packet delivery reliability, while low
PDR and long EED corresponds to low packet delivery
reliability.

1) Safety Period (SP): the time required for an adversary to
backtrace the packet routes and successfully capture the asset.
SP is used to measure the privacy performance of the protocols.
Longer SP provides stronger SLP protection. To evaluate the
SLP performance, equation (1) was assumed from [13].

max (SP) = max (SLPprotection) 1)

The analysis results in Fig. 1 show that TDR achieves the
strongest SLP protection, followed by STRA, and CONS
protocols. PHA achieves the lowest privacy level. The TDR
protocol achieves the strongest SLP protection by integrating
many routing techniques. It uses long backbone routes with
many diversionary routes. At the end of each diversionary route,
fake packets are emitted periodically. It also employs phantom
nodes located far away from the source node. As a result, the
eavesdropping adversary is effectively obfuscated.

The routing paths for the STRA and CONS are highly
random and unpredictable to the eavesdropping adversary.
STRA uses mediate and diversion nodes which are strategically
positioned to ensure the routing paths are highly randomized
and packets arrive at the sink node from various directions, to
obfuscate the adversary. A new mediate or diversion node is
randomly selected for each successive packet. As a result,
strong SLP protection is guaranteed. In CONS, relay node
selection is based on the transmission of offset angles and
constrained probability. It also considers the prohibited distance
to ensure no location information of the relay node or the source
node is exposed to the adversary. As a result, packets are
transmitted with a longer safety period and strong SLP
protection is achieved by CONS. PHA is a traditional protocol
which uses a simple algorithm with less random routing paths.
Therefore, the adversary can easily backtrace the routing paths.
As aresult, PHA achieves weak SLP protection.
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Fig. 1. Privacy performance of the routing protocols.

2)  Packet delivery ratio (PDR): the ratio between the total
number of packets successfully delivered to the destination sink
node and the number of packets transmitted by the source node.
To evaluate the PDR performance, equation (2) was assumed
from [13].

PDR = nPL )
i=1 P Trans;

Fig. 2 shows the PDR performance at the source-sink
distance of 25 hops. It shows that PDR decreases with the
increase in the source node packet generation rate. This is mainly
due to the fact that when more packets are generated per second,
the probability of packet collision and packet loss events is
increased and PDR is affected.

PHA protocol shows good PDR performance because it
employs short and less random routing paths with reduced
number packet collision and packet loss events. However, it
offers poor SLP protection as shown in Fig. 1. The CONS
protocol employs relatively short routing paths. The short
routing paths incur fewer packet forwarding events (hops) and
low probability of packet collision or packet loss events. Hence,
the PDR of CONS is relatively high.

The STRA protocol deploys rings of diversion and mediates
nodes at some distance away from the sink node to elongate and
randomize the packet routes. This results in high SLP protection.
However, the PDR is affected. The TDR incurs the lowest PDR
performance due to the integration of many routing strategies.
The use of backbone routes, diversionary routes, phantom nodes,
and fake packets results in a high probability of packet collision
and packet loss events. Consequently, the PDR of TDR is
reduced.

Overall, the analysis results in Fig. 2 show that PHA
achieves the highest packet delivery reliability, followed by
CONS and STRA protocols while TDR achieves the lowest.

3) End-to-end delay (EED): the time taken for a packet to
be transmitted across the network from a source node to the
destination sink node. To evaluate the EED, the average sum of
the different delay of each data packet received by the sink node
and the time a data packet is sent by the source node is
considered. Equation (3) is assumed from [13].
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Fig. 3 shows the EED performance at a source-sink distance

of 25 hops. It shows that EED increases with the increase in

EED =




source node packet generation rate. This is mainly due to the
fact that as more packets are generated per second, the
probability of packet collision, packet loss, and packet
retransmission is increased. When packet retransmission events
occur, the EED is increased.

The TDR protocol incurs the longest EED due to the
integration of many routing strategies. The use of backbone
routes, diversionary routes, phantom nodes, and fake packet
routing creates routing paths with high probability of packet
collision, packet loss, and packet retransmission events, which
greatly affects the EED performance. The STRA protocol
incurs long EED due to the designated location of the diversion
and mediates nodes. The nodes are located at a distance away
from the sink node, hence packets experience long delay in
traversing through the selected diversion or mediating nodes.
The CONS protocol ensures relatively short routing paths. The
short routing paths offer a fewer number of packet forwarding
events (hops), low probability of packet collision, and fewer
packet retransmission events. As a result, CONS incurs reduced
EED compared to STRA. PHA protocol shows good EED
performance due to the utilization of short and less random
routing paths that experience fewer packet loss and packet
retransmission events.
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Fig. 2. Packet delivery ratio under varied source node packet generation rate.
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Fig. 3. End-to-end delay under varied source node packet generation rate.

V. CONCLUSION AND FUTURE WORK

This paper presents performance evaluations and
investigations on the privacy performance and packet delivery
reliability of SLP protocols. The safety period, packet delivery

ratio, and end-to-end delay performance of representative
protocols for tree-based, intermediate node-based, phantom
node-based and angle-based SLP protocols are considered.
Analysis results show that the angle-based routing protocol has
superior performance features. It achieves high levels of SLP
protection with improved packet delivery reliability. On the
contrary, the tree-based protocol is capable of achieving
significantly high levels of SLP protection but its packet delivery
reliability is very much compromised. In our future work, we
will consider performance evaluation of more recent SLP
protocols.
ACKNOWLEDGMENT

This research is supported by Basic Science Research
Program through the National Research Foundation of Korea
(NRF) funded by the Ministry of Education (NRF-
2018R1D1A1B07048338).

REFERENCES

[11 L.C. Mutalemwa, and S. Shin, “Strategic location-based random routing
for source location privacy in wireless sensor networks,” Sensor, vol.18,
no.7, 2291, 2018.

[2] J.Jiang, G. Han, H. Wang, and M. Guizani, “A survey on location privacy
protection in wireless sensor networks,” Journal of Network and
Computer Applications, vol.125, pp. 93—114, January 2019.

[3] M. Bradbury, A. Jhumka, and M. Leeke, “Hybrid online protocols for
source location privacy in wireless sensor networks,” J. Parallel Distrib.
Comput., vol. 115, pp. 67-81, 2018.

[4] J.Kirton, M.S. Bradbury, and A. Jhumka, “Source location privacy-aware
data aggregation scheduling for wireless sensor networks,” in Proc. 37th
IEEE International Conference on Distributed Computing Systems,
Atlanta, GA, USA, 5-8 June 2017, pp. 2200-2205.

[5] L.C. Mutalemwa, and S. Shin, “Routing protocols for source location
privacy in wireless sensor networks: a survey,” J. Korean Inst. Commun.
Inf. Sci., vol. 43, no. 9, pp. 1429—1445, September 2018.

[6] M. Conti,J. Willemsen, and B. Crispo, “Providing source location privacy
in wireless sensor networks: a survey,” I[EEE Communications Surveys
Tutorials, vol. 15 no. 3 pp. 1238-1280, 2013.

[71 J.Long, M. Dong, K. Ota, and A. Liu, “Achieving source location privacy
and network lifetime maximization through tree-based diversionary
routing in wireless sensor networks,” IEEE Access, vol. 2, pp. 633-651,
2014.

[8] P. Kamat, Y. Zhang, W. Trappe, and C. Ozturk, “Enhancing source-
Location privacy in sensor network routing,” in Proc. 25th International
Conference on Distributed Computing Systems (ICDCS'05), Ohio, USA,
June 2005, pp. 599-608.

[91 W. Chen, M. Zhang, G. Hu, X. Tang, and A K. Sangaiah, “Constrained
random routing mechanism for source privacy protection in WSNs,”
IEEE Access, vol. 5, pp. 23171-23181, September 2017.

[10] A. Bushnag, A. Abuzneid, and A.Mahmood, “Source anonymity against
global adversary in wsns using dummy packet injections: A survey,”
Electronics, vol. 7, no. 10, p. 250, 2018.

J. Jiang, G. Han, H. Wang, and M. Guizani, “A survey on location privacy
protection in wireless sensor networks,” J. Networks Comput. Appl., vol.
125, pp. 93114, 2019.

[12] L.C. Mutalemwa, and S. Shin, “Regulating the packet transmission cost
of source location privacy routing schemes in event monitoring wireless
networks,” IEEE Access, vol.7, pp. 140169140181, 2019.

[13] L.C. Mutalemwa, and S. Shin, “Comprehensive Performance Analysis of
privacy Protection Protocols Utilizing Fake Packet Injection Techniques”
IEEFE Access, vol. 8, pp. 76935-76950, April 2020.

[1

—




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


