YERY X S5 @

The Transactions of the Korea Information Processing Society
TKIPS Vol.14, No.5, pp.289~296

Yol TAOBAl BSS 9ISt 2k AIS T2fOIBAl BT 289

elSSN: 3022-7011
https://doi.org/10.3745/TKIPS.2025.14.5.289

of

Label Differential Privacy Study for Privacy Protection in
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ABSTRACT

Recent advancements in multimodal deep learning have garnered significant attention from both academia and industry due to their
exceptional accuracy and ability to learn rich knowledge representations. In particular, contrastive learning based approaches have played
a pivotal role in dramatically enhancing the performance of multimodal deep learning. However, the use of multiple data sources in
multimodal deep learning increases the risk of inferring sensitive information through data fusion, posing a higher privacy invasion attack
compared to unimodal deep learning. This challenge cannot be fully addressed by privacy preserving techniques traditionally employed
in unimodal deep learning, underscoring the growing importance of privacy protection in this domain. To address this issue, previous
studies have relied on trusted execution environments or strengthened security by selectively recording data classified as privacy
threatening. However, these approaches face limitations such as hardware dependency, performance degradation, and accuracy issues
in data classification. These shortcomings hinder scalability and usability while leaving systems vulnerable to emerging threats. In this
study, we address the privacy concerns by applying the Double Randomized Response algorithm, which ensures label differential privacy
during the data preparation process. As a result, we achieved 80.14% accuracy in image-table matching and classification tasks,
demonstrating a balance between privacy protection and performance. This method is the first to incorporate data security considerations
into multimodal deep learning models while substantiating its efficacy, marking a significant contribution to the field.
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z27] AFAE Alag2 & BHeEE, & o[u|A], HAE,

I 22 & Hlojy 3 Yo who} APsh=
S @t o £9f, Convolutional Neural Networks
(CNN)i= o|m]#] glo|H & #Alste] 57 2 35t Tl
a3}& 0|90 Recurrent Neural Networks(RNN)= HIAE
HolE & 7|ute g 9AE Ay, Wy 22 2o A7 &
JolA F42 vt 24 14 EopA= HMM
(Hidden Markov Models), GMM(Gaussian Mixture Models)
I 22 Hdo] AMRE o] S/ B4t QIAsH= Hl 7]

ShtH1].

olz|gt HAE FESH] Yol thggk a5 WAlo] YA
gt} A= 5 (Supervised Learning)2 Hl#E do]E|&
7IRto 2 g3t Hlojg-ehll WAE 5ot £79 3
22 AJoA w2 452 HoEnh sHAT ghdo] gl=
ol olA= F-8o] ojZY AL Ut ol Es] Yl
5435t BA &= k5 (Unsupervised Learning)2 2l gloj&=
Holg 9] e +2E 5T 4= Sl Halo|tt o]
g H]go] 48 glth= HolA a&ojx|gt, a4l s
Z 1sh ol thigh 2 olsi7t a=™, TRt Aol
28 7Hstt 324 I 58S EaE gk
A7) A& h5(Self-Supervised Learning)2 O %419
AE 55171 flsf 2hdo] gl tloleE AAR epigst
&Fohe Wiolth. o] HHAlL HiitE HolHoAE &3
%l k5ol 7hssiths oA & 53 Wetoy, o3
A RgEo] 23o] B A Qlo] T REHE Y SAE
HojuA] Z3ith
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At B 7hs8E dlSche RES T o, 9 2T
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285t Hd2 ¢ xoHo1 HESt &S £FT =
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7hs/do] EAEtt. wetA FE Y HEdolA= de T
Bt ofy gt Hlolg Het ZAE sAl°l siZAsfof gttt HE
Hd godol Hoks H83t 71E A AlE A% S
8ot FIzEt HlolEE FASHA A5t (8], Zafo]HA|
o] U= HolE et 1A &2 HolEE st AH
Ao R 7|55l ¢AEES B0 Zefo|HAE o= J
= W40l ATHOl. LEu o HEF W2 B stedloluy &
EEo] &t WAlol7] Wizl Tt g4 A-go]
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2 8% H29 AR, 5T RetolA] BE 7k 79
2 AN Faw T2 Sl wit

2. 8 3

2.1 X &5

2 8}5(Contrastive Learning> A7] A 859 &
o2 dolg 719 fAHdE k&St HolH EE(embe-
dding)& F-55h= WRioltt. o] WAloj A= AR TlojH =
o]Foixl ¥/ #positive pair) AHIF 1+ AYE 243t
Stal, A= o HlolH R H3E 4 Bnegative pairE &
g 7t AYE FHigkel= WaFo g sigo] o]FolXt}, o]
2 g4dE 182 279 T2 U & ZA(down-
stream task)ol] E¥}F o7 8= 4 9t

T g2 sh59 S8 78T ol IA EASHHA
ohoFst A whalo] ARt=l1 Qltt. oA, [15)= Hd glo]
oju|Z| 9] Fou|gt RS 5ok 7IHE AiFleH, 29
AE T F9 A4 B4 shEo aaE JSAH ET,
(16} B]d EfHAZHO| 27| A& Sh&Z JH/AIA 7|E
g Bl vt =29 A5E 295k Hl 8T ©
H, [171014 = vt 29 o8 REdEE AT tix o5
2ol A= Y H3 gy WA AloketH, dE R
gz sk59] 2L 7HeEE dith

CLIP[4]& olu]x|e} HAE It BAE Shgote A
iz shg "ot o] HuloA= oju|Z] Q1T E e}t HA
AFCE FA4d dH3 29 5 S BeE A5,
9} 2, 79t 7,9 o] A& ThE oln|X|e} HAE X
J o ® gt olEt 25 9l F BEgE 1te
AE aRHo g 5T 4= it

SimCLRI5]°NA = 1Y &3S Yo = o} = 7
9] Fully Connected layer®} ReLUE E3¥SH= projection
headg &3l &4 s Fogict. o] Il ¢4 Aol
3l projection head®] &=t ;, h, 7t Fold of &4 4

L Equation ()2 A= sim(u.v) = " v/|lullllo] 0]},

o 1

nll o

[e]
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tlo

o

exp (sim(h;,h;)/7)
l; ; =—log—x ’ M)

Y 1. jexp (sim(h;,hy,) /7)
=1

[l A A<te HEjRE g 2 CLIPY M 4
< 2Pgsto] gt e oA, Holg HlolHE ¥ o= 4
gotal, Yzl 22 24 oz JodTh o] Rde
SimCLR?} &L &4 S8 ARgot] = B 1te] &
AE aHA R shEotes A HAN. ol
golE Hlolg o] 5 A

2.2 21 XS T20|HA|

25 mato|HA|(Differential Privacy)y= Hlo|E Hgol =
o|2E F7}sto] 7E Eo|AEY HJHE HISIHANE
gt FAA FE AHE FHL & J=F HAE 7ol
th o714 €, 6 7} 0BT} 2 Fol1 D, 7} D,7} shte] 14 &
44 o2 glojg Fgtolgty 7HgekAL WAYE M HE
e W] It O Range(M) L 73, oF29] Equation
(2)o] Azt “HAYZE Mo] (e,8)-differential privacy
(DPE wrEsity eta gojdr.

Pr(M(D,) €0 < ¢ x Pr[M(D,)€0] + 6. 2

gdutA o g A5 Zefo|HAl= WAl P HEidolA] b
olf] MAE HZoh= o AREHARE £ AgolA= ol
3t Aol BEstAY HZEHY 4= Ut ol & sidst] 9
o, 2= A5 mefo|HAIY] S5tE FEQl 2 A e}
o|HA|E E-&stuA} gt

2l 25 zZato]¥A|(Label Differential Privacy)ollA19]
Thil e =2 7t AR R 5Eo] HEskA|Y ] HlojH
ZRAE ] & (feature)> WIASHA] g2 T/ HHO| €,
6 7F 0BT & 4=0]1L D, 3} D, 7} she] 44 84:9] 2hdl
o] & dlolg Hylolzty 7HYsiAt. HIAUE Mol 483
S o] A7}t O Range(M) L o, o} 2] Equation (3)°]
AFgtd “HAYUES M| (e,8)-label differential privacy
(label-DPYE 9H&3it} 2o it

Pr[M(DLl)EO] < X Pr[M(DLZ)EO] +6 (3)

2.3 21 Renyi XIS Z2t0[HA|

B =RoAE (121914 AZHE Renyi A5 ZEto]H{A]
(Renyi Differnetial Privacy)& 283ttt Renyi AH5 Zto]
HAJo] AFRE= Renyi o-divergence= RE o > 19 tjjs}
o] X P9} @ AFol9] Renyi e-divergence= Equation (4)

DPI 1 Q=

L Az) )] @

a—1 logErQ[( Qz)

TroF, o] ;MY gl WA YFolEt e St M(z) <)
M(2)9]  Exo] izt Renyi
D,(M(z) | | MZ))Z 2/t

Renyi A5 ZEto|HA|9] o= ok} Zth o > 10|12
e>09 I, HAYS M: XX Vi>XX VS RE z,1rEX,
v,y €Yo ™3] Equation (5)8 TSt “(a.€)-Renyi
differential privacy(RDP)S TH&stet. gkl &gt}

a-divergence™=
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D,(M(zy) | | M(2',y')) <€ 5)
of WS E(1014 HE A4S mefolsAlnct o 3

WL GG ZetoHlA] Eao] ZHse S Aol
@9 go] § & A9l BT mefol S nAwT B

o], (c0,€)-RDPE €-DPS} 55515, (2,€)-RDPE (¢',6)
-DPA Q] BE s (0,1)9 ¢ —e+ 1°g<1/15> ole o g
cH13).

Renyi A5 Zefo|HAIE 7|¥to & g F&Ql E4Z AME-
gt 2pd A5 ZEolHiAlE o A9E e o> 10|11
€e> 09 ¢, JAUYS M: XX Vi>XXx Y2 HE gz X,
v,y € YoIA o] Equation (6)& THE3PH “(a,€)-label
Renyi differential privacy(label-RDP)E T3ttt "2kl w3t
oH13l.

DH(M(x,y) | | M(z',y)) <e ©)

9, 7121804 AHEE= 2 X5 Zefo|HAl= [13]
2 9] 2hal 22 g0l Foko] YelEYh U 22 3
How apo] FAEA gEietE e Hole] S0l B
Hetd 2hdo] BE xR o=t

[13]elA = o1&
As Zepo|HAIE
ojal, P’} Xx Y9 ‘:H"]' -rial'—l— 7Hgsity, |MAYUS
M:XxY>Xx Y7} BE y,y/ € YOA] Equation (7)& Tt
Z35pH  “(a,6,P)-label Renyi differential privacy(label-
RDP)E RHEgict. 2t gt

HES] 1% 24 59 ol o
>

D,(M(fp(y)y) | | M(fp(y/), ) <€ @)

W, fp: Vo X A yE Wop Py o] Het 25 29
S WY Bl o 491 ABoE S0l T 2
o o] olEshs BEE B TANR £257] g

3.4 H
B =2olAe 2HEY g2dolAel LefolHA] ZAIE

= = 3
off Dejg B &<5of 28l Renyi AF5 Z2fo]
HAIE &85 HJ—X} Qe of7] 4= oln|A] Hlo|E e} Elo]
£ HlolHE &8&st= AHElE 7HERe & 2EEE dHolH
£ Hojgs] 7301], ojujA| HloJEjof 2Pl Xp5 Zto]HA|
£ Z&ofo] Zalo|HA] HSE BASIL 7|2 AF[13]04
A|AIgt double randomized response(double-RR) ¥12]&
(Algorithm 1) ¥ RDPE TH&5t7] f1gk 4l 71&=, o]

oA dlolEet 2hdo] s +AHCRE F ©AQ Rand-
omized Response(RR)E 283t} Algorithm 19 1-5¥14
oA olu]A] HolE x € X 2l y € Yof thsf A H
A RRE skt o] P04 y= 1-1 & A 2
A, A EE tE T4 2 AEgtth o= Y& b
olg e}t 2k 79l A ARl igE WHA|A ZTjo|HAE B
3ot7] Ygoltt. & HA RR Algorithm 19] 6 —11¥4 &
oA dojdth. xof tisto] U¥EHQl RRE 7| 2H0 = 5Y
gt S fAGHY ©ed] Fhe BxolA B g2 A
8517 ok 9] FEolghd, k-F2H o] %(k-NN) garEE
= ARESte] ApAla e fARE HES A9d e =
o|E=E 3l9t}. &, A7] AAlo] obd » & BE wj, Py O B
FolA k-NN €18 Z0 2 77k Hlolg Fof O}L}E A
St 319ttt Algorithm 12, ¢ > 10]31 P7} Xx Yol o
gt 23 o, Equation (8)°]

Algorithm 1. Model-based double-RR

Given: Noise level A€ [0,1]; feature distribution Py, for

each label y € Y.
Input: Labeled example (z,7).

Output: Noisy labeled example (z,7).
1 if with probability 1—A then

2 Let y=y.

3 else

4 Select ¥ uniformly at random from Y.
5 end if

6 if with probability 1—A then

7 Let z=z.

8 else

9

Select ¥ uniformly at random from Y.

10 Select z using knn(k-nearest neighbor) algorithm from
distribution Py | .
11 end if

12 return (z,9)

1. Pretraining

2. Downstream task

Fig. 1. Our Double-RR based Learning process
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RE label ye Yol H3] (a.e,P)-label RDPE
o]= [13]19] appendix E.°o|A] S8& 4 ot

€ > 2log|1+ (17’1)}8)
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Algorithm 1914 Double-RR ¥ 8&S &&sto] =pd
A5 TEo|HAIE FE5t= o[1|A] HolH 5
Agt JAEAE 7H7l Ho]& flo|EAlS Q1A
T A Hojgsielrt. o], CLIP &4 *} I i,
Boll & 2EEE 719 AE S5ttt o] IFolA Hlo
E dlol" & olm]A] QIFH 9| Sk A Ush] 93t AP S5
(pretraining) TA AT ARREH,| | E3E7} o] x| EFol
ng 2 2p5 oAl ofn]X] glo]eAldqt A-g-H ot

& LM A= Fig. 13} 20| Algorithm 1& 7|Hlo g2 &
SARE FEE 1. AR 85 (pretraining) BAIA = (6101141
AFE Self-supervised Contrastive Learning using Random
Feature Corruption(SCARF) B}4-S uhe}l Q1T HE sh&3lt.
go]& HolElof] H&E= thx g WHofA], olm]A] =
HhHo] A H8x]7|

-
o 22 olulE ARk

_]0

3k, EHEjo]—A] AeE E
Bt w9E 579 e dlolelAl ol ol @) Em
H B WA Ao YAt olux|9) ol
gole & #e ow oz Aolsie, Ul 23S &4

E‘:]'E]‘ﬂ 7ro] A¥dE RH O S5o}

. 2. & ZA(downstream task)o| A& SHGH
&sto] glolE &7 AdE gt o] @AY
"1‘@ ghEoll A ek5E olmlA] QIFH 7L H A9 B
= Ho|k& Sl= Zolth

H'l
_qu-ﬂI
2
@—‘.‘L

4. o

Aol AME-E B A DVM-car Hlo|EIAl[19]C&, &
1,451,7547119] =7] 300x300 AF&2F oA = = of AU
ot & Aolres SHAE AE 7T 24 5070 ool
glol& dlolE ol A&gkol i 176,414715 A4 sto] dlo]
BE T3 A4 E HlolHe dwkl 8820770E H&
E fojg 2 ARgskaL, YA dHtol A 10%<1 8,82071E 4
S HielHz, 4HA] 79,3871 o5 dHolEH=z 2-83AH.
glolE dlol8«= 2} oju]A] glojg et ddidE gi-g=E Hlo]
B2 g5t A9 @42 ol sLstA 2 =AU

glolg 42 olulA] HolEet HolE HolE o s o
=3 go] =AU 1) olwA] Holy S % I,
45% 31H, 247 0.59 SEE FAYR 128x128 AF5S 4
€ & 9719 divlE Fd 0.5 HelolA WA sHIH. 2) Elo]

OefO|MAl 225 A3 ofdl XS Z2t0[HAl A1 293

of

£ dlolg 37 AARe] &0l Zol, |H], gHjo]Ae} g2
22 A 42 Hd 50mm Bl FEAZ HMPsH o
o O A S ARgStel 252 RSk old B
21& E30 olu|x|et HolE Holg 9] EA4& HESHAE B
g S0 §-8% HolH b FESIH.

St AAolA SEES 3.00E-030%, 7R e
1.50E-060.8 AAsto] el sk kAT #A3 YRS

Aol a5t RT. w2 27]= 5128 dAstar, HHg o
1YE0 2= AdamS AMESFAT). S IOl A Z steprt
oF AP S5 SOl A SRk eka o, 1 ATk Bt
FO =2 epoch oA T4 7\“@9] 7 A9 E 54519
o}, Fig. 2+ AFd g5 &< TASE HSHE step T2 AlZ
Sket ot} 54 AHQl9 %7} ZA3to| ol Fig 32
x5 epoch TRI= A5t oF 12719 stepl = 5149
epoch’} g€t

Ao 2 25 Zto|H A epsilon #EZ 5, knn
9] k9] g2 302 HAFt #hd X5 mefo|HAIE AE5
Hdyt 7] k2 ®d 7] HE ueuE e SUsHA &
A E|JAARE, early stoppingP.Z Q18] F 2d 9] epoch &
7Yz} 5003} 4442 ERtth FE o] W?}%’\ﬂ?} A=
Fig. 2, Fig. 3, Table 1& &dl &0 4= St [6lo]A At
Multi-modal Imaging 23S Baseline R@ & ARE-5}TY.

Table 1. Multimodal Contrastive Learning Accuracy

LDP(Ours) Non-LDP Baseline
Pretraining 67.77 79.18 -
Downstream task 80.14 94.08 93.00

Pretraining Validation Loss

Fig. 2. Loss progression during Pretraining

Downstream Test Accuracy
— LDP baseline

0.8

Accuracy

0.6

0.4

0.2

Epoch

0 20 40 60 80 100 120 140

Fig. 3. Test Accuracy of Downstream task
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AP BhE2 olm|X|gF ElolE Zte] Z4Zkol RlA
projection head® o IA o E djgsta, g

5 ARSIt Table 1014 AFd & Aibe AR =
233t o Logistic Regressions 20 E5% JSI=ZE &
gotict. T4 A2 APH sk 2do & d¥dS
235 2709] fully connected layer® F+A4%E Multi Layer
Perceptrons -85t &7 AYLE 453t

Table 19149] baseline 93.002.& 7]& [6lo|A] H11H
ZrF X3t} Baseline E¥ 2l 215 ZEto|HAE 3
8512 k2 TRl Non-LDP+= 5YLe AF T7goA AF
o] Y=Yt Ao A= Non-LDP7F 1.08 =2 £ ¢ =
< A5= HAth 1.08 F=9 Ao|7t AR AL HE
GPU9Q AHE 9 AR A9 AJol]l Ao = Holw, o] &
s A9 Algo] AHstA o]FojA U= AAFRITE

HZHOZ, Table 1914 2hdl Zefo|HAI7} 284 Hd
Q1 LDP®} Non-LDP 7t9] A== APA dhg TAolA
1041, & 2 DA A= 14.849] 5 &40 Ty
= SRRIstinh. gty o7 A5 meEto|HAIE A-85tH
oJHAIZ} 3k HARE ATt oj Ax T &4o
Ziosict, dgo= E+tota, 2P A5 Zefo|HA|vt
H HERY = ks Hdo] 80% ol HYEE B4
AL ) FgZQ At & 4= Qi) o] A= dE
de oA 5 ASHs HadlelwA Zefo|HA HeE
AgE Hol7|o ZEA Q] HHo] F5at Zefo|HAl 454
QA #F= ZFHI 2 297t U

(1)

1

o oo mr o

=

q

ox I

b i

E AT HEZY tf=R 859 double randomized
response Y1 ES AL 2l 315 Talo|HAIE 224
St ole 71& AFolA AZEHZA FE &

o ZHcH: S AU 3, defolula) B0l Wt 5
% gkl SR Faslof o] ofu|x|- ) o-dol F2 4
47 ko] G uDS 48Y ol Hoje A mu
9l BEE R Rk 0|4 2hl A5 Lefo|uAlE &
22 EQUTHE 4L ohEd, 4dHog ofust AN, %
F AT ol FAS Yold Wast Atk B3, 54 ¢
of F3hElA) QL AA o] obgEL Ut A5 met
o[HAE FEAE Yo BsHs Ao AT

N

6.2 B

We R gede oF Hols 248 A8dle] auny

He T} FHold 5oz Qs w2 #AlS ¥ Sl of
A9t mefo|HAIE Qo] HE|RY dEdo] 7|E 9 2
d921d9 3 #HE IR FEstr|ol= of=&ol

dejng geid oA HoE Qjof 417 A% S
SJ&stAY, mEto|HA] Y HlolE 9 EF5te] AMESH= 7]
£9] dA=0] YA o= A1 AN AT AL 7
A o] A3t} o] & siAst] flsf 2hd A5 Zetoly
A& HE| Y 2 8h59) double randomized response &
18E5E2 489 Zeo|HAIE ES5kqr}. 2hd A5 Zeto]

HALE HgoA ok e AERe o eha 25 g2
£7h 717 04,08, 80142 14.849] 41 A0 WAIsteict.

AuA 0 MatolH]A] JIHE HE3E ol Y £AL 2
FAfetslel meolmAlst AgE Welng gy mdol
80% o149 LS Bol wl§ 943 AnE WrhHt

References

[1] G. Hinton et al., “Deep neural networks for acoustic
modeling in speech recognition: The shared views of four
research groups,” [EEE Signal Processing Magazine,
Vol.29, No.6, pp.82-97, 2012.

S. Jabeen et al., “A review on methods and applications

&

in multimodal deep learning,” ACM Transactions on
Multimedia Computing, Communications and Applications,
Vol.19, No.2s, pp.1-41, 2023.

S. R. Stahlschmidt, B. Ulfenborg, and ]. Synnergren,
“Multimodal deep learning for biomedical data fusion: A

=

review,” Briefings in Bioinformatics, Vol.23, No.2, Article
ID bbab569, 2022.

[4] A. Radford et al., “Learning transferable visual models
from natural language supervision,” in Proceedings of the
International Conference on Machine Learning (ICML),
PMILR, 2021.

[5] T. Chen et al., “A simple framework for contrastive

learning of visual representations,” in Proceedings of the

International Conference on Machine Learning (ICML),

PMILR, 2020.

P. Hager, M. J. Menten, and D. Rueckert, “Best of both

worlds: Multimodal contrastive learning with tabular and

imaging data,” in Proceedings of the IFEF/CVF Conference
on Computer Vision and Pattern Recognition (CVPR),

2023.

G. Friedland and M. C. Tschantz, “Privacy concerns of

S

=

multimodal sensor systems,” in The Handbook of
Multimodal-Multisensor Interfaces: Language Processing,
Software, Commercialization, and Emerging Directions,

Vol.3, pp.659-704, 2010.



HEZE X ShE ZYo| Z2t0|HA| 5SS 5t 28 XS Z2f0[HA] ¢ 295

[8] Z. Bai, M. Wang, F. Guo, Y. Guo, C. Cai, R. Bie, and X.
Jia, “SecMdp: Towards privacy-preserving multimodal
deep learning in end-edge-cloud,” in Proceedings of the
40th IEEE International Conference on Data Engineering
(ICDE), pp.1659-1670, 2024.

[9] G. J. Fernandes, J. Zheng, M. Pedram, C. Romano, F.
Shahabi, B. Rothrock, T. Cohen, H. Zhu, T. S. Butani, and
J. Hester, “HabitSense: A privacy-aware, Al-enhanced
multimodal wearable platform for mHealth applications,”
Proceedings of the ACM on Interactive, Mobile, Wearable
and Ubiquitous Technologies, Vol.8, No.3, pp.1-48, 2024.

[10] C. Dwork, “Differential privacy,” in Proceedings of the
International Colloquium on Automata, Languages, and
Programming (ICALP), Berlin, Heidelberg: Springer, 2006.

[11] X. Liu, L. T. Yang, Q. Zhang, and J. Chen, “Privacy and
security issues in deep learning: A survey,” /EEE Access,
Vol.9, pp.4566-4593, 2020.

[12] I. Mironov, “Rényi differential privacy,” in Proceedings of
the 30th IEEE Computer Security Foundations Symposium
(CSF), 1EEE, 2017.

[13] R. 1. Busa-Fekete er al, “Label differential privacy and
private training data release,” in Proceedings of the
International Conference on Machine Learning (ICML),
PMLR, 2023.

[14] C. Cai, Y. Sang, and H. Tian, “A multimodal differential
privacy framework based on fusion representation
learning,” Connection Science, Vol.34, No.1, pp.2219-2239,
2022.

[15] M. Caron, H. Touvron, I. Misra, H. Jégou, J. Mairal, P.
Bojanowski, and A. Joulin, “Emerging properties in
self-supervised vision transformers,” in Proceedings of the
[EEE/CVF International Conference on Computer Vision
(Icev), 2021.

[16] M. Caron, P. Bojanowski, A. Joulin, and M. Douze,
“Unsupervised learning of visual features by contrasting
cluster assignments,” in Advances in Neural Information
Processing Systems (NeurIPS), Vol.33, pp.9912-9924,
2020.

[17] M. Zolfaghari, L. Beyer, I. Laptev, C. Schmid, and N.
Neverova, “CrossCLR: Cross-modal contrastive learning
for multi-modal video representations,” in Proceedings of
the [EEE/CVF International Conference on Computer
Vision (ICCV), 2021.

[18] B. Ghazi, N. Golowich, R. Kumar, R. Pagh, and D. P.
Woodruff, “Deep learning with label differential privacy,”
in Advances in Neural Information Processing Systems

(NeurIPS), Vol.34, pp.27131-27145, 2021.

[19] J. Huang, J. Li, Y. Wang, T. Zhang, and ]. Zhao, “DVM-CAR:
A large-scale automotive dataset for visual marketing
research and applications,” in Proceedings of the 2022
[EEE International Conference on Big Data (Big Data),
IEEE, 2022.

[20] Y.-S. Kim, M.-S. Yu, and H. Bae, “Multi-modal contrastive
learning with label differential privacy,” in Proceedings of
the Annual Conference of the Korea Information
Processing Society (KIPS), 2024.

2 g A

o o
https://orcid.org/0009-0003-5522-6904
e-mail : yskim0411@ewha.ac kr
20209 o|stoiAehetn =3t (SHA
2022' o|gtoiAtataL =S4 AT)
20229 ~Q A o]gtoizitistn

B 58 LT AT &)

T Bk : Artificial Intelligence Security, Data Security,

Differential Privacy, Multimodal Deep Learning,

Private Synthetic Data

7 2 M

https://orcid.org/0009-0001-3327-7984

e-mail : yminsir@ewha.ac.kr

20239 o|gtefRitfetn Ato|HEQIHT
D

20239~@ A o|stoiR}rfisti
PHBHAE L)

A EoF: Synthetic Data Generation, Differential Privacy

V345§

o] & ¢
https://orcid.org/0000-0001-8414-966X
e-mail : yhlee@sungshin.ac.kr
20164 Electrical and Electronic

Engineering, Imperial College
London(&Ah)
20249 AEhetn A7) 7S SHHEAY
20249 ~8 A AalojAstal §FEEY 20
T4 Eok: Trust Al, Private Deep Learning Models




296 FHEX2|EE =2A] HM148 HM535(2025. 5)

Hf =

https://orcid.org/0000-0002-5238-3547

e-mail : hobae@ewha.ac.kr

20079, Computer Science, University
College London, UK(8FAPH

20099 Information Security, Unive-
rsity College London, UK(ZAD

20128 ~2016E SAP Labs

20219 Alethsta ApAtehEHErAp

20219~@ A olslojAtistal Alo|wHEQetT W
TAJRoL: Artificial Intelligence Security, Data Security,

Private Synthetic Data, Differential Privacy




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


