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Study on the Failure of DID Service Proliferation: Focusing on the
Differences in Perceived Value between Service Providers and
Service Consumers

Hwang Hwa Jeong' - Park Min Jung™ - Chai, Sang M’

ABSTRACT

This study aims to provide DID service providers with practical guidance on how to improve DID services. As a result of studying
the actual service of providing DID service as a mobile employee card, we found the phenomenon of unmet expectation that the intention
of providing the service is not delivered to the service user. It can be argued that DID services are not suitable for mobile employee
cards, where the issuer stores all the employees’ information, and it can be posited that significant service strategic planning errors lead
to the failure of DID service proliferation. We suggest that it is necessary to rethink the service strategy from an ESG perspective, such
as trading personal information between companies, rather than replacing the digital version of physical ID cards.
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Table 1. Adopted Company Decision Makers’ Overview

Key Careers of
No. of .
Company Industry Empl Adoption
mployee Decision Makers
a Holdings 100 Gr01'1p /IT Plénnmg,
Strategic/Security Expert
Medicine Sales, Audit, IT
b Mfg./ Retails 1,300 Planning
c Systen') 6.800 IT Solution Planning,
Integration System Development
d Business 60 Finance, IT,
Education HR Related Expert
R System 850 HR Planning, Human
Development Resources Management
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Table 2. Open-ended Questions in—depth interviewees

Category Open-ended Questions
o1 How do you feel about your current DID service?
(Please compare it to a physical employee ID)
o2 (to all for each user)

Why did you decide to adopt/use/offer DID Service?

(to Adoption Decision Maker / Service Consumer)
Q3 How do you feel about storing your ID on your
mobile compared to the physical ID card?

(Before the explanation of DID technology)
Q4 What is privacy like for you, and is it important
to you?

(After the explanation of DID technology)
Q5 Do you think the DID service protects your
privacy?

Table 3. ANOVA Test Results of User Groups

User Group M SD

Adoption f p
Decision Manger 6.55 oL

Service Consumer | 5.93 0.70
Service Provider 6.32 0.61

10.3672** | 0.0001
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Table 4. The Differences Purposes by User Group

User Purpose of Adoption Decision

Group | Making/Using/Service Providing symonds

*  Group/affiliates unified mobile|-Organizational
employee ID integration Culture

¢ Manage security, including the| Transformation

risk of lost or misused ID cards|-Security Risk

Adoption
P, ¢ Flexible work arrangements,| Reduction
Decision automated time and attendance | -Employee
Maker P

records Benefits
¢ Employee’s digital experience|-Automated
¢ “Cost of adoption” weighed| Attendance
heavily in decision-making Management

e Accepted because it's company
policy -Passive
¢ Recommended from coworkers| Acceptance

Service . .. S
- portability and curiosity -Curiosity
Consumer . . .
¢ Eliminated the inconvenience|-Portable
of carrying and passing physical| Convenience
employee IDs
SSI fenabhgg _moblle' service|; ding the
offering with innovative new delivery of priva
X technologies (Blockchain/DID)| ry' privacy
Service Aim to expand business by tnnovations
Provider P technology and

creating a cost-competitive
and digital identity ecosystem
with a subscription model

fostering the
ecosystem
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Table 5. In-depth Interview Results of Privacy Expectations

User

Group Answers

* Privacy is important to me, both as a business
owner and as an individual.

* [ think storing IDs on mobile is the way of the
future - we already use mobile banking, mobile
payments and mobile Pay.

* Regardless of whether there are physical
passporting rules, both physical and mobile are
employee IDs anyway, so it's double management
and replacing/investing in access control devices
is a real burden to company.

e ] didn't realize at the time of initial implementation
that it was a new technology that protected
privacy. I realized it when you explained the
solution, but it wasn't a deciding factor.

* I don't understand how this solution will help us
from a business perspective.

Adotion
Decision
Makers

e Physical cards just need to be touched, but iPhones
need to open the app and authenticate, which
is annoying, so I don't use them because it's
inconvenient.

*  Privacy... I'm very concerned about my privacy,
but I don't do anything about it. I just keep it
up to date and don't track my location.

* T don't think it's more dangerous to have my ID
on my phone, but I have a vague fear that I won't
be able to use it if it's compromised by other
spam or links.

* [ care about security and privacy, but having to
authenticate multiple times to use a service is
so cumbersome and inconvenient that I don't want
to use it.

*  With a physical card, I'd be surprised if I went
out for lunch and my name was exposed, but I'm
relieved that my mobile is invisible.

e I didn't realize this was a new technology and
didn't think much about privacy when I used it.

* It's good if it's a privacy technology, but I don't
have to recommend it. ....

e It's an employee ID, and the company already
has all my information, so what's the point of
me having my own?

Service
Consumer




ol HE A, A, VIIFE 5 ohgeiqith 1y Tt
o|HA] HTE fJsto] YIAFAE AA gAY, OS HHolE
£ F¥cks A9 AN FHaohar SHEHth S 89T
5= {5l o DAY A5 3 dX} 8= EHst HA
B0 ZEcto], ZetolHAlo] tigt S A HE 3§
o] Mg Ech

AH|AAREA} B HHEY AMLS AH| A7} Elo]H Zeto]
HA| H55 gl A7e= /PEEISS AASHA] Zota 9l
At 7199 MR E S &5 ojd Feio] gloH, ESG
A+l Al DIDAH|AZE oE 7Hs /82 AASFEA LA &
St SR 55] BHtd AHSY AP ER S gt
202 ABIA9] i et JFE FA] AoUth= ol
EAGAEARAEY TEE SHOIUT

AR AARE ARSI A B AFSo] Jid A, s, 7]
Zoz Zglo|HAIE HEsH= 7]&olals AL 3t o]
W32 ¢ 3 A0l A EAgt AH|ATE HeEjg R
gy 22 7S 85t itk A wiolqith 184, o]
23k natolHA] BT 7]golgh= Fo] ABIAE E9/AES
A o= ¥ FEU B FAF 449 7] 4ol HAAU=
Aol #o] FHT olfE FA EetrhaL Fsiqith AHlA
AMEAREE HHIY ARFO] 4y SlAboA] HERbE Zlo]
A4 BlAb= ofu] /19 BE AHE H{St Sl v
AEE Wt 2o Q1024 JAIg= Ao ol| oujE
=7F st AFAA ¥HESEAAL, 3]9jA 9l vEeS Rt

olof & A= F 7HA| ATt ATE &SIl AA, A
HIARZAS] AlF 9k &, Hloly Zato|HAlo] gk 9%
7t A AAREAA FES] HDEA Kb PSS 7|
(unmet expectation) (18]S ATt Verinis et al.9]
9]0 W2, unmet expectatione Zgo| t]of Hi3f 7t
A= 334 Ao Higt 7|} AAR FEot= BH =5
Atolo] EUXE guigtet. AU AAIZAE 29 AT o=
o} o A E Aol WAL 1 HRlo] AH|A 7] o} A

-

—‘10‘1
E O

©

DIDAH|A 2t Hmjol] 2ot

ac]

®7 45

AL o] FARHgol DIDAH|A gH4t Aufe] klo] E 4= 9]
Chal dSich. E4, DIDAH|A9] HloJg Zeto]HAl Ho
7

4.2 47 Bt

AE2 843 ARS HEg, AulLo] Higt AF, Zeto]
HA] TRt AEo|dth #8499 AME "Rl SHolA=
AR T 2 Foulet Aol7h WA Fokon, A
AlE| et Zato|A] HE FEoJME SAZLE FoRt 14
Aol7t A= . MH|A AlZ|er metoluA] B F=Z
AT A, = AFE AL A AR AR 7He] Q14 Afo]
< "Rt #20.13)0 BHE, AH|AARE AR o] & A
Bl asto] et Q14 AxK(1.2-1.4%)E Hole Ao & et
Wk o] A2 23t dEFAA = TAAE Sl
St} AU|AAFA] Qmt Au|AARGAL A avbA o
AEHA Rote @S ASEH 2= Ao =y, A4t
oF ARgAL 719] /14 Aol ek 271 ]l SAE A AT
SHE, Mu|2A ARt mAAFAAA 7k Q14 Aol
FE Y=, ol AvlA =Y 9 75 IAOIM F A 23]
FEA-GOo R QI3 sk ANE SfAH) ol HHE F
8 = oAAr2 Aol LetoHAl] tiet ofsi=7t FfH A
o= Ut

5.2 B

£ A= DIDAMBIAE AEd AH2aAlEAet =47
AREAR k9] Aol g =M, DIDAHIZA Al SA A
AAA Mu A L] WIS Ak Ae HHoE 5
Aot & AdTE 222z AU EAFANA Al 7HA] 24t &
X kS AAlteh AR, DIDAH|AE HHtY ARdS ol

Table 6. Survey Results by User Groups

Decision Makers | Service Consumer | Service Provider
Category Survey Contents f
M SD M SD M SD
e Access, payment services
Useful * Mobile/digital experiences 7.00 0.00 6.45 0.26 6.43 0.66 2.25*%
* Versatile usage
e Fasy and fast to use
Convenience | * Issuance without assistance 6.26 0.45 6.56 0.23 6.36 0.52 0.69*
* Physical vs. mobile convenience
e Trust in the issuance process
Trast |7 Secure information transfer 68 | 016 | 568 | 018 | 680 | 016 | 68.89"
Counterfeit ability compared to the real
thing
* Ownership/control of my personal data
Privacy *  Selective submission of required information | 6.70 0.00 5.88 0.10 6.80 0.00 16.5%*
e Physical information exposure

*50.05, p¢0.001, ** p<0.001
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