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ABSTRACT

With the advancement of wireless communication technologies, modern WLAN systems enable flexible data transmission through wireless
networks. The latest Wi-Fi 6 and Wi-Fi 7 standards significantly improve speed, efficiency, and connectivity, making them suitable for
applications in smart homes, industrial 10T, and densely populated environments. However, current WLAN security mainly relies on
cryptographic key-based methods based on Shannon's security model, which may not be sufficient in the approaching quantum
cryptography era. In this paper, we propose a technique to enhance security by leveraging the multi-resource features of OFDMA, a
key element introduced in the latest WLAN standards. Our method leverages artificial multi-user interference among legitimate users without
adding extra interfering sources, thus reducing the effectiveness of eavesdropping. This study is the first to discuss power allocation for
enhancing security in the OFDMA uplink. It holds practical significance by proposing a power allocation technique for uplink security
while considering the standards outlined in IEEE 802.11ax. We introduce an algorithm that adjusts resource allocation and power to
intentionally create interference in secure communication channels. Performance evaluations using SDR equipment show that the proposed
approach improves security, as demonstrated by enhancements in bit error rate and security rate compared to well-known power allocation

algorithms.

Keywords : [EEE 802.11ax, WLAN, OFDMA, Physical Layer Security, Multi User Interference

IEEE 802.11ax FA#A 9 AFHa
Hobd 42 Sl AgYd 79

o
°

FAMWLANS A wiFE o]8at] FAsHA Hlole] B4 $3T &= e AAHOR, M4l Wi-Fi 6, Wi-Fi 7 BEL w2 4%, 884,
A4S THAA AHEE, AAE [oT, AHEAF D3 S04 AR HOE ol b 7]ojsta Qo @A) F4: ¥k Shannond] EQF
o] 33 o&sks 45st 7] 78 T AL WAl gEstn YA, gsst 75 Het 71 s fjdo] A5t olo] tujst ¢s
719k ok w4 9]9] tioto] W Qg Ago|ct. & =R 24 BAH B4 =YH OFDMAS] the A9 E4S 283510 7141l 1H4
A A glo] A ARSAETCE o AR TS HAIAIA &4 AdS AsAZ & e 714 ARt & A7= OFDMA 43330
9] Hoby AL 93t AYAFS 208 =95k AR [EEE 802.11ax0A9] AA| EES 1Esto] AFala Hote 93t Agdy
718 ARe] 9lo] AAAQ 9ol 7tk At 71&2 7Y B5AS stk A 99l 9xFHoR o AR S WA
Ao AY 99 2 HYe ot ols 2 LuHFoR FAHL B =Rl SDR AHIE ARESto] ARt 71&9] 45S 4F ¥
w7kt 71E0] & gl AHYY Yyt vwste] mYPRe] HE o2&y} HohgS A%t

7|9J= : |[EEE 802.11ax, WLAN, OFDMA, S2|AZE0, CIE AIX 7+

X o] =RL 2025\ HR(H7EHREAR)S] AUo R FFATAES]
A ¥(No. RS-2024-00338786)7 FEEA17]EH7149 A ¥(No. RS-
2023-00234719, (SWAERH) Au|A A4 2% o)A Continuum SW
ZH A F)S wro} P A7,

$ 23 9 oYty ARRIYEY AT First Revision : December 18, 2024
23 vEYsty YRR TYEY g Accepted : January 10, 2025
Manuscript Received : October 28, 2024 * Corresponding Author : Wonjun Lee(wlee@korea.ac.kr)

% This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/licenses/by-nc/3.0/)
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.



b4 FHAMZEE ==X M143 HM25(2025. 2)

.M E

oA YEYT As HEE JJAE EAoz 5] A
29l =g Aol o5l = E 4 Slrh. 53] WLAN 342 ok
S ARERPZE vl A A 7 3" ATl o
ol T4 Y EY 0] Tt Hel wioto] W o g A2 E o
of g}, IEEE 802.11 EFoA= =% 34021 bHst
T WPA2 2 WPA3 7| g B4 YEYA A5 g dosh
ghct. J28jut oj9h 2 Het 72 Shannon®] HQF 2Ed]
719kt eksst 7] 715t T A WAlol| gEst, ol Bt
ole tiro g EEAS Bt 7IHo] g%l Mdez S5

BelA% Bt 7 FEst 7] 7 A1
7162 Yuold] s1zstel elAe 2
g Azt 24 A o) Aol T8t

o o
o)

o
%
A Y

I o= 2

(2o
O N Ho yd

o

>
fol
il
jata)
)
2
-0,
H1
X
>
U
4
i
HL
fol
=
£
S
=o=lgl
ofl
HL
o

A=
9 B4 BFY ) 4= gonz I B
2 AR 4 I oA Astel Pust 7] A

A2 ) Q&S g EnAl Bel /MO R A

5

g&879 Aqd A2 98] OFDMA(orthogonal frequency-
division multiple access)& =YW & =FoA=
OFDMA 4] 9] th5-3H E44& &85t A2 B4l
Ao] HoHd S fIg EZjA Vvt $414Y 24 7HE
Aottt A =GAe 34 HE2 Al 7HX] 270 & T}
Aatgon], B Axne =yx9] A AHE A 77
Al o5 AREAF 7 (multi-user interference, MUDE 9%
Hog fhol= AFHI 4 A dF7HE Azt
¥ d7-& IEEE 802.11ax ¥F& 18sto] OFDMA A&FH3
9] HQkS A7) gt AT 7S HEE AIjbSH
o, 7+ 91 mHojA AQt 7] HoldE B7tst] fid)
SDR AH|E o]&5to] AAstct. A Ay}, 7t 32 2do
A=A H[E 9580 45%, 50.2%, 25.6%°] =L
o, olo] wa} AQt 71§l HMY S Aottt

2. HiZXA 2

i

AT

Zpof| Al IEEE 802.11ax0ll412] OFDMA 7|4t Abgka =
W4 2 T AR8A 2] e A A B A7
of o) avfate

2
54

2.1 |IEEE 802.11ax OFDMA &g&d3 S4l 3! Xred &
OFDMA A2 Fafae, A7F, AEE AMSAHERE S
4 Q= "rAlo & [EEE 802.11ax= A (resource unit,
RU)E ©o]&5to] 7} ARgALol A &g3tet. [EEE 802.11axolA]

ol
>

el J

=
o

1
1
1
3 n ]
R H H
% Adjacent |} | !
& RU signal 1 L+ 1en RU §
& )
§ Desired
z RU Signal Multi-User
= Interference
Frequency

Fig. 1. Impact of Multi-User Interference from adjacent RU

1T
A 2P QA0 WAL
A o9 AAUYES

A
APS] A7) g T, 3 A WAA S AEA g
Torgetosr& TRHSIO] YA} STAL o Zhol wet $4)
Ao 2450, AP o]F 58 FUIA STA 59 41

g2 A & A4l

2.2 OE ME8X} 749l et

OFDMA A|AHIE Fujae ZFo A Hutsuts 7F AREA}
oA s, Fukdut 7k 1M HASH] Yol FRkSsT)
2 a/go] BAgElojof gttt vt ARFP A SAlolA STAS
L 7}7] th& CFO(carrier frequency offset), Ae A, g
A2 QI3 ICI(inter carrier interference)”} WAYsHY, A8
Apo|7t Z A AT 457 et Azo] ARt 1M S A
AlRlet ol S thE ARSAF ZHdolkar gt

Fig. 1 Q= AL Z2HE DA o5 A
Aol gtste AHde ol A= FFE UEhdth
2 ol2g thF AR TS o g AL
AL 4 A8 dFS Y3 Three-step 71H-& Algts}
70 f3g AfE fEshs SA0] A3 A= 4
AR oz tidgo] 7hsote s dirh AT AYHEEEH
e & ohF ARAN 7] Y2 =4 13 Zo] 2y =
ok 1S F AL F Ao] AH R FE AT
9 JEd2 A A 77t EF T oHF AR A AY
o] Z7Fstal, olo] wet A& of 3 Hl(signal-to-noise
ratio, SNR)7} A5ttt A9 He s 5 i AR A5t
= RUZY 2 o), rU, 9] AA FREuERE Ry A
A Furdao] vA= o AREA MY A M2 o
Zo] xE@E 4 SItH11l

4 iz b
30 ff
i rjg ()

2
ol

<)

7P*i1 fiugN'
Moy = L

"Z 1
A U+jt+g—1)?

1)

N



9 FANA N, Ny RUSE RU,, O] A RS g
< U1, P=HESsP, P =AS e 42 RUSE RU .,
9] &9 B 4% AYS Yepdt). £, = RU,, 9 i
o] Fu}r @ F(carrier frequency offset, CFO)E e H,
2 AgolA= Aol S LRE AREA Foe e
% Sl= %] CFO= {-1.5, 1.5} kHz ¥ W= 7H43ieh o=
AR 7+ 7te Bukdat =5 Uehdoh 45 Fuke 744
2 YEhH 78.125 kHz ot} § $4of wet thE ARE-AL
7 A G -2 rU9 SINRY ZF 4 848 S4
XS ohZ3 Zo] #@E 4 Quth

N, .
SINE; = 10log,)* <T)/(M+ ) @

i

f(le H )+ M (n)
=1 S
RUisy
interference
Y (n)f(Zr[ A+ D+ ML ()

RU,
interference

E =Hs = rUQ| AR RRE0E ASE A4 HEY 3
o AYoln, w2 RS AWGN g HZHE yehdch
¥ (n), ¥;(n)= AP} AT} 42 419 RO n A A=
AT, o, 2 RUS ieLWR Fukduta S8 4
3, 12 RUC| RBurdmt [ H,, H,2 STAY 7F 148
& 709 AR, uf,, of = RUS] (WA FHESER] AWGN
Fe AL, M, (), M, ()L RU.,CZRE Ry H|X
t & U ARSA TS vERd

2.3 OFDMA 7|gt 2

OFDMA FA41 AJ2glofA]9] ohfg e
0S-Ad E4E E85 A I3 7]‘%‘3 s e R =
= HoMJ Y 8ol wEt fASH & 4 UTH5-101.
[5]> OFDMA A|AElo] A1 9] EH‘Q“ A HXHLQ o AT
Agt SAHY T S A S B
Fom, o]ZHH Z} °]'% -‘?—Xﬂﬂ' EEV%] HokE &S
= glo FE317] A2ttt (61 B W E(secrecy rate)2]
HYsts 5402 A9 9 Euksa) I HAH3t] 27] Al
TE Byon, [7l= 71¥Ee 84S Yot ARHAEY H|

UES AT 5 Sl ABAQd ¢ A9 IF 71HE AFE
O &4 OFDMA SHFgA°1A non-zero BIEES BT
Holo} [8]2 OFDMA A|AHIOIA AHdS S of, 04 B
OrA] SRAIIFS B o 2 HAGIslo 24 HE AL8A}9] v|Y
£ e} st ARAF 7 HIEES] +F ES EAE &
AEE ot} (91 F-LotAl OFDMA A& T oA HItA
P S AU IS ARbStI o, A oS4 Al

MA|AEIO| HOM SFAM T O

o

IEEE 802.11ax M

OS] derda Hot

0x
g
0z
fjo
40
rol
>

o
ok
ofl
~
i
o1
o1

Casel) '

‘Ats

“\vesi“ va AN Time
» 3 Potential el esd"np
6 Eavesdropper T

Secure User >5[ ihRU

Case2)
| fann

Assist User .w ———————
—=- =T
'ﬂ - Potential

Secure User Eavesdropper
Case3)

ol / e *y
%M‘

-+« i-th symbol

_ Frequency
Potentlal OFDMA allocation

Eavesdropper T
e and mapping

Secure User

Fig. 2. Eavedsdrop attack model on confidential signal

2o A RIZRS o] &) WIS 7H S Ak 7]
He T2} (1012 OFDMASH 22 YIEQ 9] ¥E Ao
A F84 7 AEE ks Al ol&4 S Aot
Fom, 542 WAt v Ad =L WA fIgt
AgS Fgotes gt} o]9t Zo] Aot fiFEe] 7|& 4
T= B5F ol v o2 Al 9low, 802.11ax EFO]A]
A& 02 OFDMA W4lo] A3 s fed o]Fom of
5] AFR[ A7 oA A] FaL 9lof ofof] tigk AUt "
gt A7golck

3. AJAH B

2 ol
Aag B

SRR R L
At

U= ARG A/t

3.1 34 2d

£ AFolA 715t 3452 Fig 29 2t 7t 34

2492 STA 24, AP, 18|21 =3X2 A= STAL 7Y
St AHE ALsh= AREARRI SU(Secure User)9t AuE JHE
5oty 7H]S WAYA 7= AU(Assist User)Z +AE0 &
Ao APOAl AR AE-Z SRz FEA= I
58 ZHARE, APAl &2 =91 AEolA SUQ 43
A 4135 =43t ojufj AP9}F STA ZH ﬂﬂoﬂ uet 34 2
48 o33 Zo] BRIt Case 19 39 AP AU, SUZH
A7t Lot Case 2= SUZF AUETH APOA| © 717to]
AA5tal, ufR| O 2 Case 32 AUZ} SURTE APoAl 7}
7to] Aok ZH-g-ott.

Cuse 1: distance(AP— AU) = distance(AP— SU)

Case 22 distance(AP— AU) > distnace( AP— SU)

Case 3 : distance(AP— AU) < distance(AP— SU)

3.2 M2t AJAH DA

B Aol 20 MHz tHEZ0A Q] 26-tone A EA Y BjA]



56 FHEAMZEE ==X M148 HM25(2025. 2)

Q MATLAB R2024a
0S Data
frames or BSR ADALM PLUTO
RSSLTERIS Access Point (AP)
A A4 . Next time slot
() RU Allocation Set|  (2) Power is valid (3) Power
Allocation Allocation Update Coordination
(@) s Target RSSI SNR info,
b g ot Saatsy y|  OFDMA
__________ 27 Receiver

i ? Assist User (AU)
OFDMA OFDMA
Transmitter Transmitter
(27 Data () Data RSSI
( A ) Buffer Table ( A ) Buffer Table
T T T T
< 3 'd
s Interference 7
S, 7

Eavesdrop -,
dataof SU «ﬁl ) x

Attacker

Fig. 3. Procedure of the proposed system block diagram

£ 71Eo g A AR8AR= 990] 2 4 leu, ts AR
A £ 4 ff8) ARARE 2 o= ZHERtt SU
© AP9EY] A DAlA 7EEAl 83 olv] g=SHI
I 7Hgshe 7 STA &2 A49a 152 +3s5] o 2
& GAE olv] sk wieel Ad H 84 (UORA)S
AHTHA] et

Fig. 32 ZAtE AA" EF tolojIifg vehdo
OFDMA =417] E8-2 AP9] 4155 YEh™, OFDMA &
A7] E52 dlolH A& £35t= STAY $AIFEE vehd
o}t SUS AU= AR A65Z F£Hst1A ot AHBALE,
AUE SU9| 1% AlBAd o] vjx|E]o] SU AE 9] HMHdZ
FIAN7IEE Eota= 9T Sygth. WA Suel A4
o= 71 71gA YIA|3E STAS AUZ BjX|she Zlo] Brt &
< AYAE o5 AHEA THEE D8AIE 5 7] dEol,
RU &ZRU Allocation) BE2 SUCA 714 71712 STAS
283t o] & 9o ZF STASS A1) 9 STAEZHE
A" Z28 9% m Y] RSSI(Received Signal Strength
Indicator)E Elo|Eo] F7140E AHo|Esty, YH|olE
H HolEE 2% ©A Al APA HEdth ol& HYTF
(Power Allocation) ¥ A& 2% (Power Coordination) ZE<
RSSI HlolE3} 7|84l 8% FRE EHE $4149 TS
Fsto] dFE JRE ZF STASOA ETA Zgdo=z A
gotal, o B9 £X°] fache 5S¢ A&FFHeE 4
SNREb= AHEoto] $4A-E S 248} AR Jdee) &
AEd, SAHY g 9 24 RE] AL 404 thEc},

an

ol

4. OFDMA 7|8t N33 SAlo| Hoky
M2 £y AY

s

mfo

#

0
o

2 oI 49Ya =4 FAREANH Bt A B
IS PPN Ao AURRS) HeS Ty et

£ Three-step 27 A3t

Algorithm 1: STA selection and RU allocation at AP

Initialize: 7, = [SSID,,RSSL |
Set: Alllndex={1,...,.9}, ¥={2,4,6,8}
while Resource unit scheduling do
Tsprassociarea = AssociateFilter (Tg,)
Tstrsortea = SortDescend (Tgy; upviarea)
SSID, 1 = Tssortea [0]
if STA selected:

SUdex = Allocation SUP)

AUhdex = Allocation AU

. AllocationSet = PF(SUldex, AUldex)
10: end if
11: end while
12: return AllocationSet
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Algorithm 2: Power allocation with SU and AU

Algorithm 3: Iterative power coordination

Initialize: initial temperature 7;=100, final temperature
T,=1, coolingrate R=0.9, max iteration j=1000, power
lower L=-3, power upper U=7, frequency offset f=0.5
Set: best objective Sp, candidate objective S, required
minimum SNR 6, noise power of SU wg,, noise power
of AU w,,,
Lett current temperature 7= T;, ¢ =7ssi ;; — 7SSigy
Define: constraint(d, S, Dspanaiaate Pavianaiaate)

SINRg,; = 10*log;, (Bstvanaiaare! (Sc+wsy)

SINR ;7 = 10%108, (Bstranaiaare!

(bjectiveMULD 411 didater Psvianaiaare) ¥ War)

constraint = SINRg;; < SINR ,;; N SINRg;; > 6

return constraint — True or False

1: if -1<¢=<1:—-CASE 1

2 Dspp bay =1L

3:  else if # <—1: — CASE 2

4: pAU:wmd(L+ 3dB U

5. else - CASE 3

6: Pspr bav =L

7: return Psi» Pa

8 end if

9: while 7> 7; do

10: for i in 1:j — take a step

11: Pstiandidate = Psyy T rand() — 0.5%2* T/ T.
12: batcandiaare = bap T rand() = 0.5%2* T/ T;
13: S¢ = objectiveMUL b 1. digate Paveandiaate)
14: — evaluate candidate point

15: T=T*R

16: if constraint(8, S, Dsianataue Paviandiaae)is Truet
17: if S.> S, Vrand() <exp((S,— Sp)/T):
18: Dstr Pav = Psveandidate PaUcandidate

19 Sp =S, — update best objective value
20: end if

2L end if

22: end for

23: end while

24: return Dy Dyy

Initialize: iteration index =1, scale factor s=1.1
Set: 6, Psy, Pay, SNRs,, SNE),

1:  while Power coordination do — next time slot is valid
2: if SNR{, <& at AP:

Z P%H = Poy*s

5 else if SNR),,, <dat AP:

6 Vay' = bap*s

7: else:

8 break —exiting the loop of power coordination

o: end if

10:  end while
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