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ABSTRACT

WebAssembly(Wasm) is a powerful platform that enables compiled code in various programming languages to be executed in web
browser and in varied runtime environments. Specifically, for performance optimization, Wasm runtime provides Just-in-Time (JIT)
compilation, but this poses a new security threat that violates the W'X policy in terms of memory security. In this study, we proposed
a technique to improve the memory protection of JIT compiled code using Intel MPK and applied it to Wasm Micro Runtime (WAMR)
to conduct experiments. We designed a code space protection algorithm that safely manages code space through diversification and
randomization of protection keys and memory access control. As a result of benchmarking with CoreMark and PolyBench, the WAMR
with memory protection showed performance improvement of about 1.59% in CoreMark and performance improvement of about 12%
in PolyBench compared to the WAMR without memory protection.
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Fig. 1. How Intel MPK Works
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Fig. 2. Protecting Codespace with Intel MPK
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Table 1. CoreMark Benchmark Test Results
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Protection) Protection)
Total Time 12.349 12.156
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Table 2. PolyBench Benchmark Test Results

Compared with Compared with
WAMR WAMR
(No Memory Protection) (Only A,H,O cator
Parameter Modified)
Onl With )
Allocaior Memory Wlljtr}:)s:[irir;iry
Modified Protection
2mm -4% -3% 1%
3mm -4% 1% 5%
adi -4% -1% 3%
atax -32% -32% 0%
bicg -33% -33% 0%
cholesky -8% -6% 2%
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covariance -7% -3% 4%
deriche -18% -15% 3%
doitgen -8% -10% -2%
durbin -30% -30% 0%
fdtd-2d -4% -4% 0%
bl 4% 1% 3%
gemm -8% -7% 1%
gemver -35% -33% 4%
gesummv -32% -34% -4%
gramsch -3% ~2% 1%
midt
heat-3d -1% -1% 0%
jacobi-1d -28% -33% -8%
jacobi-2d -6% -5% 0%
ludemp -4% 0% 4%
lu -1% 1% 2%
mvt -28% -28% 0%
nussinov -5% -5% 0%
seidel-2d -2% -3% -1%
symm -9% -2% 7%
syr2k -10% -9% 1%
syrk -10% -11% -1%
trisolv -30% -30% 0%
trmm 0% 1% 1%
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