The

TKIPS Vol.13, No.9, pp.413~420

RISC-V OBIEIR OIASl HES A% 45 Tt U

uE

Transactions of the Korea Information Processing Society

Performance Evaluation and Consideration of
Shadow Stack on RISC-V Architecture

Kang Ha Young' - Han Go Won™ - Park Sung Hwan'™ - Kwon Dong Hyun'""

ABSTRACT

RISC-V is an open-source instruction set architecture, used in various hardware implementations, and can be flexibly expanded to
meet system requirements through the RV64I base instruction set and 16 standard extensions. Currently, the RISC-V architecture employs
the shadow stack technique to protect return addresses. This paper compares the performance of the compact shadow stack mechanism
and the parallel shadow stack mechanism in the RISC-V architecture using the SPEC CPU 2017 and beebs benchmarks. Experimental
results show that the parallel shadow stack mechanism exhibits higher overhead than the compact shadow stack mechanism. This suggests
that the efficiency of the parallel mechanism is reduced due to the limitations of the RISC-V architecture, making the compact shadow
stack more suitable for RISC-V. Additionally, this paper identifies the security limitations of the existing RISC-V shadow stack and proposes

directions for enhancing the performance and security of shadow stack mechanisms to ensure a secure execution environment for RISC-V.
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prologue sd ra, 8(sp)

epilogue 1d ra, 8(sp)

Fig. 1. RISC-V Base Instruction
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Fig. 2. Compact Mechanism Stack Overview

addi  gp, gp, 8

prologue sd ra, -8(gp)

1d ra, -8(gp)

il .
cpriogue addi  gp, gp, -8

Fig. 3. RISC-V Compact Shadow Stack
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Fig. 4. Parallel Mechanism Stack Overview
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prologue mov [rsp + r15], rax
epilogue mov rax, [rsp + ri5]
(A) x86

sub sp, sp, ri5
prologue sd ra, 0(sp)
add sp, sp, ri5

sub sp, sp, ri5s
epilogue 1d ra, 0(sp)
add sp, sp, ri5

(B) RISC-V
Fig. 5. Parallel Shadow Stack Instruction
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x86 Instruction encoding
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() x86
RISC-V Instruction encoding - store
imm[11:0] rsl(base) funct3 rd(dest) opcode
RISC-V Instruction encoding - load
imm[11:5] rs2(src) rs1(base) funct3 imm[4:0] opcode
(B) RISC-V
Fig. 6. Instruction Encoding Structure
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Fig. 7. Overhead of Shadow Stack Mechanism (spec2017)
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Fig. 8. Overhead of Shadow Stack Mechanism (beebs)

RISC-V OF7|Eix &0Ale H=2 A8 45 B/t H D& 417

HAYUSE 71EA div] B2 3.79%9] LH=
]l v, ¥E wAYUS2 7IEA div| Hades 6.71%«]
oHEE Bt

3) At 4

B fAYSS 2 =3 A 1 e PR HMEE
okl HE HﬂZIUELOM HAYFo %;‘ HAYZ
Ho} 53 A7 SHAA o 22 Qtﬂoﬂ %‘;E} o= H
g HAYZY Z-2 9 A7) o] RISC-V of7 |8l Ao
Ae WA &2 9ulgich

S 29 AY HA 9 vRrhEe] Ik 8
St e HAYUSS 58 AT A%shs HAYE dfAYUS
B} § &2 2 Qu =g fUslEE, RISC-V o1
Ao Ae e fAUSEY HYE HAYSS 8ok A
o] Agsttt. FWE HAUZS H8o1HS 1 Tot= 2
HI Bl BAIGTsE $23olu g RISC-VOA] o] gt vAY
9 A= 289 AEFo =N Hrt Qb oA =

hu

Imr

41 HH Y= AN M7 LZQ HFE 23t

RISC-Vi= 32H|E 9 G4H|E of7|dl&o| A 328|E ‘:ﬂa‘ﬂ

£ ARE5lH, o]n] immediate ZF2 12H|EZ A|StHC} ¥
HAUES A Aoiie & A 312 8= O}E’i
immediate & I o g A-Zs17|o ojZo] Ut wt
Al CSIC o] tiH] F714%1 HgolE Q= skl o]o o}
g o 2 H=E TN

1) immediate g2 © Y HE Z &8

A RISC-V EZo| A= 16H]E U 32H|E Zolo] 1§
ThS A USHARE, F=7HEQ FEE S5 G4HIE, 28‘31
256HIE 59| ¢ 71 dol9] FEPolg L@T 4= QUTH17]. o
£ B9l immediate o] 128|EZ A3H=]A] 1 o %,\
ARESE 4= Qlty EE Q3 add @ sub §H oo ARE
I &Y load ¥ store FHOE AHESte] HE WAUS
dglo] wet eHs|Es Astsk 4= Qo

SEL
2

=

FLU
2 m{o

F

*

.?_

2) HIAAE QIS AMESH= ol AR

A2 9] W& of(custom instruction)E AAAI5F0] store
4 load FEololA HAAE LEAE AMESIES HoT 5
ATt o=t H A2 ARt immediate gt BIE £9] g

AE sfdste H 7198 5 At

0

4.2 OE OF[EHMUAS H= A HAUS
1) x86 A0j55 Ay 7|&
Intel®] AojEE A9 7]&(CET, Control-flow Enforcement



418 FEAN2IEE| =2X| M13# H95(2024. 9)
Technlogy) 18201 SHEgled /18] 22 71, A9
8 S AUSE Agste] L2 Alo] 8L Bait,
o] 7142 HIES 25 solchstk AoIA)eH= A2 oz
2 o7 §492 EYstel, o] HolHo] LS A8 B7hE
gt shotk Hol A HolA] HlolE el g7/
R/W) HIEES 002 Aste] of Holxlo] Hhal 7] AE
(Read-Only) AFHE Hojgic}. o] Qlaf UntalQl wwe] 3
2 §ol7} shetk Hol o] -2 S AT 5
A Hjo] AR W FAE Yol 4 glony, HEg &
go] 7a4o] fAHT,

T, 47t Uk o) m2 e
9 2do] Wigk 42 Hlwsks 45 o] St
47} AR Aol g Fa Hxsle]
20| Ymg WA

Intel] oI5 A 74014 AT A2 A o
AUEE ZAA} S 28] F7E Hol2 4 9k 7
£ RISC-V =S 28 sAUZS 29, 947] 480w 44

£ shetk W] 412 Ag3te] FARL s Holx|o] Wik
4% gol2 & g Wk BT AT A8 Yo v Fa
o 2P 29 o] 9 F4 Ve HHE S9
of Wigh N m2IY FHo|t A8 My oMERS

5% 342 Wolat.

—

_u

N

ol'

OH

2) aarch64 EQIE AZ 7|9

H9lE] 9= (Pointer Authentication) 7]¥ [21-22]&
ARMv8.3-A%A =JF st=gof 7|9k Hel 7|50 g, 23
Bo] RAYE A4t A5 LHIERE FST 5= A
o} o] 7Y S TET WS oA FaT ZRIH,
5] Gigt FAE Hoske o ARSEo

k40 TER o)A, ARM ZE2AM| A= paciasp BHO]
Agste] @A sp @2 B2 71X E &85t 0*354- A
(PAC, Pointer Authentication Code) & A4J5}1l o]& HE
F40] F71gttt o] F 4SS} Ago] 71 R At
Elof] A=t

o] o204 ¥i3kE o, autiasp FHOlE ARE-S}
of ¥Ig} Fao] 27HE ASI A HSTUT o] HHol=
o] o] FHH Az} Aol SHFER] FAHY sp U= A
sto] gelgtet. A F5o] 3ot L2t A8E AlAst
of Higl FAE A HE SUTh Thek AHgo] 3o A
w5}, autlaSp gEols s Y7L, o] F FARH
2] HZ Atk

aarch64 oF7|gIxo A A Fdt= EQIE U5 7IHE H=

% 2E9] 33hE S FoF ;Y 71E RISC-V A= AH
HAUST= 29 d=% 289 3312 & ddsiA] gt
e FAE K 4 long HRdE S8H0R AR
7Fe sttt B3t e W fie] sp glo] g 2E Al

A ok

l> ot of,

sp T LA wwt wsl FA7F FRSIEE HAATto 2y
gEel A0 YARES WA|ghe). of=gh wHAlo g2, mIE <
= 7|Ho ukgl 240 HAALS 9X|511, ool ZAR}
7 28E QPAIA ARE Higt FAZ YUk AL a3
Hog wrgitt

54 B

£ =504 RISC-V oF|gA oA AMEEE =g &

g HAUSE 4511, olE thE HAUSTH H|wsto] 7t
d 2EA A= 28 fAYSS FASIAT RISC-V of
JHHE FEE AR 7FsT @E A4 B T oy
AR, ot stEglo] &4 A E L Jlom, FAT
A gitol AGeHE 157 et ARY FES
A gttt
Hed 2de W 240 RAYS B FaT B
St 7|} o2, RISC-VOJA L ol&
52 B350ty Stk £ =RolAl= RISC-VolA AMHEE &=

ol

AYE fAYST JHoh wE FPA7HY] F-E 7t
4 ¥E "AYSS vw B4t §E wA
LA AL B HE F4E HAot, o]2HoF 49
AlZto] ©&E 4= Q1o RISC-V o€l Ao A& Fd 9 ¢
AZ Q) AAZE §&40] BojAE Aoz ehyttt
Ad A3, AYE yAUESE ZegozH w2
Ho|E= FAIT et -’F—%OIUE RISC-VollA] o]& 483}

o 4L ATL 5 Ut 2o
of8s] 5 HoFgo] SIS, BE Ao 224
7 HES bl Postel WE F4E Holnx] RHEE
A, W F4% W] o] AT ZRAAS

7Vl 59 HoteE AT 297t Qi
References

[1] Y. Lee et al,, “An agile approach to building RISC-V micro-
processors,” [EEE Micro, Vol.36, No.2, pp.8-20, 2016.
[2] A. Dorflinger et al., “A comparative survey of open-source
application-class RISC-V processor implementations,” In
Proceedings of the 18th ACM International Conference on

Computing Frontiers, pp.12-20, 2021.

[3] T. Chen and D. A. Patterson, ‘Risc-v geneology,” EECS
Department, University of California, Berkeley, Tech. Rep.
UCB/EECS-2016-6, 2016.

[4] C. Rodrigues, I. Marques, S. Pinto, T. Gomes, and A.
Tavares, “Towards a heterogeneous fault-tolerance archi-
tecture based on arm and RISC-V processors,” Inl[ECON



2019-45th Annual Conference of the IEEE Industrial
Electronics Society, 1EEE, Vol.1, pp.3112-3117, 2019.

[5] D. Kanter, ‘RISC-V offers simple, modular ISA,” Micro-
processor Report, Vol.1, pp.1-5, 2016.

(6] William Li, Dale Gai, “RISC-V to Shake up $8.6-Billion
Semiconductor IP Market,” September 13, 2021 [online]
https://www.counterpointresearch.com/insights/riscv-se
miconductor-ip-market-2025/

[7] J. Jung, B. Kim, J. Cho, and B. Lee, “A secure platform
model based on ARM platform security architecture for
[0T devices,” IFEE Internet of Things Journal, Vol.9, No.7,
pp.5548-60, 2021

[8] M, Huang and C. Song, “ARMPatch: A binary patching
framework for ARM-based IoT devices,” Journal of Web
Engineering, Vol.20, No.6, pp.1829-52, 2021.

[9] S. Yu, W. Chen, L. Li, and J. Qin, “Development of ARM-
based embedded system for robot applications,” In 2006
IEEE Conference on Robotics, Automation and Mecha-
tronics, 1EEE, pp.1-6, 2006.

[10] M, Poorhosseini, W, Nebel, and K. Gruttner, “A compiler
comparison in the risc-v ecosystem, In 2020 International
Conference on Omni-layer Intelligent Systems (COINS),
IEEE, pp.1-6, 2020.

[11] G, Gomez-Sanchez et al., “Challenges and opportunities
for RISC-V architectures towards genomics-based work-
loads,” Inlnternational Conference on High Performance
Computing, Cham: Springer Nature Switzerland, pp.458-
471, 2023.

(12] J. Zhou, Y. Du, Z, Shen, L, Ma, ], Criswell, and R. J. Walls,
“Silhouette: Efficient protected shadow stacks for em-
bedded systems,” In 29th USENIX Security Symposium
(USENIX Security 20), pp.1219-1236, 2020.

[13] M, Prandini and M. Ramilli, “Return-oriented program-
ming,” [EEE Security & Privacy, Vol.10, No.6, pp.84-7,
2012.

[14] J. Li, L. Chen, Q. Xu, L. Tian, G. Shi, K. Chen, and D.
Meng, “Zipper stack: Shadow stacks without shadow,” In
European Symposium on Research in Computer Security,
Cham: Springer International Publishing, pp.338-358,
2020.

[15] C. Zou, Y. Gao, and J. Xue, “Practical software-based sha-
dow stacks on x86-64," ACM Transactions on Architecture
and Code Optimization, Vol.19, No.4, pp.1-26, 2022.

[16] N. Burow, X. Zhang, and M. Payer. “SoK: Shining light
on shadow stacks,” In Proceedings of IEEE Symposium on
Security and Privacy (Oakland), 2019.

RISC-V OF7|Eix &0Afe H=2 A8 45 B/t H D& 419

[171 N. M. Qui, C. H. Lin, and P. Chen, “Design and imple-
mentation of a 256-bit RISC-V-Based dynamically sche-
duled very long instruction word on FPGA,” /EEE Access,
Vol.8, pp.172996-173007, 2020.

[18] B. V. Patel, “A Technical Look at Intel's Control-Flow
Enforcement Technology,” 2020. [online] https://www.
intel.com/content/www/us/en/developer/articles/techni
cal/technical-look-control-flow-enforcement-technolog
y.html?wapkw=control-flow%20enforcement%20technol
ogy

[19] M. Xie et al., “CETIS: Retrofitting Intel CET for generic
and efficient intra-process memory isolation,” in Proc.
29th ACM SIGSAC Conf. Comput. Commun. Secur. (CCS),
pp.2989-3002, 2022, doi: 10.1145/3548606. 3559344

[20] H. Kim, J. Lee, S. Kim, S. Jung, and S. K. Cha, “How'd
security benefit reverse engineers? the implication of intel
cet on function identification,” In Proceedings of the In-
ternational Conference on Dependable Systems Networks,
pp.559-566, 2022.

[21] H. Liljestrand, T. Nyman, K. Wang, C. C. Perez, J. E.
Ekberg, and N. Asokan, ‘PAC it up: Towards pointer
integrity using ARM pointer authentication,” In USENIX
Security '19. USENIX Association.

[22] S. Yoo, J. Park, S. Kim, Y. Kim, and T. Kim, ‘In-kernel
control-flow integrity on commodity oses using ARM
pointer authentication,” In 31st USENIX Security Sym-
posium, USENIX Security 2022, Boston, MA, USA, August
10-12, 2022, K. R. B. Butler and K. Thomas, Eds., USENIX
Association, pp. 89-106, 2022.

4 ot g
https://orcid.org/0009-0002-8983-9090
e-mail : rkdgkdud12345@pusan.ac.kr
202449 Rtk 43haK(EkAh
20249~ A FAl{sta

BUEGTAT 4414
].

TAEoF Al AT Hel, HHEECE

st 1 9

—_

https://orcid.org/0009-0002-4074-6539

e-mail : gowonisgood@pusan.ac.kr

20239~ A FAgEw
BEAFEHIER A




420 HEX2|stE =2 HM133 HM95(2024. 9)

H <)

- O -

o 4

https://orcid.org/0009-0006-5607-8423
e-mail : starjara@pusan.ac.kr
20219 SATHL AHEFIREHD
20219 ~9d A FAksta

AR gegetE} vy
TARop: A48 Bk H/W of7|glA

riot

https://orcid.org/0000-0002-7507-3111
e-mail : kwondh@pusan.ac.kr

2012 AZHista R GRS SHE(EHAT)
20199 AZHista GRS SHE(AT)
20239 Fatdistal FHEAGFE S

i

20049~8 A ST AuARHTIR Bis




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


