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ABSTRACT

The evolution of the Distributed Denial of Service Attack(DDoS Attack) method has increased the difficulty in the detection process.
One of the solutions to overcome the problems caused by the limitations of the existing victim-side detection method was the source-side
detection technique. However, there was a problem of performance degradation due to network traffic irregularities. In order to solve
this problem, research has been conducted to detect attacks using a collaborative network between several nodes based on artificial
intelligence. Existing methods have shown limitations, especially in nonlinear traffic environments with high Burstness and jitter. To
overcome this problem, this paper presents a collaborative source-side DDoS attack detection technique introduced with an attention
mechanism. The proposed method aggregates detection results from multiple sources and assigns weights to each region, and through
this, it is possible to effectively detect overall attacks and attacks in specific few areas. In particular, it shows a high detection rate
with a low false positive of about 6% and a high detection rate of up to 4.3% in a nonlinear traffic dataset, and it can also confirm
improvement in attack detection problems in a small number of regions compared to methods that showed limitations in the existing
nonlinear traffic environment.
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Fig. 1. Traffic Seasonality in Zhengzhou, China
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Fig. 2. Source-Side Attack Detection
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Fig. 3. Collaborative Source-Side Attack Detection
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Table 2. Whether Small Area Attacks are Detected

Area Attacks Detection
Beijing 10 10
Shanghai 10 10
Zhanzhou 10 9

Leeds Bradford 10

LA 10 10
Reston 10 9
Beijing, Shanghai 10 10
Beijing, Zhanzhou 10 9
Zhanzhou, Leeds Bradford 10 8
Beijing, Shanghai, Zhanzhou 10 9
Reston, LA, Chicago 10 9
Beijing, I;}cll;el(z)}rll(,)jhanghal, 10 10
Beijing, Chicago, Reston, LA 10 10

Table 3. Jitter and Burst by Region

Area Jitter Burst
Beijing 15.49 6.5
Incheon 5.72 5.65
Shanghai 7.61 5.49
Zhanzhou 8.45 5.85
Florence 11.01 43
Geneva 7.85 4.14
Leeds Bradfort 146.06 3.76
Paris. Orly 24.22 5.76
Atlanta 8.1 5.34
Chicago 11.11 5.07
Reston 8.06 3.96
Wilmington 10.3 5.87
Anchorage 5.97 5.39
LA 9.25 4.74
Portland 12.75 5.13
San jose 7.85 4.14
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Fig. 12. High Jitter Area Attack Detection
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