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ABSTRACT

The lightweight block cipher PIPO announced at ICISC'20 has been effectively implemented by applying the bit slice technique. In this
paper, we propose a parallel optimal implementation of PIPO for ARM processors. The proposed implementation enables parallel encryption
of 8-plaintexts and 16-plaintexts. The implementation targets the A10x fusion processor. On the target processor, the existing reference
PIPO code has performance of 34.6 cpb and 44.7 cpb in 64/128 and 64/256 standards. Among the proposed methods, the general
implementation has a performance of 12.0 cpb and 15.6 cpb in the 8-plaintexts 64/128 and 64/256 standards, and 6.3 cpb and 8.1 cpb
in the 16-plaintexts 64/128 and 64/256 standards. Compared to the existing reference code implementation, the 8-plaintexts parallel
implementation for each standard has about 65.3%, 66.4%, and the 16-plaintexts parallel implementation, about 81.8%, and 82.1% better
performance. The register minimum alignment implementation shows performance of 8.2 cpb and 10.2 cpb in the 8-plaintexts 64/128
and 64/256 specifications, and 3.9 cpb and 4.8 cpb in the 16-plaintexts 64/128 and 64/256 specifications. Compared to the existing reference
code implementation, the 8-plaintexts parallel implementation has improved performance by about 76.3% and 77.2%, and the 16-plaintext
parallel implementation is about 88.7% and 89.3% higher for each standard.
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Table 1. Parameters PIPO of Block Cipher

Type Block size Key size Rounds
64/128 64-bit 128-bit 13
64/256 64-bit 256-bit 17

Table 2. Pseudocode of PIPO Key Scheduling &%

Input : Key &' or K*°
Output : RoundKey RA; (i =0 to 13 or 17 )
1 IFx™
Pori =0to 13
K = KK,

2

3

4 RK, = K;pos
5 Else if

6 For i = 0 to 17

7 K = KJIK|K|K,
8

9

REK; = Kjnoas
Return RK
RKy® ¢y l |
63 62 61 60 @ 321 9
‘ 7~0 X[0)
; . X[1,
r Rounds — 78 o
RK; ., @ ciy 23~16 X[2)
o
39~32 X[4)
- )
RK; @ ¢ 55~48 XI6)
63 ~ 56 X[7)

Fig. 1. Structure of PIPO Block Cipher
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Table 3. Summarized Instruction Set for Optimized PIPO in Parallel-way,
Vd: Destination Vector Register, Vn/Vm: Source Vector Register, Vt: Transferred Vector Register, Xn: Source Scalar Register

Instruction Operand Description Operation
AND Vd, Vn, Vm Bitwise AND Vd <~ Vn & Vm
EOR Vd, Vn, Vm Bitwise Exclusive OR Vd < Vn & Vm
LD1 Vd, Xn) Load one single-element Vd < (Xn)
LD1 Vd1-4, Xn) Load multiple single-element Vd1-4 — (Xn)
MOV Vt, Vn Move vector Vt < Vn
NOT Vd, Vn Bitwise NOT Vd ~ IVn
ORR Vd, Vn, Vm Bitwise inclusive OR Vd < Vn | Vm
SLI Vd, Vn, #shift Shift Left and Insert immediate Vd < Vn < #shift
SRI Vd, Vn, #shift Shift Right and Insert immediate Vd « Vn ) #shift
ST1 Vtl-4, (Xn) Store multiple single-element Xn) <~ Vt1-4
TRN1 Vd, Vn, Vm Transpose vectors primary
TRN2 Vd, Vn, Vm Transpose vectors secondary
UZP1 Vd, Vn, Vm Unzip vectors primary Vd «— Vnleven], Vmleven]
UzZP2 Vd, Vn, Vm Unzip vectors secondary Vd + Vnlodd], Vm[odd]
ZIP1 Vd, Vn, Vm Zip vectors primary
ZIP2 Vd, Vn, Vm Zip vectors secondary
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Table 4. Register Scheduling

Table 5. Register Value Alignment Code

Register Usage Remarks Pre alignment code 16-PT Post alignment code 16-PT
vOv3 PT0-7 UZP1.4s v8, v0, vl ZIP1.2d v8, V0, v4

vd-v7 PT8-15 For 16-PT only UZP1.4s v9, V2, V3 7IP1.2d v9, V2, v6
v8-v15 Register alignment | v11-v15 used multiple UZP2.4s v10, v0, vl 7IP1.2d v10, v1, v5
v11-vl7 S-layer, R-layer purpose UZP2.4s v11, v2, v3 ZIP1.2d v11, v3, v7
v29-v31 S-box value v31 used for multiple UZP1.4s v12, v4, v5 71P2.2d v12, v0, v4

v31 round key purpose UZP1.4s v13, v6, v7 ZIP2.2d v13, v2, v6
x0-x2 pointer address UZP2.4s v14, v4, v5 71P2.2d v14, v1, v5
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UZP2.4s v15, v6, v7
UZP1.8h v0, v8, v9
UZP1.8h v1, v10, vi1
UZP2.8h v2, v8, v9
UZP2.8h v3, v10, v11
UZP1.8h v4, v12, v13
UZP1.8h v5, v14, v15
UZP2.8h v6, v12, v13
UZP2.8h v7, v14, v15
UZP1.16b v8, v0, v1
UZP1.16b v9, v2, v3
UZP2.16b v10, v0, vl
UZP2.16b v11, v2, v3
UZP1.16b v12, v4, v5
UZP1.16b v13, v6, v7
UZP2.16b v14, v4, v5
UZP2.16b v15, v6, v7
TRN1.2d v0, v8, v12
TRN1.2d v1, v10, v14
TRN1.2d v2, v9, v13
TRN1.2d v3, v11, v15
TRN2.2d v4, v8, v12
TRN2.2d v5, v10, v14
TRN2.2d v6, v9, v13
TRN2.2d v7, v11, v15

71P2.2d v15, v3, v7
ZIP1.16b v0, v8, v10
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Fig. 3. Register Alignment Structure
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Table 6. Comparison Result Table (Unit: cpb), 8: 8-PT in
Parallel-way, 16: 16-PT in Parallel-way, I: Least-alignment

T Ref. C This This This This
ype et work8 | work16 | work8l work161

64/128 34.6 12.0 6.3 8.2 3.9

64/256 44.7 15.6 8.1 10.2 48
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