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ABSTRACT

As the IoT (Internet of Things) era is activated, a lot of information including personal information is being transmitted through
[oT devices. For information protection, it is important to perform cryptography communication, and it is required to use a lightweight
security protocol due to performance limitations. Currently, most of the encryption methods used in the security protocol use RSA
and BCC (Elliptic Curve Cryptography). However, if a high performance quantum computer is developed and the Shor algorithm is
used, it can no longer be used because it can easily solve the stability problems based on the previous RSA and ECC. Therefore, in
this paper, we designed a security protocol that is resistant to the computational power of quantum computers. The code-based crypto
ROLLO, which is undergoing the NIST (National Institute of Standards and Technology) post quantum cryptography standardization,
was used, and a hash and XOR computation with low computational consumption were used for mutual communication between IoT
devices. Finally, a comparative analysis and safety analysis of the proposed protocol and the existing protocol were performed.
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Table 1. Experiment Environment

Raspberry Pi B+
CPU ARM Cortex-A53@1.4 GHz
Memory 1GB LPDDR2 SDR&AM
0S Raspbian

Table 2. Comparison of Timings (in ms)

Key gen Enc Dec
mceliece348864 1780.94 0.84 247.94
mceliece460896 3864.43 2.52 630.32
nts_kem 12 64 291.66 1.28 9.8
bike-1 CCA 3.40 3.46 19.14
bike-2 CCA 37.86 1.86 16.11
bike-3 CCA 1.88 3.81 18.26
hqc-128-1 50.65 9.02 15.30
rqc-128 2.64 4.65 27.03
LEDAcrypt PKE 1-2 4123.01 43.21 44.81
rollo-1-128 8.19 1.21 4.27
rollo-11-128 73.94 6.89 19.84
rollo-111-128 1.67 2.62 3.98
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Device Server

Enc(Dia, N3, TS, PW) |

Verify D;jgwith PW
Encp(D;q, ACK, TS)

Verify ACK

| Encs(Sia, Np)

Fig. 1. Kumar S. Roy’s Registration Phase
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Device Server

Encs(Dig, Sia) Na, TS)

Generate PW
ACK =Ny +1

| Encp(Dig, Siq, ACK, PW)

Verify ACK

| Encs(Dia, Sia, Na, PW)

Fig. 2. Kumar S. Roy’s Authentication Phase
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Table 3. Notation

Notation Meaning
Req Request message for registration
Enc, Encrypt with server’s public key
Dec, Decrypt with server’s private key
Dy, Device id
Sia Server id
N, Ny Nonce value
s Time stamp
PW Password
PWerny Temporary password
h Hash function
DB Database
SK Session key
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Device Server

Req = Encs(D;q, Na)
Req

(Dig, Ny) = Decs(Req)
Generate PW
¢; = Encp(PW,N,)

C1

(PW,N,) = Decp(cy)
If Ny is same
Securely Store PW

P; = h(PW®N,)

Py

VerifyP;
Securely store (D;q, PW) in DB

[

Fig. 3. Proposed Protocol’s Registration Phase

Device Server

Generate Ny
¢z = Encs(Djq, Np)
P, = h(PW|Ng)

¢, Py

(Diq, Np) = Dec(cz)

Find PW and PW;epmy,

Verify P,

Update DB PW; ey = PW
Update DB PW,,,,, = PW®Np

Py = h(PWpew)
Py
Verify P3
Update PW,,,,, = PW@®N;
= h(PM/neWQDid)
SK = h(PWpew|Dia)
Py
VerifyP,

Update DB PW;mp = NULL
SK = h(PWnewlDid)

I
Fig. 4. Proposed Method’s Authentication Phase
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Table 4. Parameters for ROLLO-II and Niederreiter

Security level | Public key Secret key
ROLLO-III 128-bit 1941 bytes 40 bytes
Niederreiter 128-bit 114,125 bytes | 22,750 bytes
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Table 5. Experiment Environment

Intel NUC
CPU Intel Core i5-8259U@3.80 Ghz
Memory 32GB RAM
0S Ubuntu 18.04.3 LTS

Table 6. Performance in ARM Processor (in ms)

Registration Authentication

Proposed Protocol 82 41
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Table 7. Performance in Intel Processor (in ms)

Registration Authentication

Proposed Protocol 4.5 2
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Table 8. Comparison of Encryption Count

Registration Authentication

Kumar S.Roy’s Protocol 3 3

Proposed Protocol 2 1
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