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ABSTRACT

Due to the development and increased usage of Internet services such as IoT and cloud computing, a large number of packets are
being generated on the Internet. In order to create a safe Internet environment, malicious data that may exist among these packets must
be processed and detected quickly. In this paper, we apply MongoDB, which is specialized for unstructured data analysis and big data
processing, to intrusion detection system for rapid processing of big data security events. In addition, building the intrusion detection
system(IDS) using some of the private cloud resources which is the target of protection, elastic and dynamic reconfiguration of the IDS
is made possible as the number of security events increase or decrease. In order to evaluate the performance of MongoDB - based IDS
proposed in this paper, we constructed prototype systems of IDS based on MongoDB as well as existing relational database, and compared
their performance. Moreover, the number of virtual machine has been increased to find out the performance change as the IDS is
distributed. As a result, it is shown that the performance is improved as the number of virtual machine is increased to make IDS distributed
in MongoDB environment but keeping the overall system performance unchanged. The security event input rate based on distributed
MongoDB was faster as much as 60%, and distributed MongoDB-based intrusion detection rate was faster up to 100% comparing to the
IDS based on relational database.
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Table 3. Various Database Server Configurations

Environment CPU RAM otE Database
of VM

Environment 1R | 8 Core | 16 GB 1 MariaDB
Environment 2R | 4 Core | 8 GB 2 MariaDB
Environment 3R | 2 Core | 4 GB 4 MariaDB
Environmen 4R | 1 Core | 2 GB 8 MariaDB
Environment 1IN | 8 Core | 16 GB 1 MongoDB
Environment 2N | 4 Core | 8 GB 2 MongoDB
Environment 3N | 2 Core | 4 GB 4 MongoDB
Environment 4N | 1 Core | 2 GB 8 MongoDB

Aol ARget 25, HojgHjo]A il Bfo]H e
of thgt FE= Table 49+ Zth

Table 4. Usage Program

Type Name Version
Language Python 2.7.12
Database MongoDB 3.2.14
Database MariaDB 10.3.18

Library PyMongo 3.5.1
Library PyMySQL 0.7.2
Engine Spider Storage Engine 10.3.18
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Table 5. Security Event Store Time (sec)

Evs(;ctugittgre Ist Store S%:)l?e 3rd Store | 4th Store
Environment 1R | 17,516 17,545 49,127 | 130,851
Environment 2R | 41,472 | 41,296 | 110,277 | 295,008
Environment 3R | 69,002 | 70,432 | 194,223 | 516,238
Environment 4R | 231,648 | 227,025 | 625,274 |1,664,313

Environment IN | 12,488 12,728 36,144 101,168

Environment 2N | 11,355 11,253 34,426 97,581

Environment 3N | 10,984 10,865 32,957 94,802

Environment 4N | 10,579 10,410 30,521 91,548
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Comparison of Time to Storage Security Event for Environment 1R and
Environment 4N
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Fig. 5. Comparison of Time to Storage Security Event for
Environment 1R and Environment 4N
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Table 6. Intrusion Data Detection Time (sec)

Intrusion Lst 2nd 3rd 4th
Data Detection Detect Detect Detect Detect
Environment 1R 94 183 397 948
Environment 2R 101 204 425 1,120
Environment 3R 165 322 658 1,582
Environment 4R 247 492 994 1,869
Environment 1N 40 150 240 629
Environment 2N 37 139 221 576
Environment 3N 35 129 208 547
Environment 4N 34 125 203 513

Comparison of Time to Detect Intrusion Data for Environment 1R and
Environment 4N
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Fig. 6. Comparison of Time to Detect Intrusion Data for
Environment 1R and Environment 4N
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