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ABSTRACT

Anomaly login detection is an essential element for protecting corporate data and building a secure system.
When an attacker enters the correct password and successfully logs in to the server, the attacker begins
looking for meaningful information in the system. At this time, by detecting anomaly login behavior of the
account and restricting or revoking the privileges of the account, system loss can be reduced. In this study, a
data preprocessing method was studied to improve the anomaly login detection performance by using the login
log. We generated frequency headers for each event by calculating the number of times the same event repeats
based on the source user, source domain, source computer, destination user, destination domain, destination
computer, authentication type, logon type, authentication_orientation, and login success/failure. And one-hot

encoding was performed on the data of the source user, destination user, authentication type, logon type, and
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frequency header. After encoding, 6 anomaly detection algorithms (ABOD, HBOS, IForest, KNN, LOF,
OCSVM) were applied to compare before and after applying the proposed method, and the AUC was 43% or

more (up to 50%), and the TPR was 86% or more. (up to 93%) performance was improved.
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2 AW, Active Directory A el $3]%l 2l
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(Attribute) & F13EE T-E3lq g 24 A gle
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3k o] e d=ve ESACE AL

time-> 227} FAE AR vehlie] 125 A
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user@domain- 2115 A Edhe FUA] AREAY
7} Edglo] 37, destination user@domain< E=2F
Al ARgAE E_Uﬂﬂ‘ﬁO]E} source computerS}t
destination computer> Z9X] ZFE|e} =2A] 7F
E]E yephdc}l  authentication type> Negotiate,
Kerberos2} 22 Q15 135 2J7Igk) logon type->
A= 232 §3S Jepdch  authentication
orientation< REI1Z/RTQ X /‘LEHE el
success/failure= 2181 AA3yAls)] o455 jepdch

E 2. 34 a9 209 £4 4 oA
Table 2. Attributes and examples of attack login logs

Attribute Examples
time 151648 151993
user @domain U748@DOM1 U6115@DOM1
source computer C17693 C17693
fj::;i‘:: C728 C1173

B 1. 9% 209 £4 2 o
Table 1. Attribute and examples of the authentication log
Attribute Examples
time 1 1
souree 1 c625$@DOMI1 | C653$@DOMI
user @domain
destination U147@DOM1 | SYSTEM@C653
user @domain
source computer C625 C653
destination 625 C653
computer
authentication type Negotiate Negotiate
logon type Batch Service
henticati
autl .entlcz.ltlon LogOn LogOn
orientation
success/failure Success Success
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3.5.1 X4t Hlo|gf XMx2|

A dlolEle] SIS E 39} o] AAElE )
t}. source_user@domain, destination_user@domain
#||t]=- source_user, source_domain, destination_user,
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Table 3. Normal data preprocessing

Before After

time time

source_user

source_user @domain

source_domain
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Before After

destination_user

destination_user @domain — -
destination_domain

source_computer source_computer

destination_computer destination_computer

authentication_type authentication_type

logon_type logon_type
authentication_orientation authentication_orientation
success/failure success/failure
- positive

E 4. vga dele] AAe
Table 4. Abnormal data preprocessing

¥ 5. 2F 34
Table 5. Group header

Group header

source_user

source_domain

destination_user

destination_domain

source_computer

destination_computer

authentication_type

logon_type

authentication_orientation

success/failure

Before After

time time

source_user

source_domain

user @domain —
destination_user

destination_domain

source_computer source_computer

destination_computer destination_computer

authentication_type authentication_type

logon_type logon_type
authentication_orientation authentication_orientation
success/failure success/failure
- positive
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12]37 [source_user, source_domain, source_computer],

[destination_user, destination_ domain, destination_
computer] - A &9lollA] WE Folgh 4l 7
7t 2S5 7o g Ho] source_user?} destination_

user?t QlFHol 283kt Aapr o m AL AL
A3l S5 WS AlA kL & 63} 22 ql=d §H
= TAske] alR seel Hal -3t = (One-hot

Encoding)< G343l c) £ =ollA AMgsl= o]
Bl Al AR o] Folxl A3 dlolelr) obd
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<A-3k =z NUHe| Sell~E N2l o] S1-3t wg
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X2 whge] Al st 92 12 vezl 02
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SYSTEMS] A 7k#] W32 7lxw €625 100,
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(Confusion Matrix), &%(Accuracy), 25E(FPR,
False Positive Rate), AES(TPR, True Positive
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Tab

le 6. Encoding header

Encoding header

source_user

destination_user

authentication_type

logon_type

frequency

Rate), AUC(Area Under the Curve)S AM-3}3ich
o3 WP T 72 vepd 4 ek 27 P
A A|(Actual Class)2} o|Z(Predict Class)2] A=
51913 4 Q= Welolch. & AT HE do]
o F 09 delelE dEshe o] Edelnz
Positives B[4, Negatives FAFo= Adrgic) A
A2} o Zo] FU3FH True, 5U3HA] 2221 False=
Fedgic}, TP AAZ ARl 218 BIAAFS R o
g7, FP= AAIE AR A& vdAko s o553t
FN-2- AAR vAdel 78 AR o534,
TN AAR A2 AL Ao 53 55 et

—
[o}]
O

le 7. Confusion Matrix

Actual Class

Positive (1) Negative (0)

Positive (1) True Positive | False Positive
Predict (TP) (FP)

Class . False Negative | True Negative
Negative (0) (FN) (TN)

A= A o)A &% AFfol|A] AHAFS AHAFo

2, HAARS vAARe R ol &3 8-S el 5
A ()7} ko] Atk

) B TP+ TN o
COUTacY = T rp L TN+ FP+ FN

FPRE 5HE AALZ G4kl 248 wigakez %
2 o2 u5E hehlle] 54 )9} Rlo] Ak,

P
| = —— 2
EPR= Tp N @
TPR-2 AHE=E A & AN Z A o=

g WlgE vehe] 4] 3)3) 2ol Al
62

P
PR = TP+ FN ®

AUC+= ROC curve (Receiver Operating
Characteristic curve)?] ol H4& YepfEs 3]o]
t}. ROC curve= FPRE x5, TPRS y5 o2 e}
W elzole). ofu) AAEE curve] ol W]
AUCE 0] 1o] 7he4g 25 wale] Ako] £
ohe A ejulae

v. & 8

Ay 42 % 89 o 7MY dl=F PCel
CentOS 7.9 FAAAIE A =|5te] 2lefalole]. Z2A)
4] Intel(R) Xeon(R) CPU E5-2667 v4, v|mz]l=
20GBE &3lgict. 1232 AR§- ?lo] 2= Pythons
283153t Python 2lo]Bei2]4l PandasE o]-4-5}¢]
tlole] 5 A2|a}3la, PyOD 2o]Hei2]e] o|4} &4
de]ES 83l

Table 8. experimental environment
=3 AA CentOS 7.9
ZZAA Intel(R) Xeon(R) CPU E5-2667 v4
v 52] 20GB
ARE- 2l Python
A4 2lo)B7E] Pandas, PyOD

4.1 ol BIX| =

£ Xéﬂl*ii ol B darzlgell AR Tt
B Auel = srfel s <13t QlzmdE gt
¥ *a"é s 7311~ Holge Ak iy A8 A s
A=A el et -3 TS e § Al
?'é?‘f& A g Ak ] A8 F Al Hst

4.1.1 ol EHX| ¢12|E mi2ta|g

PyOD zle|Hej]e] o] ©7] dxelE Sl
ABOD, HBOS, IForest, KNN, LOF, OCSVM?] 67}
A darE]Es ARSslsdel 7 o] o] el
AARe % 99} #rh ABODY  IEv|EE
contamination, method, n_neighbors®] Al 7}A| & -
A=le] i) contamination< Hlo]E] Al o3 Aw
£ vebdch Z dlele] A9 o] d=] vlgoln A4y
(0., 0.5) %5 71k 24 F<(decision function)el]
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Table 9. Parameters of anomaly detection algorithm

Algorithm Parameter

contamination=0.1, method="fast’,

ABOD
© n_neighbors=5

alpha=0.1, contamination=0.1, n_bins=3,

HBOS tol=0.5

behaviour="0ld’, bootstrap=False,
contamination=0.1, max_features=0.5,
max_samples="auto’, n_estimators=10,
n_jobs=1, random_state=None, verbose=0

IForest

algorithm="auto’, contamination=0.1,
leaf_size=30, method="largest’,

KNN metric="minkowski’, metric_params=None,
n_jobs=1, n_neighbors=100, p=2,
radius=1.0)

algorithm="auto’, contamination=0.1,
leaf_size=30, metric="minkowski’,
metric_params=None, n_jobs=1,
n_neighbors=300, p=2

cache_size=200, coef0=0.0,
contamination=0.1, degree=3,

OCSVM | gamma="auto’, kernel="rbf’, max_iter=-1,
nu=0.5, shrinking=True, tol=0.001,
verbose=False

LOF

A3 JARNE Aelskr] sl " (fitting) 3 wf AHS-
=t} n_neighborst k neighbors #2]ol] 7] EH o7
AR o] 5 vehdit)h. Aol rlEgiow
105 71Xtk method= HaE|Eol AREE vl isE
el faste} defaults ZHOZ 7FXIth fast+= fast
ABODZ ¥# ¥31E°] n_neighbor? 723k},
default+= original ABODE X& & ¥ EE v
slel &7} 128 4 leh vl s7He] kel el
ok sje}ele] Aw-e pyoD mel A% o] A|e)A
sele] FPsale), 7} Qkaelze] sepvle] F 71 3t
o] ohd ghe WAF eirle Ant chew} 3w,
HBOS (n_bins = 3), IForest (max_features = 0.5,
n_estimators = 10), KNN (n_neighbors = 100), LOF
(n_neighbors = 300)

il

4.1.2 ®Mek Wy Mg H MY

A 2 o] Ak WS 4] @ 7 o]
A A dare]ES AeeEgkth & 59 2F &Y
o frequency dtlE Egsle] 1170 el sl <l
Y dlofe] el 7} o]} ] duFE A4
A= £ 10, 113} Zch

67 ¢w2]Z F 0CSVM &xe|&2] TP~} 3071
2 7P wokARE 3 AIZRE o 29,672% 2 8417

E 10, AE ] AL A ol A A (3 @)
Table 10. The result of performing an anomaly detection
before applying the proposed method (confusion matrix)

TP FP FN TN
ABOD 0 0 212 14788
HBOS 16 1374 196 13414
IForest 4 1405 208 13383
KNN 14 278 198 14510
LOF 14 1738 198 13050
OCSVM 30 1384 182 13404

1435 A7} 2o A v S9)E 7 wel &4
ghe| vl w9 2 A|zle] Al

A& % (Accuracy) & T duE]Ee] 87% oAk
Aes HolFo] vmx] ke AFoR Hoxwt
AUCE ®H 0.46~0.52 Ale]9] Fho] ve} Ago] &
7] 53 & S glsich AYE(TPR)-> OCSVMell
A 7P =2 e HAFAN 14% Eo)%ick

11, AlEw AE A ol wH A3 (e AH)
Table 11. The result of performing an anomaly detection
before applying the proposed method (performance
indicators)

Execute
Time Accuracy | AUC | FPR | TPR
(sec)
ABOD | 15412.44 0.99 0.50 0.00 | 0.00
HBOS 72.51 0.90 0.49 0.09 | 0.08

IForest 259.51 0.89 0.46 0.10 | 0.02

KNN | 16914.36 0.97 0.52 0.02 | 0.07

LOF 223.84 0.87 0.47 0.12 | 0.07

OCSVM | 29672.17 0.90 0.52 0.09 | 0.14

4.1.3 i gy Mg Ay

B dge] AljE S A8sle] i 69] 1= 3
2 gt dlole] Alof| 7t o] ©A] daE]5S
A3 A= % 12, 1337 3k

HBOS®} LOF, OCSVMGellA] TP7} 212702 AlA|
vy y9E w5 gAEsich

B (Accuracy) = 2T 89% o|Ake] Ao Ko
Fock 8 A= 1.8ui~4.68] o]k ARl
AUC= HBOS7} 0.49¢14] 0.96, LOF7} 0.47°1|4]
0.98, OCSVM®] 0.52¢14] 0.96 2.2 ZA AR 7
o7 Jehdrth  AHEHS(TPR)E HBOS®} LOF,
OCSVMellA o)A Algellx= 0.08, 0.07, 0.14°]%]
= Alg Wi oA B 12 v} mE AlA vA

63

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *22-01 Vol.47 No.01

A B91E nlA W92 olSshe AT ek

E 12, AWy A8 F ol wA A (2 P
Table 12. The result of performing an anomaly
detection after applying the proposed method (confusion
matrix)

TP FP FN TN
ABOD 0 0 212 14788
HBOS 212 1239 0 13549
IForest 5 1448 207 13340
KNN 0 20 212 14768
LOF 212 727 0 14061
OCSVM 212 1239 0 13549

E 13, Alt v AL F ol ¥ 23 (e A1)
Table 13. The result of performing an anomaly
detection after applying the proposed method (performance

indicators)

Execute
Time |[Accuracy| AUC FPR TPR
(sec)

ABOD |3363.22| 0.99 0.50 0.00 0.00
HBOS | 37.65 0.92 0.96 0.08 1.00
IForest | 142.08 0.89 0.46 0.10 0.02
KNN [4576.41| 0.98 0.50 0.00 0.00
LOF 98.14 0.95 0.98 0.05 1.00
OCSVM [9675.56 | 0.92 0.96 0.08 1.00

V.3 E

3, & 38, HlEg Fr]e] g 2l &9
= Hate] wAAr 291 3915 6719
Y 52 2372]Z(ABOD, HBOS, IForest, KNN,
LOF, OCSVM)< AHg3le] ex]sisdl. Alqk why
AL Az} F2 w|wsle] AUCTE 43% o AHEH
50%), TPR®] 86% XA 93%) Ad-5°] 4 A
< 213 4= 9Jgirk 53], HBOSS} LOF, OCSVM
2] AUC7} 0.96, 0.98, 0.96 .7 =5 96% ©]4k2] %t
S BoJFG 3, TPRE 7§ 2% 1.02% 100%2] A
o HofFo] £ A9 dHleld] AA7] wiye] a3}
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