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ABSTRACT

As the network is getting large and complex with massively connected endpoints, the security threats from
malicious adversaries have continuously increased. Various testing methods have been developed for the prior
security evaluation of a target network to derive a series of strategic attack actions that we call Course of
Action (COA) by emulating real active adversaries. However, current attack COA techniques require extensive
human effort and cost, especially for large and complex networks, and the need for autonomous attack COA
on the uncertain state of the target network has emerged. In this context, the reinforcement learning-based
approach is regarded as a promising solution. This paper introduces an overview of the state-of-the-art research

in RL-based attack COA strategies with the remaining limitations.
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