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Channel Restoration Scheme to Improve Performance of
Adaptive-Fast Frequency Hopping Remapping under Multiple
Access Interference
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ABSTRACT

In Non-Terrestrial Networks (NTNs) utilizing frequency hopping, adaptive-fast frequency hopping remapping
(A-FFHR) is an anti-jamming technique that performs remapping to other available channels, excluding the
jammed channel, when a jammed channel occurs[1]. The A-FFHR determines which channels are jammed by
measuring the number of consecutive collisions a channel has, and ignores channels with collision count below
the jamming threshold to avoid unnecessary remapping. However, in an environment with multiple access

interference (MAI) due to overlapping UAV cells during a military operation, the number of collisions on a
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channel with MAI can also be above the jamming threshold. The A-FFHR mistakes this channel for a

jamming channel and unnecessarily excludes available channels, and the reduced number of available channels

further increases MAI, causing remapping, leading to the cascading pulse collision probability problem. To

solve this problem, we propose a channel restoration scheme that utilizes guard time and idle slots to detect

nonjamming channels among excluded channels and recover them to available channels. The performance of

the proposed scheme is compared with the existing A-FFHR through simulation, and it is shown that the

proposed scheme can effectively solve and reduce the problem of increasing the probability of cascading pulse

collisions in A-FFHR.
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Algorithm 1 Jamming Counter Algorithm
1: Input: Current FHP
2: Qutput: C
3: procedure JAMMING COUNTER(Current FHP)

4 Initialize Cy, previous channel, count

5 while current slot do

6: if a channel is collied then

7: if the channel is the previous channel then
8 count += 1

9: else

10 count = 1

11: end if

12: if count is above 3; then

13 add the channel in C'y

14: end if

15: previous channel is assigned the collided channel
16: else

17 count = ()

18: previous channel is initialized as none

19: end if

20 end while

21: Return Cjy

22: end procedure

72! 2. Jamming counter ¥¥E|E] AlFE=
Fig. 2. Pseudo code of the jamming counter algorithm
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Algorithm 2 Jamming Detector Algorithm

1: Input: Copar, Delay range, Detectable quantity

2: Output: Set of channels to restore

3: procedure JAMMING DETECTOR(C jio1qi, delay range, detectable quan-
tity)

1 Initialize C'j, Ceandidate, count, detector

5 Assign a channel randomly selected from Crondidate t0 Copeck for the
Detectable quantity

6: while current slot do

7: for channel ¢ in Cepeer do

8: Select another channel from the overlapping net within the delay

range for comparison
9: if ¢ is the selected channel or a jamming channel then
10: detector[c] +=1

n: end if

12: end for

13: for channcl ¢, count in detector do

14: if count is greater then 3, then

15: add ¢ to set of channels to restore
16: end if

17: end for

18: end while

19: Return Set of channels to restore

20: end procedure

2| 4. Jamming detector LE|EL] AlFE
Fig. 4. Pseudo-code of the jamming detector algorithm
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