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ABSTRACT

With the advancement of information and communication technology, it has become important in modern
warfare to connect weapon systems into a single network and shorten the time required for surveillance,
reconnaissance, decision-making, and precision strike processes. However, when configuring a Tactical Ad-hoc
Network in a battlefield where it is difficult to receive support from a backbone network, there is a problem
in that it is difficult to provide end-to-end real-time tactical services such as voice or video with stable

performance due to changes in frequency characteristics and topology. Researches are being conducted to
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reflect various elements required for networking into protocol operations by utilizing AI and ML technologies,

but no networking technology has been proposed that considers the quality of real-time services in a tactical

ad-hoc environment. In this paper, we propose an Al-based real-time traffic transmission path reliability

assessment technology applicable to tactical ad-hoc terminals. In this paper, it is demonstrated through

experimental results that performance of real-time service is improved when the reliability assessment of traffic

transmission paths based on an Al model is applied and the routing paths are proactively switched.
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Wideband Network
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Table 1. Learning Settings of AI Model for Routing Path
Reliability Assessment

Parameter Value
The Number| Wideband 676
of Data | Narrowband 471
Data Usage Learning 80%
Validation 20%
Sequence Length 8
Batch Size 16
Epoch Length 300
Loss Function Mean Squared Error
Optimization Function | Adam (Learning Rate : 0.001)
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Table 2. Simulation Parameters for Evaluating Routing
Path Reliability Assessment Scheme in Wideband Network

Configurations Value
The
Number 10
of Nodes
The
Number 2 (Main and Alternative Paths)
f Path:
Topology o TS
* Moving Node : One of the nodes
located on the main path
Mobility 'Movmg. Tlme. : During Traffic
Generation Time
» Topology Restoration : During
Traffic Pause Time
* Traffic Generation Time : 10 min
* Traffic Pause Time : 10 min
Traffic * The Number of Repeat (Generation/
.. Pause) : 8
Characteristics

* Packet Size : 800 bytes
* Packet Generation Rate : 10
packets/sec

* Path Loss
*Random Attenuation : 0~1 dB

Signal Attenuation

« Existing Scheme : Upon route
Criterion to error message is received
Switching Routing | * Proposed Scheme : When path
Path reliability is below 0.2 (Moving
Average Window Size : 3)
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Table 3. Simulation Parameters for Evaluating Routing
Path Reliability Assessment Scheme in Wideband Network

FH

. Response Time Packet Average
Routing .
Scheme for Route Delivery | E2E Delay
Breakage (sec) | Ratio (%) (sec)
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Table 4. Simulation Parameters for Evaluating Routing
Path Reliability Assessment Scheme in Narrow Network

Configurations Value

The
Number 8
of Nodes

The
Number |3 (Main and Two Alternative Paths)
of Paths

Topology
* Moving Node : One of the nodes

located on the main path
* Moving Time : During Traffic
Generation Time
» Topology Restoration : During
Traffic Pause Time

Mobility

* Traffic Generation Time : 17 min

* Traffic Pause Time : 3 min

* The Number of Repeat
(Generation/Pause) : 7

* Packet Size : 500 bytes

e Packet Generation Rate : 2
packets/sec

Traffic
Characteristics

* Path Loss

Signal Attenuation *Random Attenuation : 0~1 dB

« Existing Scheme : Minimum link
Criterion to quality of routing path is below
Switching Routing | threshold
Path * Proposed Scheme : When path
reliability is below 0.3
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Table 5. Comparison of Route Breakage Response Time,
Packet Delivery Ratio, and Average E2E Delay According
to The Application of AI Models in Narrowband Network

Rout
Brezlliae . Packet Average
Routing Scheme < Delivery | E2E Delay
Response | potio (%) | (sec)
Time (sec)
Al Enabled 1)) 1 97.45 3.778
Routing
Existing Routing
(Min Link -10.54 97.00 3.765
Quality = Mid)
Existing Routing
(Min Link 142.57 93.60 3.885
Quality = Low)
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