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ABSTRACT

SQL injection is a major security threat in web applications. Existing detection methods are limited by a
structural trade-off: fast detection comes at the cost of lower accuracy, while higher accuracy results in slower
detection. To address this, we propose a two-stage detection (TSD) framework that combines pattern matching
in the first stage with machine learning in the second stage. In the TSD framework, known attacks are rapidly
filtered through pattern matching, and undetected queries are analyzed in detail using a machine learning
model. Experiments using the Kaggle SQL Injection Dataset showed that TSD consistently increased recall
across all models (Random Forest, Support Vector Machine, Logistic Regression XGBoost) compared to
standalone machine learning, while also reducing detection time. This paper presents a practical solution for
real-time SQL injection detection that simultaneously improves recall and reduces detection latency. Future
work will focus on enhancing the practicality through online pattern updates and the expansion of datasets to

address diverse attack scenarios.
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Algorithm 1: Two-Stage Detection Framework

Input: SQL Query query, Trained Model model
Output: Classification Label (0: Normal, 1: Attack)

attack_detected <— pattern_matching(query, pattern_list)
if attack_detected == 1 then

return 1
end if // Pattern Matching

// Feature Extraction
query_length < len(query)
special_char_count <— 0

for each character ¢ in query do

Hocisin | -, °, " 0 B %P ) then
special_char_count<— special_char_count+1
end if
end for

keyword_count < 0
for each keyword in { 'SELECT’, "DROP’, "UNION’,
’INSERT’, 'DELETE’, "UPDATE’ } do
if keyword is found in query then
keyword_count < keyword_count + 1
end if
end for

feature_vector <— [query_length, special_char_count,
keyword_count]

// Machine Learning Prediction
prediction <— model.predict(feature_vector)

return prediction

o5 T o Helshe= uiAolck AlgkE TSD =4
A ZE= w2 Setids) 2o ] AR s T
Ask 5= gl fAAel Bat djgke 7 3hgE = gl

3.4 Hlo&] ME

. =tol|x= KaggleollA] A3-5= SQL Injection
dlole] AEE AFS3l9itkKaggle SQL Injection
Dataset). 3% dlo]e] AlE+= A4 SQL 2|e} vkt
Sele] SQL A1) 24 #1012 Esk slem, g
7%l A5 7 918 dlolE AHRE Al

3.4.1 Hio|H ME 74
E E=ollA ARl dlelE MEx= Kaggle®l
Sajid576 SQL Injection DatasetS 7]HFS.Z A=)
th % 31,4697H2] SQL #|& o]Folx glow, o]
Z19,53770= A4 A=, 11,9327 34 == &
FElck 7F A5 Label 435 54l o7 B =hdS&
AgEb, AAH0) == FADEE Tk & o]
B AE= 3 31,4697H9] SQL F] = A= glom,
o] % 19,5371 A4 SQL #zl, 11,9327 SQL
Al 34 %qa]i BRI dlolels Ak s 913
]o]b' k1 101 tﬂ/\]gi\/] Utﬂo] zq/xl—fli_lglg],
LRy ?431% B ow sherelal kel o 28

9 4 Ik & AT o] Hlole] AES S ko
SHE) o) i) e ehd 7P wlatsk, ol 4
g 29l 9 melglelas] 94 A Wrhsitek

342 FL BX| EM W A &

3ol A SQL )
7 T8 lE‘7‘](feature)<>ﬂ 7|uksle
 #AE ERE

o] Al 7Ix] §4-2 el Zol(query_length), S
Z} 74 (special_char_count), 123 SQL "2 7l
(keyword_count)]™, zF 432 3 11 A e]=]e] 9f

WA, ] del= el AA £Apde] Hels 4‘4

e ghos, A4k Fele AR 72t Jeslar gk
ubd B|AA Fele clekslk 93] vlAly) Balkgl =g
TES 2R ] Horh o] A vpehds AF
o] o)}, o]g} e Exe SQL ARl A Ex]ollA]
T8 i 7] "k

A, Sk 7l SQL 2] el S8l
& 55K 5 0 0 1 e 2 RS 2R
SQL A4 FAelA = Al =] 555 WA
Z7} =] A sy 98l SRt |l
el AL weld, Fe] Wl SaEaje] At
Wesg w712l o] B % 5 gl

AR, SQL ¥®e] 7H4= SELECT, DROP,
UNION, INSERT, DELETE, UPDATE 5 ¢|34]o]
=o SQL Uﬂi‘ﬂzﬂg] =3 g s o u]ﬁhﬂr :Lﬁ;(]J:
“12] SQL el Mo 4sied vl 4,

Nz Ak o] tlekgl okold] Eale whAlel 4 glu)
o] afiol, s edole] 4l W 4] Wl 2]
GAellA] B3]l 7]e] Hr

o]& Al 7HA] featurex= Algorithm 1|4 =€ =2
FEEH, ¥ 249 glEgiem Al & 1
7+ 5732] Ao} o]5o] SQL Al 4 EAlelA
Yhe s Qofste] Holdch

1z

OH

A 9 wge A
44 Aelsh vy

i)

H‘

SQL /\1-01 ;:17:] E]—z] o]] /\]_Q_E 2,4__3_ E}l_\,], /HU:]
Table 1. Ma]or Features and Descriptions for SQL
Injection Detection

Attribute Name Description

Query Length Length of the SQL query string

Special Char Number of --, ;, ”, °, /*, */ in the
Count query

SQL Keyword Occurrences of SELECT, DROP,
Count UNION, etc.
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Table 2. Comparison of SQL Injection Detection Performance on the Test Dataset

No. | Detection Method Detection Performance Detection Time
Accuracy Precision Recall F1-score (ms)
1 PM 81.06% 69.65% 86.03% 76.98% 3.64 + 0.30
2 ML-RF 95.10% 94.54% 92.00% 93.25% 3571 = 0.67
3 TSD-RF 83.46% 70.67% 94.11% 80.72% 21.73 + 0.74
4 ML-SVM 76.94% 82.29% 47.58% 60.30% 583.01 = 7.37
5 TSD-SVM 81.21% 68.23% 91.61% 78.21% 32223 + 4.12
6 ML-LR 76.16% 76.14% 51.32% 61.31% 0.18 + 0.02
7 TSD-LR 81.21% 68.18% 91.78% 78.24% 3.89 + 0.26
8 ML-XGBoost 95.00% 94.40% 91.87% 93.12% 1.73 + 043
9 TSD-XGBoost 83.44% 70.69% 93.98% 80.69% 6.89 + 0.46
PM:Pattern Matching, ML-:Machine Learning-based, TSD-Two-stage SQL Injection Detection-based,
Detection Time measured with 100 iterations, test set size = 6184
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