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ABSTRACT

The Device that include modules used within a nuclear power plant is regulated to employ static memory
rather than dynamic memory, as per the U.S. NRC (Nuclear Regulatory Commission) regulatory requirements.
Therefore, this research proposes a deep learning-based attack detection system to identify normal and abnormal
states in accordance with changes in static memory usage. The proposed system visualizes time-series data of
memory usage using Markov Transition Field (MTF) and employs LSTM Auto-Encoder (AE) for attack
detection. It further proposes a model to classify attack types by visualizing the reconstructed data and
analyzes its performance. The analysis results demonstrate that the proposed system effectively detects and

classifies attacks in static memory systems.
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