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ABSTRACT

This study presents the implementation of a TOTP-based multi-factor authentication system to address the
security vulnerabilities of single-factor SSH authentication. More than 65% of SSH servers worldwide rely solely
on password authentication, making them vulnerable to brute-force or man-in-the-middle attacks. Existing
OpenLDAP-based SSH multi-factor authentication systems using TOTP process a password and a TOTP passcode
as a single concatenated string, which hinders identifying the cause of authentication failures and limits the
combination of various authentication factors. The proposed system separates primary and secondary authentication
by implementing an OpenLDAP extended operation and SSH server PAM modules independently. The
implementation enables independent verification of each authentication factor, clear identification of failures, and
flexible combination of diverse authentication methods. To reduce security risks from client-side key breaches,
TOTP shared keys are centrally managed in the OpenLDAP server. Evaluation results demonstrate OATH
compliance and broad compatibility with SSH clients and TOTP applications. The system achieved a 100%

response rate and processed 12.6 authentication requests per second in a concurrent 20-user environment.

# 2 e dEERleA Rl Ao $3EFHrKK25L5MIC]).
+ First Author : Korea Institute of Science and Technology Information, jiny92 @kisti.re.kr, %31
* Korea Institute of Science and Technology Information, {mirr, bscho} @kisti.re.kr, %3]
T3 1 202506-131-B-RU, Received June 4, 2025; Revised June 23, 2025; Accepted June 23, 2025

1788



I.M &

SSH(Secure Shell) ©]-§- #73ellA =l 84 15
(Single-factor Authentication, SFA)-2 A{# A]2~&]o]]
AZRE Bl $18E o3 4= glek e odle] w
29 A AA 2,0008F 7l o]Ake] SSH AH % 65%
olide] 9= AFHE F-8kaL = Z R FALE]
grk @ 84 QIS w9 urt Sk Fe)
v AP dis] g4 s = A A AlE
A7} H1ak 2l8el] =Fwe] il 1ol vloX(Single
Point of Security) 22 1§+ #2F4-& 7}xIc) wzA
A AlzEle] wek $18S 5] flei= SSH 3+
oME  t}84A  9l<(Multi-factor Authentication,
MFA)°] #|-g-o] HAbxlc}.

Azb 7 34 H A =(TOTP: Time-based
One-Time Password) W] F&lo] go|sle tjofst
1% AlzdellA] &g Qe TOTP= A7k 7]
Hko R ol3)g sjrmes Sl ow AR}
Y= 7]HEe] MFA “d3ellx] S22 ARgAte] s~
=5 F53lreke TOTP H~F= §lol= Al2Hel
AT ¢ Jord HS Y o ok AAR
TOTPE X33 MFAE Alel¥] 34 $1318 2417
= FAQl W] Frigle] qFEar et

OpenLDAPPIE Tl 2] Au| A2 Al Zsh=
A pL eS| R ARAL Q1 ARE T AT
2 gt 5 g7 gk SSH 21318 913 AMgA}
A X5 OpenLDAPell A4} 53 Hefstsd
oF A8l A, AHEAl e, Ae] 284 55
= 5 ok 53] o] ARgAR} of2] SSH Afniel
Ao} sz A ollA = 2 Awuie} JpE A o2 A
A& A3l Welsh= 2Bt OpenLDAP-S -8-3F
ARl 4 W=lE B3l o EeS U ol

SSH &7+ OpenLDAPS 53t 915 W2
o] Aol ®= Eatar vhgat 22 wAlde] sl w1
%], OpenLDAP 7|4k SSH 31% 3|4 TOTPS
-85k MFA S 7813)7] $leliA= AR =9}
OTP T =g shie] FAld & Agshe W2ls 4
o} T, ol 5 B, AFEA} 9= "userpass” <}t
OTP IHAFE "123456"2 ”userpasle3456”3’/} o]
ZAgsto] si¥sjof 3k

Hf]eof A aes Afs| ARSShs wAe
SSH A1 9] PAM(Pluggable Authentication Modules)
5o} OpenLDAP A2~ F=2 54 ¢lo] 83k
4= sdvke Aol stk sx|ul, MFA Alsf A] ofd
LA = Tt A5 == &

O

o

o &

o fz

o
3

Qs ek w3k i) 5 ek Q1S S4ele] A
o] olely] 1AW 84T 23] sl £
o] Zoi¥ir}.

= o] ©
SR ERLBRRE

= =ol7] S8l A=)

o i3k 7158 717+ OpenLDAP#} SSH A1H
2 Rejsle] Faishs wrle] 4 4 gl e
SSH Al¥7} TOTP H~FEZ 7HAZ3l] e
TOTP 3-f717} SSH Aol A|A=]ofo} 3l 7] -
Z2 Qg ek FHopdo] A = olrk

R =2 OpenLDAPOA S|~ =9} TOTP -~
=5 WF AAEsE, AL S me) sjame
welale] siEe 4 gla ks SRH R 7A%s)

penLDAP 7]3ke] MFA A|28lS- Aok} At
= A2l SSH Q1S A ol|4] ARl Q15 Al
ol AR 02 sjeldt 4= gl Tiefjt SSH <l
Z @49)e] F3lo] 7V5s}E 713 OpenLDAP 7|4}
o] MFA7} ZH= EAI%S sl gtk

B ade] 7)o ot Ak A, AR}
HA=e} ToTP FAAzm=E A H2lshks 7|E
OpenLDAP?| 35 55313, TOTP 3-fi7]°] T
|5 53l SSH A ellA] HhAEE & gl 7] 2o
APE sl =4, SSH Aol =Esi=
PAM <5 AAE Fa3le] 3707], 9=, TOTP
& v ol e fredshll 231 ¢ Sl MFA
=9)¢]=E AT A, OATH 57} key-
board-interactive B2]S- 3} 7|& SSH Zeleoldd
Ert TOTP <15 i3] 534S ghusiolck

= AL vhaet 2k 2%el4d= SSH 1%
w|7]U= PAM, TOTP = )7 7148 ANk} 3%
dME Tl QTS FEska, 44l E Akl
MFA A1) A W4-& drgic) 57l Al
d 3 4 2 T A AR o, 63ellA =
e 2 715 rF AAE AL 7l ARS

o}

rﬂ

Lo

(o3
o T

N

Ir o

S
ul)
=

¢

. uf &

2.1 SSH ¢I& HAHLE % PAM

SSH+= YIESZE T3l A Alxwlel A5
gt 33lyl Z2EF A, RFC(Request For
Comments) 42521 A% Q15 WSS =43t}
9= Q152 AR} D9} A9 =F g3, 3
707] 91Z& Ed25519+} ECDSA #+& vltiA] o153}
E AREste] JHQlFIe] AfE SRtk GSSAPI
(Generic Security Services API) WA Kerberos 5

1789



The Journal of Korean Institute of Communications and Information Sciences "25-11 Vol.50 No.11

i AF A AFE] AMAE SR
—,—7]—24_i SSHE: gt Ql5-S fl e |
|--gkc}. Keyboard-interactive H}4]-2 SSH
A7) sA R ZEZES Al AR} Ak
k88t 4= 9lA| 3} REC 425691 A=]e] 9lc) =2
challenge-response 3 El]2] MFAel| A-8-%Ic}. 7} ol
12 2 A 9le)(ell, sshd_config)S 53l 2435}
AL v ZASE 4 9lrk

PAM- 23 AA| 74]*°ﬂ/11 ‘ﬂf , AR e, Al
e, A= A 5 RESRl] Algshe
Hal ¢l= xy|9]¢=o]r) SSH—/] ol HAELS
PAM3} o152 4= 9lom, E3] keyboard-interactive
1% WA PAMS] A &_%4 E& 2H83le] MFA
2] ol Agslc). PAM2 o8] 15 28-S 3
O Agsls 28 R FAeh, 37 AR glele
5% Q% Az] ARl vl 7t mEe| AR A
gk Ale] F2E iﬁﬂ 7t mge| At Al o
Q% 52 Al & alvk
3E 1-& PAMellA] ’\}‘%@' o Aol s w
oI} PAMY] A2 [service-type] [flag] [module]
[options]®] el & AR&¥Icl. PAM Alo| Zef 1= 2t

Q1% mEe] 43 wi A o7k A Q1% el

rlm

it S
n) =)= 3 3kS AR}, required S Y BE
o] Adfsl= o]F QlF BES TR & AR
FE o158 Az A3k} requisite S LE re-

quired®} -FARBR 15 Al A] SA] HA| A5E FH

gtk Zoll4] 2jo]7} )} sufficient S22+ alod

PAM ®Eo] AF3PH FA] AA A5& 3o ﬂ

2]glc}. optional S 1 v mEe] A3} HE

e e e e e, o 2
ot Al A Fo| HEAR]l 75s alshe dl AMS-

S
E 1. 8 PAM Ao Za
Table 1. Major PAM control flags
Flags On success On failure Description
. . continue yet | module that
required continue . .
final failure | must succeed
.. . immediately | terminates on
requisite continue . .
return failure failure
skip
- immediately . remaining
sufficient continue
return success modules on
success
. . . not affect
optional continue continue .
final result

1790

7t Z#] 1E [success=2 default= 1gnore]9]- Zro| a1
F Al o2 Ao Ry Hr) Bxlgl 2718 3
2jg 4= ¢k 04]/‘]4 success=2+ 3|} HEo] A3}
W e 2le] mES s A AT oJrla
o}
‘rET

=!

default=ignore:= A3-5-5 A&t B& ATHAH, &

Yol disire A8k v e A=

2.2 TOTP2} HOTP

A3 g HAaFe= 3k R A" = gle A )
2 ERA, ARSAE A o= T Ate v TR
dell wheh Aoz AR A F7(Replay
attack)o |} 2= HH 2 QI3 Bl $18S 3
o wolat 4 sl

HOTP(HMAC-based One-Time Password)< 7}
E] 7]uke] d3]g- sjaze e elrk Ff7I(K)
¢} F12E|(C) #}S HMAC(Hash-based Message
Authentication Code) 3l<rell ¢l&sle] sHrzc
O(K,C) & AL d= OTP F=F=o] 2814 o]
o} Q1% AR AF £} At 5T 7He]

e Slalol 2

O(K,C) = Truncate(HMAC(K,C)) mod 10¢ (1)

TOTPE A7 7|uke] d3]4- sl sc 0]—"73]_?8]0
t} HOTPOA AFE3l= 71E1S diAls) &) A7k

]—r.i J,H/'\:;/CE AE/H?S]—];} 0\/]/& /K]7 e zgg]ﬂ

AZF ZPA(LduE 0 2 30%) 02 vre] A7) 71e-E
()& AR F 377182 TE AH8st Ha=
= O(K,C) & A3}

—

il

K

. JH*;M TS HaFes ghedqow
D IR YRR P DS PA = AL&aﬂ | gk oS 7}
31 gelo} FHeksl WUt A2 Y s z

= FARPE o83 5 glo] Hakk S¥sch
o daz= Zo|(82): HAFEE 4 641 oA
olofof FapH gl A ¥ HES 2L F
ek g ol sjaFeis £ Y sisd
ole] OTP Q1% ZREFe| nel ojd-g Fasiet
4 ek
o A= Bl ARKSI): HAAFE TS H3
Al Sl Al oo}
kb Afnle AP gl ¥ fz_— Esiied




=%/ TOTP 7]¥} SSH th8 4 Q1% A2 At

AHEAL ARE w1EAstsllof gt

o A3 AHB(s4): AL FAS A 9 A
A%l Ao she] Q15 Aldel] heix Rt i
allo} ght}. Flgh s|rTeE ukEA o g AMESE
2 3] 431= 71 OTP A}49] o|HS FH3lel 4
ek

o FE7I7KS5): T ARk AZE Eekuk
Mok g}, 7] G-E7)17H T2 gl ZAo)
TARE TA N Fokd o ek AnT =] {57
74 A 2~Ele] Wk 3wl AREx} oA el

& Ao ek

o BAFFN(S6): AxTES] ANTIIE A2 A
FEsh AEE 571 Slelaiel TOTPS] 4 2.
Pt AbgAE efalel 3028 WAL Slck
WY Abe vESZE) A FAE shassla 34

L5 Hashelr] f13k oz A=

2.3 OpenLDAP2| MFA *{2| 4|

OpenLDAP- ¢1% 24 TOTPS} HOTPE #|Y
g} S A A2 Tk enEle] mER TEES]
o} ewjgle] BEL Zw]13l 3ele| OpenLDAP 74
f2olrk LDAP 84S 7kAjo] Z=lslel Aol=
2A1E A2k F wjale dloleue| AR 248 A
AL, wiele dloJejrle] vt HRE SRS A8
o] ZEjo|AEof|A Higtele gs gl

OpenLDAP2] slapo-totp Z-&-2 TOTPE- 1-31 5}
F 7] REE Al (1) TOTP A4 ZEdis
P2 = ¢lo] TOTP Z=rEe R AL8A|S QlZglc)
o] W}Al2 SSH 7H7] A5 Asle] 24 AS<
TAE o g3tk (2) A Reelxe ARSAL s
=2} TOTP HA1~F =5 shte] wAld & Zjtslod
MFAE 2|3t} slapo-totp= SHA-1, SHA-256,
SHA-512 3/ dweES A3 Google
Authenticator 5 TOTP <15 93} F3hec)

slapo-otp EE-2 OATH %% 1313l HOTP=}
TOTPE E5F X|I3HA 0, &A= dl$=2} OTP ¥
27 E shte] wAld ® Ajtste] ARgShe WA
A gk

slapo-otp<} slapo-totp2] &> LDAP BIQl= =&
EZe] EAell 93k wherh LDAP ¥Rl Z2 &3
< FEeldE AF5E 3= HAYFSE anony-
mous, simple, SASL(Simple Authentication and
Security Layer) HM]-8- Z]<48k}. Anonymous+ v}l
= glo] 84& MU= 79o] 2, Simple> Fejo]AdE

2] DN} F~$]=7 ¢lZEsh= uhalo]n], SASLS 3
A 75t ZH U FE2A vkl )15 8 4F A3
Ak o] BxbAlal SSH Seloll Egle] 3144
A7) sk

LDAP vlolE T2 e ool 9 wiol St 7
22 A= 9le] MFA & Al ofg3 222 Aok}
3o gk (1) & A= Hent AlFsles
Ja9]=0} OTP HAF=s o] deg Helsle]
qHet 4= glel () gk Wo] vikleEg BE Qs 98

fo

s WRAlS ARgElof ghel

OpenLDAP<2] slapo-totp userPassword <-4l #]
Aw ~7]8F f-3(ll: {TOTP1}, {TOTP1ANDPW}
Sl weh Az Wale Ak (TOTP1} 3} 3o
TOTP A8 2=l 4%, dH% #x1d HAE TOTP
Hrzeg Qg 43 Z=({TOTPIANDPW})
Ql Agell= AR A~ =2} TOTP 22 =7) &)
ve] FAld 2 =, A #x1d F v 6xlE
= TOTP AT ER, A5 HA =g Fefs}]
2] gch.

slapo-otp= H}21 = 7}Z 4 7](Bind intercept) W]
%3l MFAE Az]3lt) A& Eol, 2412 LDAP 7|
Aol 0athTOTPUser ¥+ 0athHOTPUser A7} A
B 7S, == xR w641 w8l S
OTP sH~FER FE3}a UA| Hts =i
A s S A g = e e

o3

2.4 PAM 7|8t 374 &4 TOTP Q15 =&

B Aol 2lE2 Aolld] OATH 235l w2} 5
zkslal TOTP2F HOTP2] #2]S A|5k= PAM =&
<+ Zvlght

OATH Toolkit->- OATH %52] 3% 73 o2 lib-
pam-oath PAM &S 23} Q1] A& 4= glu)
LGPL(Lesser GPL) 2.1 2}o]Al~E u}2n], SSH A
2] 24 -le|| B AR TOTP 3-f715 #1743}
o] Fejgh}l. SSH Aol AMEA7} F71E wjuic)
TOTP ¥-fi7|5 4625 553} 34, 555 3-f
715 ARSAelAl Aol sl gk Fato] Avk=
o] glrk wgk 1= =7, ARl 5 ool wip
HEE HAA R Ao} sleR PAM AAo] B3t
st} SHAL, SHA256, SHAS12 <a7e|&S A8,
6-8#12] A= HolE HAT 4 gtk

Google Authenticator PAM 25> Apache 2.0 2}

1791



The Journal of Korean Institute of Communications and Information Sciences "25-11 Vol.50 No.11

o]Al~g whEi= 2j%2~8 TOTP Q% &7Adelck AL
S2P} PAM BEs AdA|so} slA|RE, Adx|9} A4 3}
o] zhtslth= Aol glrt. 53] QR Z=F 53l
2uEE FH71E 55 5 olo] AREAl HelAde]
=t} ARSAF BT & YA ER]ef Hio R AAts
v, NFS(Network File System) ZH3ollA= A 3t
A7} gt 4= Qi) NFS+= root A3 A|gksl g,
PAM -E9] root U3Lo2 A w) ALg2} Do}
v R Qlel F-Fi71e AR 9 Aol rbs
& 4 glck

T &7 BT SSH MMelld 37715 Hese
e A IR sl 3Esl Het Fee
A, SSH AW o8] Al ARgAlEo] A3
FdolnR Fd A o] A ARERle] ofelA d)9],
i tEEe] 0%, s A A A 3
S & gl thE ARALe] FRIIF EE $13e] o)
EA, PAM 25°] root Hiho g Al /7
ol ATsleg, 24 A3 Ak Fkdo] sk
TAA) BE ARAR] F71E EF S S ik Al
A, fejglef 3k 719 7t ol Sl
714 7341, H71E 719] kgt AkA)|, 719] FAHA A
5 7] A7) Fer) ARl AP gk

Le

FIF

o 1N
ol

— T

I B ol

7o} Ao PalE ATE ] ofels)
AR} 17 1% 4]

o= 23t

PSC(Pittsburgh Supercomputing Center)+ Bridges
9715 918} Linux PAM 7]4ke] SSH MFA A]2:¥]
S FEsIe. s SSH MFA A|2~812- A-8- Duo
MFA Ar]2o} g3telo] 54 ARgA} aolAlRt A=)
MO MFAS 488 = 9lov, W8 SSH 2zlo]ad
Eole] 33MAS zZH=th m3E Duoollx] AlEsh=
pam_duo &S A5l g A1 e (Federated
Identity Management)!'? 5 2| 18}=2 7fubkE]glc). &
W71, #N2=$]1=, GSI(Grid Security Infrastructure) 5
o] /1% WAt F3te] 7hssich

T2y} Duo SR AH]2ol] oES] FR7] 5
AT ARE FFluR dlole] T4 A7) At &
Ao, VB Aol A] AREA} 150 ErFsslvhk=
IAZE ek =3 RS Ao Fgo® ulg- TAE
HhAghc)l 2 A 2ol &2~ 719k] OpenLDAPS
AH&8le] MFAE 9 A4 o2 Ale|skes AR

1792

o2 vl4 g dlofg] T4 AP S| Stk
HollA] 2P s}=Ict.

Azt Al 2] $ellA] 719 7k 22} Q1% AlHle]
FTE FH & TOTP 714k 54 2 di=]dsA)
AR A FEAR s)
MFAE A|81817] %= 713ke dialste] djz]qlsbt
MFA £73%& Azjgitl ofe|tjAlgAte] ZE Je=
T vl FaAe] wor, OTP Mt UAkke
Frste] S ghasllnl sid AellA] AitE
TOTP 74ke] 27} Q15 A|2~8l& OATH EFS £
gl Aol & 72 AR, §) 3ol 53l
glo] B o] thakel SSH A1 3 ahe 24 w9
2 A Z]gellA] Apol7) glck

SSH ¢l Wela} sl Al o1 F3ke 2, OIDC
ETS 83 ATe] F T olrk £ oAl
A= TOTPS 243} SSH MFA A ~81S- AlokslA|qt
7% 5 Hefshr| ¢l OIDC B 7]uke] SSH
1% ATE gk

OpenSSH 37H7|+= AMellA] AAE] A7 Wil
TAOR o8 = glo] AMEAL 7 ek Il 213e]
ok w3k 7] AW G719 o] 2 2 n|8o]
2w, A1) Al ARe) FH7] ZF A1 wield
o] Brlg3le] Bk A A AR} F40] offrh=
A7F ek v, 0IDC EE-S f-E7]71o]

ARSA} Al wlelde] 7lgatkar, AlRsiE Ak I
7} Vst AAE 2tk

SSH-OIDCE 4% A1 3] $H4¢ll4 oIDC EZ
+ 2-83) SSH A5 7FesA ke U5 Zaldsl=
olcfl SSH-OIDCE AFEAE7} OIDC AlZA} 2 H-E
S 531 A EF{(Access token)2- SSH 1] &-43}
t} AR} SSH 27191 A] PAM 258 53l 3
EZS oJHsb, 0IDC 91F ZEA] 41| 28] mot-
ley-cue7} B2 F3A4-8 HE3t)k 5 A= PAM
O & ko] HF 29l §8- o5 AXE) S
AT 27 1% 84F A oFA] wgke A
EF0] 5 A olA] S 7ke] 23} Q1Fe] 5%
Ao Fedxch

A Al lelAlF) 34 5o Qg B B
Al 4 gge] 22 QlFS 9318 < olvks wAE 8L
gt A1 (Zero trust) T A B A Alwle} ARS-
} e B3 g3k Aj7d2o] Q=82 SSH 3730
A 5G9l 22} QlFe] H8sch ulehi] & oo
A Algksk= PAM 7]dF TOTP 23} Q1% RES
SSH-OIDC] EZ 7|4t 13} Q153 Adlsto] 7b3l=
MFAE 738E 5 9l& AR gdsich

N



=3 /TOTP 7|4} SSH t} &4 Q1% Al 7jdk

IV. MFA AJAHIOl M|

41 MA 21

A2 E3)] 735H= TOTP 7|4+ SSH MFA A
oy e A BRE g

H2|(R1): OpenLDAP EHol|4] 18
TOTP I T Q12 S1x5] Helslo]
rlo] ERiH o R FAtshA jch RES)

o 7 1% ae] HiAel 23]

ARl e S

e

° I;
rIEN ?1;

r
e
o

)

N
=

dt
pen
11—
offt

N
I
=
-

e
e
Ix
K r_?i',
1 iU
i
mlm rSL'

it

.
k»
o
< o°

2 ‘sér (R2) = SSH ﬂg—%%
<~8}o] OpenSSH, PuTTY, SecureCRT %5 7]&
SSH ZeolqlEste] 84S gA]3kc) Wxe] 2
2ol rxeee] A} 437 glo] 71& 7o
4] MFAE 54 283 7 glojo} gl

o IS clFEkR3): SSH ¥7H7] <153 OTP, |
29)= Q1%3} OTP 5 tlelit Q1% WHAle] Z3o]
7Vssof ghe) Ay Aejxke] Bol AAa) 9}
Rl w}i} A HAE °48}7ﬂ Z3hst = glon,

T Shefof gk
o HK z‘ri(m): LDAP A< AH 9 ARgx} g~
9=, TOTP 3771 & <5 A EE LDAP el
Zok AFslao} gt} SSH Felo]dE 2o A3}
= R AR Faslele] 34 S #as)

Primary | = RSN
authentication | | oa
2. Exec ? :
1
1. SSH connect | i SuKey
(Public Key Auth) ! v
Public key
6. 1t auth success
1. SSH connect 2. PAM auth
(Password auth) (Password)
Password
6. 1t Auth success 5. Auth Ok
1. Keyboard interactive 2. PAM TOTP
Secondary (TOTP)
authentication SSH ) — - —> » T
o -
8. Auth success 7. Auth OK
‘ Client application SSHD server

38 1. Azd P2 Y 9% AR,
Fig. 1. System architecture and authentication flows.

O R NECER L e D
A3kl A 4w} Fel} Fssler wel.

ré’L'

42 AAE Tz gl A

I8 12 Al)ksR= MFA A|2~Hle] 739} l& 94
W A2] AAE HeFrh MFA A28l SSH Z2jo)
A=, SSH AJH|(SSHD), PAM, OpenLDAP 1]
(slapd), W= dloJello]~ ¢lIx], TOTP REZ T4
k.

SSH Fejo|A Bz ARSAP ) 44 Au]ef] A{<317]
A8l AMsh= ’\*LE%]"{"]D% SSH A= 944 A<
SAE A3he A & Sz ESoo|th. PAM g
S2s AEle] REA QIS A A RA] vkt Ql
> WAE Ak

OpenLDAP A{H|(slapd)= LDAP £33 2|3}
IFS FHEshs A ZEA 2ol Qs Hlo]ElH]
o] Izl tH Ee] vloleE AAslal fesh=

o[eHo| 2~ AlFo|H, ARSA} AlEE]} QT AHE =
A3}l TOTP REL slapde] 5302 25
OpenLDAP 2} <d4kExtended Operation) 5T 2,
TOTP ¥re}Es F3lsle] 3] Hrmes 75
=8

A¥she MFA Al2=8l] AAAQ] 52F 442 12}
91Z(2% 12| Primary authentication)¥} 2} ¢l
(Secondary authentication) 2.2 “T-#-%It},

17} Q15<llA] 3717) Q1% wAlS AMSE 739, SSH
FefolA BTt W] A5E A=3PH SSH AW+ A

o

3. LDAP search (UID)

1
1
1
1
1
1
1
1
1
1
1
| -
1
1
1
1
1
1
1
1
1
1
1
v

3. LDAP bind ii. Lookup I lm Entry
(DN, Password) i. Query
—y —
— —
4. Bind success 4 I T | iv. Return
l i | i. Query T liv. Return
3. Extended OP N

(uid, TOTP) | li : I 4. totp_extop()
_______ N I I -
PN I -

6. ExtOp response 5. Result

LDAP server

1793



The Journal of Korean Institute of Communications and Information Sciences "25-11 Vol.50 No.11

4A1e] F707] ARE E15)7] 3] OpenLDAP A1H
of ZloJgh}. slapd= WA= dloJe]Hlo] 2~ QxS F
&) AMgAF A HE 233tk LDAP %3] 4L o
<A3ell gk A3 19 i Query), Hlole] ZA i
Lookup), SNE=#] #=ii. Entry), A3} ¥18kiv. Return)
o] ©A| R #lsiic) 23] 3v17] A ¥= SSH A=
HigkE e, SSH Av= 2319 3707] ARE 7w
FejolAEL JIRY] AfrE A3l 17} QlSs skE
gk

H)= vhale] 749 SSH Sefo]A BT} o2~
ol&S ks SSH HtﬂL PAMS &4 o1& &
S #|2]3lt}. PAM-2 OpenLDAP A1 ¢} HlQl=g &=
83}, slapd= AlTH AL =E Elste] vl=
7é3r,]—— B};}tﬂq:], PAMO] H—T—zJo u],o 1= ﬂJ,],E_ ul
owm 13} ¢l=o] guHE)

12} Q1% A3 5231 9150 ARkEm, SSH A=
keyboard-interactive H}4] 22 TOTP AT =29] 91
& ARSAlIAl 247 AREA7E /1=’ TOTP 2~
FE= PAM 253 £3) OpenLDAPS] 24 l4ke
2 AdEle] A5, HFH R F A eS| BT
/3gslloF AREALe] SSH A<4o] 3{-8-5tt.

SkA] Adulgh w29} 15 A A wlEe
2, 4.1860A AXZE A B R1FE] RS 2A
3l7] S13F FAEQl AdA wieke thga o] A ARk

1n

>o£’

MFA A|~Ele A7 5% RIS =317] Y8l 14}
A 23} QIS Eelste] Aslsle 2w 25
zZhe=t) 13} Q1% Q42 SSH 213ld]] by og

A2 PAMelA] A2 A,
N1 Qls WAl SSH Aul7b 24 xms}i

NE 172 A5 842 %49-3}7] sl s °]
2] A o 7-E EelEhs M PAM REo] FQ
slek o= 23t Q1% 4 Asshy] Aol 3] 7t
2] 14} qlZe] A %";ﬂ%} lsl7] Agtelet. w9
= upale] Z9-ofl= pam_unixt} pam_ldap 5 7|
PAM ®E& &8 ¢ M‘H 7149l Jide] D23t
2 oF
g FEE A TOTP Q% 84 2 715 7]

& 7] PAM 5l } OpenLDAP S} % 20,

1794

A HE RIS F530h

o FEloldlE F3A(R2)

SSH iﬂM" QH 334 FRE 93 1i} ES
k8 £ 2%} 9152 keyboard-interactive ™7
gl 7]¥€ SSH FelolddESoe] o]v key—
board-interactive H}MA]-S X|43la glom @ AlEAl=
Wro] Axedoe] A} A FE 54 Glolw
TOTP 74} MFAS M3 4= glr}. %3 vi7]
AHEERA] b=, SSH Fele]2l =7} TOTP JHA;V
= slet 7] 919) Saasg S e ot

1°d Az ol sk Al7E Ak

o ql=nlAl T;]—‘-ﬂ=}f’-(R3)

uwr 27} Q139] o] T ol vhRE A% &
25 MFAR =31 4= 9lo] /Hﬂ] W R3S =3k
E PAM el Hhat B3 o] TFseg, 13}
Q%& Akl TOTPRR AMEALE 1zl
OpenSSH 3717|227k QI53le 59 fads gudd
& olek, Am FelAe] wek AAz} 2 Aol w2l
Q1% WSt TR 4 glon, N e u
h Alzsglol} AREAL el 9E Q)

o %
A EY LS
F e A8 4+ otk

T ATALZ AIse] SSH A]
$=% 317] $5l, OpenLDAP 4]
uww TOTP JHBEP% T THL e
EgOl st dd wEd FRlo|dERE A2
1> TOTP ALJ_«E Assta Aae wiEkg
%7}2%1 B #HE 215) OpenLDAP A{Heil4]
£ FEPIE ISAE B3 AT AlelE Adsle] 5
A <l 71l Zele]lERE TOTP 3-77] Sl
AT g =S PASIIe) oMb o2 LDAP 27
©]31E7} LDAP A el A237] $lsiA= =17} A
o] AMgAL ID9} | 2~9 =5 LDAP FEjo|E(SSH
A Soll AAbsfol sh=dl, o= <15 AR} e
ol 34 wxle] Fjsl= Al7E A 5 gk

olN rlo 2

V. NAH 22 TN U T

5.1 SSH At &Y

MFA A|2=E]2] 8-S 9]l SSH A{H+= OpenSSH
= 839k WA, SSH A8{7} MFA Aol Hofdt
“ 9JE=- OpenSSH 373 4474 5}l sshd_config®]
T8 AAE T8l 29} 3o] Ao} ok

SASIE 5t 3] 58 B s 9
3 PasswordAuthentication®} PubkeyAuthentication




=%/ TOTP 74} SSH t}24 ¢l

01}1
>
[
T
prs

PasswordAuthentication yes

PubkeyAuthentication yes

KbdinteractiveAuthentication yes

ChallengeResponseAuthentication yes

UsePAM yes

AuthenticationMethods publickey,keyboard-interactive keyboard-interactive

32 2. MFA #A91& 913 SSH AH| A4,
Fig. 2. SSH server configuration for MFA support.
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Fig. 3. PAM configuration (Top) password with TOTP
(bottom) public key with TOTP.
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PAM_EXTERN int pam_sm_authenticate(pam_handle_t *pambh, int flags,
int argc, const char **argv) {

ssh_auth_info = pam_getenv(pamh, "SSH_AUTH_INFO_0");
if (ssh_auth_info != NULL && strncmp(ssh_auth_info, "publickey", 9) == 0) {
return PAM_SUCCESS;
} oo
}

32 4. 3W7] AT o] #Hels 93 PAM FE
Fig. 4. PAM code to verify public key authentication.
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static int perform_remote_auth{pam_handle_t *pamh, ...,
const struct auth_options *opts) {
/* 1. Check account lock status */
if (check_account_locked(pamh, username, opts)) {
pam_syslog(pamh, LOG_WARNING, "Authentication denied for locked
account: %s", username);
return PAM_AUTH_ERR;
}
/* 2. Connect OpenLDAP server */

/* 3. Remote TOTP verification */
rc =r_verify_totp(pambh, Id, username, otp, user_search_base);
if (rc != LDAP_SUCCESS) {
increment_fail_count(pamh, username); /* count up if failure */
return PAM_AUTH_ERR;
}
/* reset counter if success */
reset_fail_count(pamh, username);
return PAM_SUCCESS;
}

static int r_verify_totp(pam_handle_t *pambh, ...,
const char *user_search_base) {
/* BER encoding: uid, passcode */

/* OpenLDAP Extended operation */
rc =Idap_extended_operation_s(Id, TOTP_VERIFY_OID, reqdata,
NULL, NULL, &retoid, &retdata);
returnrc;

}

32 5. AM8Al 3 9 TOTP 52 913k PAM 74 F=
Fig. 5. PAM code for user account locking and TOTP
verification.
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Fig. 9. Average and 95th percentile response time by
concurrent users.
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Table 2. Performance summary
Users | Response rate | Response time | Throughput
1 100% 138.2ms 6.7
5 100% 369.3ms 12.6
10 100% 741.8ms 12.5
20 100% 1553.5ms 12.1
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