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ABSTRACT

Low Earth Orbit (LEO) satellite communications
have become one of the key technologies for future
6G non-terrestrial networks due to their global con-
nectivity and low latency. However, frequent hand-
overs in LEO satellite networks could initiate severe
security threats. In this paper, we investigate the fea-
sibility of the impersonation attack by a fake base
station, which hijacks the legitimate handover be-
tween a satellite and a ground base station. Further,
we analyze a handover failure probability and discuss
potential countermeasures to enhance the security of

the LEO satellite handover procedure.
I.M 2

A= SIPLEO)S AR Ao} 7k
300km~2,000km H% $]ellA] o]53}7] wiiol A A
Zlo] Fa A% 7ywr) o) 71E S BAlRr} obFgA
ol Bl A5S AT 4 olrk w3k A= 4 B4
2 710 A M ES| A 7]k BAS Bk, 5
sl FA ) 22 o A|GelM = A<l dFHA
< A 9], 6G o1FEA1Y] A R FE
e,
AAE A4 UESZdA = AAE $1442] AiA
OF g2 ywe) whE o] FEE R le) o7} ul
W3] HhAglc). oj2fgk = ow Il 3] 7|Al=;
(fake base station)o] YAS 5% Alo} AAF A A&
B3R 21 (impersonation) 348 & -5, 3l
o} )AL A MIM) A0} A1) A¥(DoS)
4 % viefel Bak 9ol e S PPl ulehAd
A= 2] A= ] Fof| WIS = 9l Bk
28] 7FsAE 25k o] EUIE 94 Bl 2
S Zdskshe o dasih

ke

w o] ERe 2024E AR A0 R F1EAFATA] AUKRIT-CT-22-047, §5771% A%5EAT Sshd7-4)

Exd

*** (ORCID:0000-0002-9353-118X) Hanbat National University, Dept. of Computer Engineering, thkim @hanbat.ac.kr, -2, %

3} 20249 % AHERP1EH S ] Ad e AR-FA171857H12] 219 (No. RS-2024-00444170, 6G 73] v E9]= 7

A EejaEe md s 253 A 7]E A7 2 Sx432,50%)S Wl 3%l AJ(ITP-2025-RS-2024-00437886, 50%).

First Author : (ORCID:0009-0006-3019-8902) Hanbat National University, Dept. of Intelligence Media Engineering,

scha@edu.hanbat.ac.kr, E83]%1

Corresponding  Author : (ORCID:0000-0001-7109-1999) Hanbat National University, Department of Intelligence Media

Engineering, ikbang@hanbat.ac.kr, F-2<, $A13]%]

(ORCID:0009-0008-3157-7634) Hanbat National University, Dept. of Intelligence Media Engineering, yjlee @edu.hanbat.ac kr,

LR EE

(ORCID:0000-0001-9092-5039) Tech University of Korea, Dept. of Electronics Engineering, shchae @tukorea.ac.kr, F-215, £413]
]

of

t”
o, e

¢

T E 1 202506-141-B-LU, Received June 18, 2025; Revised July 4, 2025; Accepted July 4, 2025

1730


mailto:yjlee@edu.hanbat.ac.kr

B AR 94 VEAZI 94 FA0] mE B A 3E

S|
S|

M

L s 2o R K I R s B F e E e B
s gshs AR T4 7FeA S kAL s
o Ald) 2HES walagic) wil Je=on Al 3
B3 R EAsle] $14 v ES M) Bt
S sty A= A4 51 HekdS 73t
317] 918 dlg- Weke =2kl B =) AlgrAd st
F2 71943 gofshd o zirk

D & =ollxfs o] 5541 vlE =04 9] 71X
= 7|k = ow Al Fo] 7lssils 7]Ee] A
Y A= vleko 2 94 vlESFellA P=on] Ald)
55 mdEsh) @ £ =iolli= Nakagami-m |
g RS 7S o, 7RARE A E83le] e
Son Al #5-8 FA3) Q) B =il A=
A vIESZ 878 efdt Bl s e dl=e
W Als) 2E B4 Aus A5k ols- weke® ok
A= 7o) AMgElE 73l et AnkE- 3| =2
Cia=s

1. AJAE 28

B Ao A $14, A, $19] 71 5L
PSR Az wllold] Ztzte] wide} 8] 1A
o gt A=om As) FA L ejgl

21 AlAY B W

2 ipoldlt 2 19} o] A 91, AT
(Ground Base Station: GBS) & &]9] 7|X]=H(fake BS)
o] EAzh= WA VB oA A $140] A=
25 et AR 7R AAE 98
A|A=Hsource GBS) .2 HE] AH|A~E whom] P o

HE Sl T Aol A Al Sgeln A

Altitude: 300km~2,000km

Target
LEO satellite

A
. ° 7
LEO satellite ®
o™ 7 1 N
RoPts 1Y
< ® @
@

Vﬁ/’ h(mp, 24) y \ 9(mg, 24)
Ag / g l \%
Source GBS Target GBS Fake BS

3z 1. 9] 7AFe] EAlske A UEHA oA
Fig. 1. A satellite network with fake BS
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Table 1. Simulation Parameters

Parameter Value
Carrier frequency f, (GHz) 30
Transmit power P (dBm) 30
Path-loss exponent « 2
Nakagami shape parameter m 1, 2, 5, 10
LEO orbit altitude A (km) 600
Noise spectral density /V, (dBm/Hz) -174
Speed of light ¢ (m/s) 3x10%
Maximum antenna gain G'= G, = G, (dBi) 40
EIRP (dBW) 40
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Fig. 3. Handover failure probability with SNR
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