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ABSTRACT

We propose a deep learning algorithm to find effective jamming parameters in the aircraft AESA radar
operational environment, based on a model-based optimization technique called RoMA. To represent a series of
measurements obtained under the operational environment as a single number, we design jamming effectiveness
by combining ranging failure rate and average range error. Next, we collect a jamming effectiveness dataset
for various radar/fjammer parameter combinations by repeatedly running the simulation. Our algorithm consists
of two stages: the first is to pre-train a neural network that robustly approximates the function from
radar/fjammer parameters to jamming effectiveness; the second is to estimate the optimal jamming parameters
by exploiting our model. As a result, the proposed method improved jamming effectiveness by an average of
41.2% and up to 80.3% compared to random search, and consistently outperformed other baseline models.
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Table 1. Adjustable parameters of an AESA radar.

(Details omitted for security reasons)

Operation Operation

Mode Phase Parameter (Unit)

fO (GHz),
Alert FM_Rate (MHz),
PRI (us)

BW{l} (MHz),
£0{1,2,3} (GHz),
FM_Rate{2,3} (MHz),
PRI (1)

BW (MHz),
ducy (),
fstart (GHz),
PRF{1} (kHz)
BW (MHz),
ducy (),
fstart{1,...,8} (GHz),
AAST PRI{1,...,8} (1)
(22 types) BW (MHz),

ducy (),
fstart{1} (GHz),
PRF{1} (kHz)
BW (MHz),
ducy (),
fstart{1,...,8} (GHz),
ACM PRI{1,...8) (i)
(22 types) BW (MHz),
ducy (),
fstart{1} (GHz),
PRF{1} (kHz)

NAST Confirm
(14 types)

Acquire

Search

Acquire

Search

Track
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Table 2. Adjustable parameters of a wide-open jammer.

(Details omitted for security reasons)

Parameter Range Note
BW (MHz) - i
tsl (ns) 00 ~PW,,
td0 (ns) 00 ~PW_,
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WO_repeat | _ 1 fymd; : a;umum
_Num (-) - ducymax of radar’s ducy

values
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Algorithm 1 Surrogate Model Pre-training.

Input:
e Train dataset S
e Number of iterations K

1: Initialize model weight 6.

2: for ke {1,...,K} do

3: Find Ay defined in Equation (7) via PGA.

4 Minimize L(f) in Equation (9) over 6 using gradient-
based update.

5: end for

6: Output the final model weight 6.

32 1. 9 = AR S we ptE=
Fig. 1. Pseudocode of surrogate model pre-training stage.

Algorithm 2 Jammer Optimization with Model Adaptation.

Input:
e Initial model weight 6 (i.e., output of Alg. 1)
e Radar parameter pr (not necessarily in S)
e Number of iterations 7'
e Number of initial particles NV
1: Initialize model weights 6o[j] + 6 (Vj=1,...,N)

2: Initialize jammer parameters P := (p(Jo)[l]7 .. ,p.(,m [N]).
% In the loop below, we omit [j] for simplicity.

3: for each p(O) € Py do

4 forte€{1,...,T} do

B Find 6, via PGD using Equation (12)

6: To maximize fg, (Pr, ), Computep Y from pa Dy
gradient-based update under constraints.

7 end for

8: end for

9: Find j, = arg maxi<j<n for ) (5r, 5 ).
10: Output the final solution p(JT) [34]-

28l 2. 34 A Selolel @4 sAle) Slajae
Fig. 2. Pseudocode of jammer parameter optimization
stage.
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E 3. 728 % 7]¥, NN, FCN, Alokd mde] A=) &
) B A 9]

Table 3. Jamming effectiveness of Random Baseline, NN,
FCN and Ours and their mean reciprocal rank (MRR).

miex | Buscne | MY | FON | own
0 70.45 46.08 97.45 97.05
1 52.76 68.31 22.11 95.14
2 61.92 21.08 96.48 65.16
3 69.01 95.45 27.04 87.19
4 55.85 2.06 20.09 87.20

MRR 0.37 0.45 0.57 0.7
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