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ABSTRACT

In this paper, we propose a convolutional neural network (CNN)-based physical layer authentication (PLA) scheme
as a countermeasure against impersonation attacks in WLAN (Wireless Local Area Network). We evaluate the
proposed PLA scheme in terms of attack detection rate through experiments. The main contributions are as follows:
(1) We implement the Evil Twin attack which is one of the impersonation attacks in WLAN; (2) We implement the
channel state information (CSI)-based PLA scheme and perform experiments to measure attack detection rates in both
static and dynamic channel environments; (3) We finally propose the CNN-based PLA scheme exploiting the unique

IQ imbalance of hardware and evaluate its performance through extensive simulations.
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Table 1. Description of abbreviations

Abbreviation Description

16QAM 16-Quadrature Amplitude Modulation
AP Access Point

AWGN Additive White Gaussian Noise

CSI Channel State Information

CSI-A CSlI-based Authentication

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

IQ-A I/Q imbalance-based Authentication
MAC Media Access Control

PLA Physical Layer Authentication

QPSK Quadrature Phase Shift Keying

SDR Software Defined Radio

SSID Service Set Identifier

WLAN Wireless Local Area Network
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Table 2. CNN model architecture

Layer Layer Description Output Size
Input - (160, 2, 1)
filters=50
kernel_size=(7, 1)
Conv_1 ReLU (160, 2, 50)
Batch Normalization
pool_size=(2, 1)
Max_Pool_1 stride=(2, 1) (80, 2, 50)
filters=50
kernel_size=(7, 2)
Conv_2 ReLU (80, 1, 50)
Batch Normalization
pool_size=(2, 1)

Max_Pool_2 stride=(2, 1) 40, 1, 50)
Dense_1 ReLU, Dropout=0.5 256
Dense_2 ReLU, Dropout=0.5 80
Dense_3 - 2
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