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ABSTRACT

Recently, criminal activities on the dark web, facilitated by anonymity through Tor, have exponentially
increased. With the rise in illegal transactions, understanding the structure of black markets within the dark
web ecosystem has become crucial for investigations. However, dark web operators actively minimize
information leakage by restricting automated crawling bots. Among these measures, CAPTCHA is widely
utilized and exists in various forms. This paper proposes an automated framework to identify and analyze the
structure of black markets that use CAPTCHA to block or restrict access by crawling bots. It first introduces
classification criteria for CAPTCHAs on the dark web and then presents a model capable of automating their
classification. The CAPTCHA classification model collects over 120 links through crawling based on the jargon
and terminology used in the dark web, then categorizes them according to the established CAPTCHA
classification criteria. The proposed framework demonstrated a commendable CAPTCHA classification accuracy
of 93.33% within the dark web. Based on this, it is expected to enhance the efficiency of dark web profiling
through an automated crawling bot capable of bypassing CAPTCHA mechanisms.
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sjo] QIgiek. ollAe] A% A o) Shusiov
21 3K Grayscale Conversion) Z1#2] % Google
OCR% 53l &~ Wglsigict. o]f o]n|x]ejA W
gkl A giES AP Ed] 2502 s A

£

i
31

s g S
P & T

N
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tlo FF A
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Anti Phishing Captcha

hn2paw7zaahbikbejiv6h22zwtijlam65y2c77xj2y Im2xs4bnbid.onion
wtn ket.net
w orum.net

Q00

Browser
URL

J2] 3. URL Ak €AE
Fig. 3. Examples of URL Captchas

F 3. URL 74k HTMLY] =l 54
Table 3. URL Captcha HTML Pattern Characteristics

‘captcha’ o
Presence
HIML <class input ... type="text’ ...> 1
Elements put-- P
Characters enter, in the, from the, code, characters
Included ‘captcha’ Presence
ses FEsilrk oko) Ao} v 2 oF 35% 9]
=

1ow, o] w3k N T o] el
w2 HAE Q1A A7} flslelrl mEA R 71
) a2 3S o, URL Ak F3E

H ) 1_%
AP 4 gl 98] ATE =8 A 5 9

ro
1>
-
i
;o

4.2.3 DDoS form Z4%t

DDoS form 7JxF= 2 A oljxe} ] o=
W the] Al Eefafut AMEE HejR, A|gkE A|7F
Ulel] o]mxjel] Holi= Al 7 ql=zte] gl sljo} &t
th= 545 7RI ol Fig. 48} 7o) o]ulA|ell=
ro|ze} oflFe] 3= aL 7 siHERS Aushi of
Hallof & A} o|n|A| 2 o] 53] HIAEE HolFTh
e A=E Ho] A= 25 2lvle]dl X (redirection) = ©]
2oE e, AxF do]x|et A 12 Hele] ARk Al
7ro] AdA=e] glgirh

Table 42} 7Fo], 35 74kl F-543] HTML 54
O 2= ‘text’ EFRJC| ’input class® 847} 671 EA 3k
3} “ddos form’, *ddos’, “expire’, ’timer’ A7} &l
= det o]Fe] Alo]ERAE] APE3E DDoS form 7k
2 AR W o]8RF 224 dE W fARE
HTML 725 Holvke A =3k Zalaisict.

DDoS form xRz 2Fs 9315 oA5A| sh=% vk
g S ARSEE A AR, oy e olviAE

=
S
1A



i/ oad Zeaddd

Select each text box and enter the letter or  Select each text box and enter the letter or
number you see within the circle below. number you see within the circle below.

Uoooon  o0OOd

d @

DDoS Protection

Soloct each text box and entor thlefer
of number you ses wih the circe below.

L
2| 4. DDos Form Z=} <A &

Fig. 4. Examples of DDoS Form Captchas

E 4. DDos Form 7§=F HTML®] s€l 54
Table 4. DDoS Form HTML Pattern Characteristics

captcha 0

Presence

HIML <class input type="text’ ...> 6
Elements put . yp "
c‘i?lii?:it:: ddos_form, ddos, expire, timer

8:5)0] Aol =l 4T woleh Tk A o]7lA]
= elelolelal Aj2ick web, 4515 slabts 49
oIolie] A< 48 F lalel 85 5 e
%, 3 o] sk ofe] ool B3
SFReE o)=Y SIS AL e z‘r:g;
o} Sl 670l qlERke] o U iES molEA] o
glomz wE dans FEse] R HE 5
£ 2gE Aws) woloh ek A WA=, 9]
RS DRClRRe AT A ) STkt s
A Al S oluIAE S5 %
s 671 olPVAE whezsl A 5
7} EARIER 13 2ol ARE SAsHE A
o

o]

mlo

-

%% o
i rlr
m

i

2 4 ol a1 Aol =] ARk 4T
ol ez, Gl A ) et

2
ok, §A5 A0 Helrlel H4ret 5 S50
2§ FeE Fadd 1A £ )

73;}5 /glueﬂ 91;} E—“/\E o]Eﬂ T;H/\ ]7:]] ] ]
F3to] AR UEEE 3= ElZ, o) Fig. 59

il 1 ol AlAIe}H A= 3]
Aol A ']/—Eru]*% FEX|A Fo| o|n]|R]E

o el A 413 Q4
R R

Prove that you are human. Select the time Prove that you are human. Select the time
shown on the clock image. shown on the image.

00 v|:| 00 v

47 617\

CONFIRM VERIFY

2| 5. DDos Form Clock Z=} <A1 &
Fig. 5. Examples of DDoS Form Clock Captchas

E 5. W3] DDoS Form 74xk HTMLS] &l 54
Table 5. Modified DDoS Form Captcha HTML Pattern
Characteristics

‘captcha’ o

Presence

HTML

<select class ...> 2

Elements

Characters clock, image, select, time
Included ? £ ’
Additional The class above has <option
Information value="00"~ ’11°>

& AEE Sl ARk dHsi, obdEat HA|

9] A1A Fele] W3 DDoS form 4k m=gl dHbd
<l DDoS formJJr HTML 722} -f-AF}ck Table 5l
veh o], 73k EAo g = <00’ HE ‘117049
7He 71X += select classE 357 ¥3} A9} B2
7| 98l 271 &A1) =gt ‘clock’, *image’, ’se-
lect’, *time’ 9] ©o7} E5F EAllsk= Alo] =)

DDos form(clock) °PgZ 1 o]w|x]2] 73-¢- Asiad
TollA] dAZF ResNet50 7]8F 22l 2-4-8- Z3) $-3]
& 4l st Azks 72071]9] 7FsE ARt &
A AR sk AE sEEk] Sl AR A
/H EASE=1 51-_9.-5],0:1 7(}5_& a’]—}ﬂ E]]O]EJE AE/\-]
gpl2)sle] 0™, Python} Keras APIS A3} w
< ResNet50 2@-8 7| ~Enjo|Hslo] dh5-8 XJFB?f}
ek sl wele] A9= AHE 96.83% 2 AAE =
= AAES Bollel, & AIjE 7=t A Zed A
5 ol AAE 3wk A Y 93] slssich

N2

Oli

4.2.4 Image select Z4X}
Image sclect A%R= o3l oJvlAdlx] 875l 5
A olm|R| (ool D)5 Sk Whlo|t}. gelEl Ak
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=°] AR83h= olvIAE %F——‘:r Skl
zo] ofz] sie] A Foll B3] Y& Aushe WS
FAEHA e ofvIA] °ﬂ vehd 871 o4& F2st
o, s Hpr} AWz AgHick o] & B3l AP}
R 5 gk

s A= o2l Table 63} 7o) FEA O Z “ac-
tion’ £S5 7121 formWiel] *image’ E}3IS] ’input’o]
9121 “circle’, *onion’, ’sliced’, ’cliick’, ’cut’, ’bro-
ken’ wAFdS E3sl, AREAR} o]w|x] o] 5 *‘2'] e
o elapl ok B3} form Hlolelel EaEle] A
= A5l

Image select 7§xk= Eol%l £1o] :’—E%Z‘l g 2k
o} S afo} slw, o|uA]E
gk SRRk o]w|A]e]] o]z=r} wel| )
2 o] ofelE = Qlrk & ARk Ao 93]
317] sl ol2ldt o|rIAlES s Tl ¥Rl ¥
o] A& A 2ol 4= glojof girh
v 78k €132 Ddos form (default) E}]} 2]
Al kg ALastelebs, 220 sk 2 212) ol
B3le] FRFEE sl 7> ARt oledge] ot
olc}. o] 3%, “2Captcha’ AJ¥]~ ARE-S 123
gJrk 2Captchas 717 k5 el 2 §|4s)7] o

N

<

e fu afu
4 o= §-

CAPTCHA

Click on the broken circle to continue

12| 6. Image Select 7AzF A&
Fig. 6. Examples of Image Select Captchas

X 6. Image Select A%k HTML®] sl 54
Table 6. Image Select Captcha HTML Pattern
Characteristics

‘captcha’
(0]
Presence
HTML
<form action ... method="POST" ....>
Elements
Sl circle, onion, sliced, click, cut, broken
Included
Additional Above <form> has <input type="image’
Information >

1126

- AREE B8-S A B3l Alte] il Eola= A
H|zolr}. o] FefEolw= AA| AAlEe] SF=o] 9l
o, AR}t 2 =gt RS Ha 2 Felsid,
z2kd 27 13 Aehe APIS £l A&l A ukst
). £3] Image selects} 7= F2] 74k 7”i1'-°4 7§—°r
2Captcha MM+ 2pizke] 29 $X& 2%

walsle] AT} o] 2 Ea AFgAl:= 2 Zet

Z g 9lo] Selenium3} 3+ 253} 45 -85}

Yot A 2t WAloR AT AT 5
e,

4.2.5 7|et %8 (Miscellaneous)

ool #FE AAF olelellw Sl AEE 35
o] EAslr, WA el o2 £ 3] FPedt
48 AR “heaptcha’7} #1851 7512 EA1 ). 3
o= AtelEe] A B9 igle} A=A oo}
olwAdo] BAMER] kol EH= Alo]EL]S A sl
£k 71 ool Fig. 834 0] o]v] 1 29 U5 ),
12 Exjsl SUT EAR ek Ad), Az
[F1A|elA] o ololES s}— Jel] 5 ofe) Ak

Al 2RSSR - °'H~Zﬂhy4 Ao AR

=
=
& o) 47} o), W 90 T S e

‘gj

(o]

Complete the following captcha to continue:

Select all images containing...
(check fotlowing image)

S

e

1 1 1-1%

08903

e9esve ’
‘ | am human h;gpz"‘a

T3 7. o Az
Fig. 7. Miscellaneous Captcha

Solve the capture A a A N

v A v C v

b~
<
)

bla 1« ps527cagbBybayagx3bit==

J% 8. tlest Ak
Fig. 8. Miscellaneous Captcha (Hybrid)



gl g)sle] BF3)eich

4.3 Cl3¢ Xt wagtg AaUx ==

2Eo 2 AE BFslr] 93 ZH YUY = 7HH o
25l A AL AR} E)gSe] ERLS Mo BE
Tk 7o R 2] Fe= gl
Ak }OlE«] HTML ®15-8 <lsje] 7ixjghc), &
2 A HTML 7% U 7-% 9% A& E3] Az
Z2) = ERelala, Ak Elg] 5= Aake] EAo]
ikl ANE SAEHE ol Felzd"siAl At
=2 FAslei) Bl 248 &), 4 290 ddos
form(clock)*€] ddos form(default), image select,
URL, text Z3zF s=°. 2 Aslol on], vpx] v]&-5F 7}
AL etcE BRFCh

2 7 W A ok

O 1 9
A % 3Rl A A3 DDoS form 73} BH] ebare]&e
Fig. 99} %t} 1A Ddos form(clock) 7=k 73,
‘option value’7} *00~’11°¢] L&) =27} £3t==

*select class’S ER1EIH, |t ‘class’ £4= F 7 o]

Algorithm check_ddos_form _clock

L required_values < {strings “00" to *117}

2. matching_seleci_count + count of select ele-
ments that contain all of required_values

3 if matching_select_count < 2 then

4: return “no’”

5 else

i return “yes” if “image”. “ddos_form” in
HTML else “no”

7. end if

2! 9. DDos_form(clock) ZaF ©#] Ldwz|=
Fig. 9. DDos_form(clock) Captcha Detection Algorithm

Algorithm check_url_captcha
condition_I, condition_2 + False, False

1:

2: for each p in all p_tags in HTML do

3: if “link”™, “url”, “address” in p_tags then
4; condition_I + True

5 end if

fi: if “copy”. “paste”, “match” in p_tags then

condition_2 + True

B end if

9: if  condition_! and  condition_2 and
len{input boxes with type=‘text’) = 1

=

then
10: return “yes"
11: end if
12: end for

13 return “no”

T2 10. URL Ak 94 daelF
Fig. 10. URL Captcha Detection Algorithm

A} ZAfsljo} gk}, 2|3 ["image’, ’select’, 'time’,
ddos_form’] B|AE ¥ RE ¥x1=2 z3sljo} gt
t}. w]2he 2 ddos form(default) FAxEe] £} 2]~
E & 3 golgle x3of sk}

= TR A2, URL k= e} A= ol
213}7] $18l ol Fig.103} z2o] <p> ©l vj¥-<]
A HES) 3712, [link, "url’, ’address’] 2]~
E F spdebe Aol 3b, EAlel [‘match’, co-
py’, “paste’] B|2EolXE §F o5 Edsljof ghch
iR 2 vtext’ MY ‘input class’E & 7l oAt
743 glofob gk

V. O3 A% 2 o 2F Z3de3

otz FolA AREE dvh) ®o] ARSskar o™
WS T2 ARSSEEAl tig FAA S 913,
B wrelids AARE RS 913 dlele 3t ee
AFssiE tk=2g AR ] 2 SR ZE e EE M
slodek 8 71552 A 37]'7<]i Qopst = glom
w14 obrtol) 59 e
onion_cralwer 4‘“.501 ZAge}, BE?ﬂ-, ZEAE o] &
slod gk Al EES] @] HTMLS- 7149} dloE]
wjo] 43} 3= html_crawler =5, 4% HTML do]
Eldlo|~E vk 2 A dae|Es 8 ARE
F-3h= captcha_checker ®&°| &8tk Fig. 11>
A9 =z2e] =2F 55 2 A ZES vEpd Aok

ruﬁ_u

i

T

m

onion_crawler

query composition

crawler

onion fist json

json generator

cravier device
setting

captcha_checker

1 1 condition

wpe 1 condition

o el = |
e
—
a3 11, Zdde=a A=
Fig. 11. Framework design

5.1 URL Z=%! (onion crawler &)

92 BES ool Ao el AE(seed)
7} == onion HZE Ao ® AT AREALl| A
ool Aol Aol 719 =T el 2} 7]
sk Sjol) 8 Slel2 AUk 015 Sl
URLE-= JSON 3} e 2 2A=|e] HTML Hlo]&]

Wo] A3} A8-=t), JSON Ifele] Fx= gldlxel
qd’, AAl AzE f3 =2Pdal Ccapicha’, Alo]EH
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‘name’, Al B HA]] wl’, opFle|H] Ale| Bl 714
gk 7191 = ‘keyword’, 3%l #H|o|x] K] *page’ =
TFAIEI,

5.2 HTML H|0o|E{t{lo|AS} (html cralwer Z2-E)

HTML dlo]elmo] 23} 7|52 448} onion URL
o] H&3ted 2= A 2d(landing) H|o]1x]2] HTML
< FERse] dlolelrle]~ Hel 2 AAsh= 7]l
t} o]ul, =& URLe g HTML 94| dlo]e] =&t
A A, ol AR i daE5Y HoR
7 ARSIt onion Ate|Ee] A<&Ebr] sl
proxy & ARgslof sk=dl, °]& $13ll Seleniumel
‘socks5’ 5 FA R Fo] A oA, wE HelE ¢
3 e 9= 58l WE Aesies sl

5.3 X} EF (captcha checker ZE)
ARE B 7152 ARk A oS ek ¥ ZAlgh
ohd AAAE EljlE 2 Et;Pﬂ‘r AxEE ER3M H?SHH

Sl AR Aelet A el AT S B
of Mok dmelEe TNk R FAic) olul, Fe)
2 el il AU L9 A0t o) )
TR 5L A AR RS
o ol ealel PRI ApshEs Fustlch

VI M

oIr
0l
A=l

6.1 £=x! A}

“Tor Link’ op7lo]w] Afe|Edllx] 7|9 =5 7|uke s
onion URLS 543 2} 1257)19] APo|EE 1 3]3)
on, 4] 5 AP Al B 219l Fo|Au 55
o] Ao —\‘:ZH?;}‘“ 7392 URL< s <=4 6}
o AP} ok Htom el BTt Fig. 122
SAE JISON E49] oA 5 viehiich 5418 Ao =
2] URLS 7[HESZ HTML-S 243t 43, 1257 &
57H¢] URLe] Szeiel oz 4] E7I_h AelodA] 120
7We] URLel eHsl] ZAxF 7 s 53 275 A1)

3t

2 7. e AUE
Table 7. Recall and Precision

srfahgum2fgtdnhwvcv7ognafqjid.onion”,

T2 12, JSON #ele] 4%l Ak o)A
Fig. 12. Captcha Collection JSON Example

6.2 Wil X|E 2 =3 Mtz

AxF 24 AL Aol AEmg glshy] ffs

FEOE HR A AR Al ZAYYZ}

Fak 252 vlsgleh A% 2Re) 25 2l ext,
*url’, ’ddos_form(default)’, ’ddos_form(clock)’, im-
age_select’, etc’, none’S 7HXIt) o]= Z|=E %
el 3o, T classiz ehE el e o
= OvRE EA0]7] el 2419 classell=
Positive, YA classi= EF Negative = 3] AR
Zlgghel. 2Rl class A} ol5e] LT A5
True, AH7 oA|50] U= & 795 False =2 IHHgt
o} ofmje] 7 AR frEE AP -E(Recall), HEE
(Precision), % &=(Accuracy)E Ak

Accuracy =
TruePasitives + TrueNegatives
TruePositives + TrueNegatives + False Positives + Fualse Negatives

(€Y
Recall =
TruePasitives ?2)
True Positives + False Negatives
Precision =
True Positives 3)

True Positives+ False Positives

wA] 120709] URLS 7|uke 2 7ixke] 272 ]3]
g Az, 447119] URLOIM AxE 24188 o 5 904

ddos form | ddos form .
RL AV
text U (default) (clock) image etc none G
Recall 83.33% 100% 71.42% 100% 100% 87.5% 97.33% 91.36%
Precision 83.33% 80% 100% 100% 100% 87.5% 96.05% 92.41%
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=Ty

o} opA] 2, ohas) #7e] AAE AR 36.67% %
dlole] 3lell fojrlgt daks- v1A = ol lolek
AR frad e} AHes Mo AR
I &8-S Table 73 737, JSON 32 ‘captcha’ﬁl'
Hlaste] i 2xlo] ghedgl 743k elglo] el R
AX|5=A] A1H3}] 918k S 2}3) & (confusion matrix)
= ol Flg 133} 22} 87.12%, 34 Ad %= 91.8%,
A 92.5%0 |tk o] FAAE F3l o =el,
B dTe] Zeslfae 2 J3E Bal
o7 A BFe] AT E 933% % T2
Hol= Z& 1% 4 9lglrh

ch=g W ARE el i AbsskE v SR

RS
]

g o

ox 1L

ofF

Al QA7) Ao, Ale) T v B A3
Fagel vha 8] At A0 A HlalE 5ol
shoirk. oF 06%2] die Ak 95 A% 2 84%9)
ofulA] A4k 58] A5 71 Akl lmale ),
ofell F3he e ASS Molrle] ARAE FRlekn
2 5 glek 53],

Ay Qo] 9] 7] A
& P LY 5 Slek i Ao ATl Al
«1 TE G AR Eo] Adsel of 87%°]71, Alskat
zell )25 B45p olnc} EgHom A3k 4
BRR S 9lee A,
WA} EAERs URLeAA] f-3dol] whe AUxe] 2
= ol Fig. 147} 2. text AXk= 187, image select
7A=E] 749-= 67V, URL™} ddos form(default) 742k

oK AR F 7]

mlo Ik

Heatmap of Updated Classification Categories (Revised Multiple Rows)

Captcha Result Summary

Captcha Type

a3 14,
Fig. 14.

WA 2 A

Captcha classification results

57}, ddos form(clock)<- 27W, "FX| 2} & etc2] 739
87NE F-FES sl 2024 715 i el
71 WIS AR AR text 7 M ARER, A}
445 slolA] F ok 4197} o] F L85 SRIsIole

6.3 2t 24
A4 1207)¢] URLIA 2=F B5717} A gksiq] 3t
chalA] 3k 879) AwE BrlE Ao Als Aklebd
6.67%2] A4l Q28-S Hol= AL oF &= glon 9
Table 8- n|2m|x]7} vEAIE) epill 5] A3lE el
o} 247} bRk Y9l F2 HIMLe gt Alol&
o] Ziebleld Sk 25 12 lah HTML A1
2 2y ex] Bl Aol = At Az elgle] 2R}
o3tk ddos forme] 7-Foll= 25 o] 7% sldsh,
2lrtoldlE]l so]x]e] HTMLE <13 textZ 749 5
ek, w3, A4 o]219] ThE B0 AHEEhE “input
class 7} Ak 9 AEE Anke Eha) oE 5
o] search, ID/Password 53} &% wkiag A=
47 AR 797} ARt 25 7k A4 e)
o id=ls 71H=E0] ok ARk ellell= Ex% A
$; 25 2200) BefRse) cloje) 5 71910} AL

" o] #F7F Erksd 4 Slck
10
= = 0
é&;&(na Model Result
a2 13, 2x9E
Fig. 13. Confusion matrix
E 8. A Aol~F
Table 8. Error Case Studies
actual None text ddos form etc ddos form None text text
X X X
captcha (default) (default)
captcha
sorting text URL text text None etc None None
machine
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VI =9 & &

£ A7) A T sk, 4l onion AfelE2]
Sl 6M~ Ao AL o= =) 237
& ARe] FHE ] S8l IR WA
& W] HHT_E, H3 HAES AG A ‘{ltﬂ
o|E3 do7t olrk Sk, HIML 4ol 3] ®
& Alzke] sl ol S sashe Ao ES,
2 38 ) R pkeEa) o] ARRE Ao w=
A|ESE °L H ﬁﬂ°1 A& 2] $lsixd= St 40
o2 a3t s Akl 283t
Aol B} }‘4 Ao 1E°ﬂ sl A= 7] ARk
88k F3ek

£ Ayelde A Feojxel gl kS sk
£l wkef of2] AHe] ARt v E A-85 Ale|Er}
SR ok 715 slo|x|ell AL EAsh=
74t ARs o] ofsirke A =3k Akt AdA
2 et FFE Aol el o} Fig. 159} 3o
T VR AL T A8 ARl S-S Sl
ok 35 o3 thg Al dsiM = 2SSk
], AP AlFIh= onIAlE lFAE 5 E3l

Balale] FEV} olale & Sl ¥4} Aoz S

4 5 sl ARE $EI5 AR W 43 A
2 T 5 Sl 102 S, 2 a1 A
% 71 24310 olFiAele] daE % 7} 9
M RS Ao R Salsle] dolEE sk me

3
_A_d

Haz Gt Aol

NES

heck the RL 11 U addesss bt for the § Bistag dhaencrs

To , dlickan th image displayed the leasd smount of times

el 0E @b

a8 15. o AR oA
Fig. 15. Multi-layered Captcha Example

s1ele) chasl ) o] 24 A4 AL sk

1130

7F R ARssh A = e rashe ZEld
$1=2E Al<kskolek 14 A=k A4 onion Aol E
oF 40%7}F FE= 3t kS f1al ARk ARSI Sl
ow, A= AR T 7P B Bl AR A
2 text ZAIS BRlsigie). - ol AlgkeE Z#|3
=22] Aohes= 93.33% = A 3kaAk Sk ARkl o
s Erdt Aee HelTaleh ARl A7 S,

Lo]z»]. gﬂ—:—o] —0{7]- BAE o]n x] °:|7—S]~‘—‘— E;d
ofo|Zo] EAfsh= olvA], rol=r} 5 }—‘4 AJA] o]l
#), izke] 718 URL olvlA| 5 4 Y} Apashel

E4450] EAg oy, vk Al a—t— olefal mh 5
O R g AIIA FE=E TSl AR 93] 7ls

9] zj%@] 2 o3} w3l shelslgdc) k=9 8= A
o]
7o R

A, A A% ohell A Sk 915 AR 2
Az} 289 Ao lejstd, Ak AFSHE o]
o3

ﬂ% A F Q1 As 714 ARE $s] 2250
<A Fale] &gAdo) dakE Aotk
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