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ABSTRACT

This paper introduces a protocol structure and sequence detection method designed for multi-protocol
analysis in the field of protocol reverse engineering, with the aim of mitigating cyber threats such as malware
and system hacking. Multi-protocol data, involving two or more undefined protocols, requires effective protocol
classification. To address this, our study employs a hierarchical clustering method for multi-protocol
classification, enhancing the performance and reducing the computational complexity of the protocol structure
and sequence detection algorithm by removing payload of messages. The proposed method is evaluated using
both a frequent sequence detection algorithm with a sliding window and a Contiguous Sequential Pattern (CSP)
algorithm for protocol structure and sequence detection. Results demonstrate that the inclusion of hierarchical
clustering and payload removal in both the frequent sequence detection algorithm and the CSP algorithm leads
to notable performance enhancements.
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Method Silhouette Clustering
score accuracy
Min 0.476 1.0
Average 0.480 1.0
Max 0.537 1.0
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Algorithm 2: Identify Payload Area
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Input: hexlist ,, —

— the starting index
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Output : index 1504
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2 = find frequent sequence(hexZist )
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8 end for

9 return index
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