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ABSTRACT

This study presents a cross-device federated learning framework for detecting anomalous behavior in
automotive mobility and evaluates its performance across various experimental scenarios. The proposed
framework retains data locally on vehicle clients, ensuring data privacy while achieving high predictive
performance through cross-device federated learning settings. It addresses challenges specific to automotive
mobility, such as data distribution imbalance, and employs the lightweight deep learning model like MobileNet
for computational efficiency, enabling real-time anomaly detection. Experimental results can demonstrate that
the federated learning model achieves accuracy comparable to centralized models without requiring the direct

sharing of sensitive driver data. This highlights the framework’s ability to balance data privacy and
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performance, making it suitable for privacy-sensitive environments such as smart mobility platforms. We

believe that the practicality of our framework in mobility applications and its broader potential for developing

smart intelligent systems to comply with stringent privacy regulations can offer a valuable solution for

integrating artificial intelligence into data-driven industries.
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Fig. 1. Examples of driver anomalous behavior data in
vehicle mobility. The left and right images indicate that the
driver’s eyes are open, representing a “Normal” state,
meaning no drowsiness. The central image represents an
“Abnormal” state, indicating that the driver is currently
drowsy.
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Fig. 2. Federated learning process with multiple devices
in vehicle mobility. Each vehicle is treated as an individual
device, and only the model parameters are exchanged with
the central server for model updates.
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Fig. 3. Proposed framework based on cross-device federated learning
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