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ABSTRACT

NWDAF plays a crucial role in 5G networks by providing analytics based on network data collected from
other NFs, enabling them to make autonomous decisions and maintain optimal network conditions. In this
paper, we propose a method for implementing an actor model-based simulator that simulates interactions

between NWDAF and NFs in the 5G core network. Each NF is implemented as an independent actor and
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interacts with other NFs through messages. Event-based messages can be served as the SBI (Service Based

Interface) for inter-NF communications. We define NFs as actors and outline the method for transmitting

event-based messages. Based on this, we implemented a simulator to facilitate the exchange of NWDAF

analytics. The simulator was validated using a DDoS (Distributed Denial of Service) attack scenario,

demonstrating the effectiveness of NWDAF in detecting network traffic anomalies and reporting them to NFs

in real-time. We also confirm that the actor-modeled NWDAF can accurately deliver analytics results to other

NFs, enabling them to make decisions. This approach demonstrates that it can be easily extended and applied

to different scenarios involving the transmission of network analytics.
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HiERby, o] g AR88te] dloje] Ae] 7lssiek
Hel= 2R id, WA 715l msg, 28] B4 A
1} A5 ABIELE duae] 1] B el
VV]E g} o]o} Fro] NS ask() MIME=S
Zgate] olE ZHEe] wAA] AES F3) dlolelE
susialeh ok e} B e SHE URNS: HL 9
E1¢] g Aoz, sl dejolA wAAE 2 = ¢l
the ollel s 23kl w3l AE 71 nlEr)A WA
Aol AN 79 APl Aeoldl AAE slentg

def notify(self, msg_id, message, data):
actor = pykka.ActorRegistry.get_by_urn(msqg_id)
if actor is not None:
for attempt in range(self.retry_limit):
trys
# Transmit n

self.actor_id,

: message,

*: data}, block=False
response from other actor

info(f"Response received
el ™y

from {msqgl did}:

| Loqger.darning(f”mo response from
{msg_id} T )
1 i hax( ing

18 ex pykk1 ActorDeadError:
19 logger.error (f"Actor {msg_id} is dead
. EBannob nobity 1
break

except Exception as error_msg:
lagger exror (fflFailed te norify |

msg_id} on attempt {attempt + 1}. Error: {str(
error_msqg) }")
ir it for retransmission
time.sleep(self.retry_delay)
logger.error (f"All retries failed for
mae el My
else:

logger.error (f"Actor with URN ' {msg_id}’ not
Eonnd . Eadilod to send netifiearion )

T2 6. Notify WA=
Fig. 6. Notify method
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WA AEE s, s ole 2o v
A% FHa) & Erele A0S A5 38z
43,
V. AlS0IM ALzl 2 Znt
4.1 A2

PCF7} NWDAFE %3l UE o4 35 =A
(Exception ID=Suspicion of DDoS Attack)®l thaF -
TS5 pasla, 5413 NWDAFS] #4] Al e}
AL AL g AR eE Sl e sy
NF AlEdole]ol] gt HAeS Ffgich

PCFE= U EY = 2193} QoSS Allofslar ¥e]s}n]
HEH =] A 7§7<j whkS E5) ARgx}e] Au]xs A
gt & AuE| 2elX =
PCF= NWDAFE—”rEi DDoS &3¢ wigh #4498
=517, NWDAFE 758 Eoﬂ AF, SMF, AMF, UPF
ZHE] e’ A % At 7R} 28 73
o] NWDAF= A5l A RS vietoR @ kel
7[ake] o) vhA] Rl Ehgsie] dlole] A4S 573
SlaL dlo]e] ¥4 Z3}E Nnwdaf_AnalyticsSubscripiti
on_Notify & ©]-5-3 %EEJD}. o] Al LA e w4
S 38k e A AR} o)Ak A4S PCFo

#gickar 713k} PCF= NWDAFCIA] 41&k o]
2} Heg ARAle] B3t AR vlazsle] oAk w4
= ik wkef o)Ak At PCE7E BA3E ARk
Hr} ztoba] o|rte] HEAE %] of=rhH PCF= WthE
ZAE F3HA wderh ey AR Bk =2 ol
57+ A= PCF= SMFell sl Aol 4 sl
Z 23 Nsmf_PDUSession_Release S <53t}
SMF= 415l ARE nleko = s AlAdel EHEJ o4

10 rbl_{

mN

i;

PCF NWDAF SMF

Data Analytics

Release PDU
session,
Apply SM backoff
timer

3% 7. DDoS ol §#] Ave|e
Fig. 7. Scenario for DDoS attack
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4.2 CSE-CIC-IDS 2018 H|o[E{Al

CSE-CIC-IDS 2018 do]EjAllPe =9 = Bt
ATE Sl AAE dHeleAleR, tiokgt {39
DDoS 54% Z3Fsla glrk o] ol Ale MEY=
E 9] 84714 EA(features)S 3} glon, 3
o ANS5S 1g vlekslar 2] HlA| vk dlolE] Al
EE A3l 2 == NWDAF7} UE2| DDoS
TAL eR|el= AU $2 78157 93] CSE-CIC-
IDS 2018 dloJejAle] Eay Z29-9 veldo]e] 4
EA dlo[el g 30| UES A Wie] ZF NFEIA 44
= "ol 2 msle] AR-3t). CSE-CIC-IDS 2018
dlolejAle] A 54 % 13 2t

CSE-CIC-IDS 2018 dlo|e]al> 374 qlzelel=
5070¢] she] Ejhw o] gl I glzetell= 42071
2 whd=) 30708] A7) 23 $gellx] 3=l o]
B2, o]5A AwE ¥3slx] od=r} u=}x] CSE
-CIC-IDS 2018 dlo]el&= Al A=) E dedsia A4
A B dlole|e}l AR EE 38 SMF Hlo]
B, AR 9 ELlEE Helshe sizle] Al ARE
F315H= UPF dHlo|E]D, ol Zg]Alo|A #olx] Ex
g3} o|dlE 215 FA]8= AF Hlofe] 502wl
& glck

AF-HeZ B, Source P2} Destination IP+= UE
o} Au]x A8 7k] TP 42 el Source Port
9} Destination Port™= UE$} 48] 71e] ¥ E HIE o}
Rt} o] SMF, UPF, AF 5ol 4315 dlo|e 2
2 = ¢lt} Flow Durations E#E Z2-9-9] %|<-A]
ke 2 AR X&A7ke 2 74Es 4= o)tk w3k Flow
IAT(Inter Arrival Time) Mean/Std(Standard devia-
tion)/Max/Min /Tot(Total) 2 EAEL F Z=29 7F
o] 4, FFHAL, A, &, AA AR &rlsH,
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F 1. CSE-CIC-IDS 2018 tloJe]Ale] A7 £
Table 1. Features of CSE-CIC-IDS 2018 dataset

No. Features No. Features No. Features No Features No Features

1 Flow ID 18| Bwd Pkt Len Min | 35| Bwd IAT Max |52| RST Flag Cnt 69| Subflow Fwd Byts
2 Src IP 19|Bwd Pkt Len Mean| 36| Bwd IAT Min |53| PSH Flag Cnt | 70| Subflow Bwd Pkts
3 Src Port 20( Bwd Pkt Len Std | 37| Fwd PSH Flags |54 ACK Flag Cnt | 71| Subflow Bwd Byts
4 Dst IP 21 Flow Byts/s 38| Bwd PSH Flags | 55| URG Flag Cnt | 72| Init Fwd Win Byts
5 Dst Port 22 Flow Pkts/s 39| Fwd URG Flags | 56| CWE Flag Count | 73| Init Bwd Win Byts
6 Protocol 23| Flow IAT Mean |40| Bwd URG Flags |57| ECE Flag Cnt | 74| Fwd Act Data Pkts
7 Timestamp 24| Flow IAT Std 41| Fwd Header Len |58 Down/Up Ratio | 75| Fwd Seg Size Min
8 Flow Duration |25| Flow IAT Max |42| Bwd Header Len | 59| Pkt Size Avg 76 Active Mean

9 Tot Fwd Pkts 26| Flow IAT Min |43 Fwd Pkts/s 60| Fwd Seg Size Avg| 77 Active Std

10| Tot Bwd Pkts 27| Fwd IAT Tot 44 Bwd Pkts/s 61| Bwd Seg Size Avg| 78 Active Max

11| Tot Len Fwd Pkts | 28| Fwd IAT Mean |45 Pkt Len Min 62| Fwd Byts/b Avg | 79 Active Min

12| Tot Len Bwd Pkts | 29 Fwd IAT Std 46 Pkt Len Max 63| Fwd Pkts/b Avg | 80 Idle Mean

13| Fwd Pkt Len Max | 30| Fwd IAT Max |47 Pkt Len Mean 64| Fwd Blk Rate Avg| 81 Idle Std

14| Fwd Pkt Len Min | 31| Fwd IAT Min |48 Pkt Len Std 65| Bwd Byts/b Avg | 82 Idle Max
15|Fwd Pkt Len Mean| 32| Bwd IAT Tot 49 Pkt Len Var 66| Bwd Pkts/b Avg | 83 Idle Min

16| Fwd Pkt Len Std | 33| Bwd IAT Mean |50| FIN Flag Cnt 67|Bwd Blk Rate Avg| 84 Label

1

2

Bwd Pkt Len Max | 34 Bwd IAT Std 51

SYN Flag Cnt | 68

Subflow Fwd Pkts

Total Fwd Pkts/Total Bwd Pkts, %1 sjzl3} 5=41%]
AF12] Zole} A% EA __H(.xﬂ:q— FH ), 3
h Fagh), MRl A% S JH?H a4 FUlaE
1ﬂls¥~ EATE 7 A ARE A UPF,
F 59| do|lg& vjgdgd 4 T’/]- Active Mean/

=

Std/Max/Min 2 Idle Mean/Std/Max/Min3} -2 54
== 72 vEYm BT SE(active) H

(idle) “deot =il EA wlofels vehlin, of&=
Aleld EdfgE muEHsta, 54 ofEe]Ael4do]
L Lol B =l o i e = bl (S QR P EA L i
ZFENsIA] 7153k= AF SellA] Al dlolE = vidd
T Ak

4.3 NWDAF DDoS 0|4 Efx| =&

NWDAFel| A-85]+= o4} &#] mdlg ¢ Bql3r]
= AR S eI HAIE S 7o meElw,
A e Bl dlolel® shasict Sk el
A= e = B e RS wedslr] $ls) &
7 A3 (Source IP, Destination IP, Source Port,
Destination Port)®} Flow ID, Timestamp$} 7] Ezj
I oA} Ekx]e} Feo] gl EXET A& Y =
dlelel= AAe] S 3l Alelstar 77702 SAut
< Z8Yck SRl mdle 579 Hololw o] F
o1 glew] 7+ #lolei= 77, 57, 38, 57, 77709 S

N

o H

2. SEQ1FH 9 dlo|¥3telr]E
able 2.

Hyperparameters for autoencoder

Batch size 256
Learning Rate 0.0001
Epoch 100
Optimizer Adam
Loss function L2
Anomaly Score L1

2=l NWDAF, PCF, SMF 9B+
Ne] Az} EA]o]] 753 URN 72 13 83} 7o)
shejulic) 7F Hej7} AR 7= ARG FelE

B3}17] 914 logger.INFO ZH o= i wAA & &
3= NE]Z [actor_name] HEZ F7]3ch
====s========== Check the URN ====s==========

NWDAF urn:uuid:e6£4599£-98cc-400c-b2£2-1670815751dc
PCF : wurn:uuid:31215ef0-406d-4£15-b840-1affb2510b31
SMF : urn:uuid:4728aeb5-c043-4ebl-8fb7-4c17912df6b3
T2 8. NF¥ 3% URN

Fig. 8. URN allocation
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01:10:15,534 INFO:================= Request subscripticn = =SMF=====

01:10:15,534 INFO: [PCF]llurniuuid:4728aeb5-c043-4ebl-8£fb7-4c17912df6b3|subscribed to PCF
01:10:15,535 INFO: [NWDAF Jjurn:uuid:31215ef0-406d-4£15-bB840-1affb2510b31 |subscribed to NWDAF

01:10:15,535 INFO: [PCF] Response: PCF subscribed to NWDAF PCF
01:10:15,535 INFO:[SMF] Response: SMF subscribed to PCF

a2 9. SMFe} PCFe| +5 847 35

Fig. 9. Subscription request from SMF and PCF and responses

01:10:15,546 INFQ:=============== Network traffic generation ===s=====s=======

01:10:15,546 INFO:[
01:10:15,546 INFO: [NWDAF] Analyze traffic...
01:10:16,123 INFO: [

01:10:16,123 INFO:[

NWDAF] Traffic Data Received (82,)

NWDAF] Notify analytics info to subscriber (urn:uuid:31215ef0-406d-4f15-b840-1affb2510b31)
PCF] Received Session information with Anomaly score (0.09317035228013992) PCF

01:10:16,124 INFO:[PCF]IDecision: Abnormal traffic(Label:DDoS attacks—LOIC—HTTPﬂ, Request session release to

(urn:uuid:4728aeb5-c043-4ebl1-8£fb7-4c17912df6b3) SMF

P1:10:16,124 INFO:[PCF] Session info s . .

kro 1P 18.218.115.60 Session info. in PCF
Brc Port 60392

Pst IP 172.31.69.25

pPst Port 80

ame: 0, dtype: object

[PCF] Decision making

01:10:16,124 INFO:[SMF] Received reguest with session info

01:10:16,125 INFO: [SMF] session info

Src IP 18.218.115.60 Received session info from PCF
Src Port 60392 in SMF

Dst IP 172.31.69.25

Dst Port 80

Name: 0, dtype: object

01:10:16,125 INFO:[SMF] Session released.

01:10:16,125 INFO:[SMF] Action: Attempting to release session...

01:10:16,125 INFO:[SMF] Action: Starting back off timer...

[SMF] Action

T8 10. ol Edigel wE PCFe] 94} A4 2 SMFO ti$- 35
Fig. 10. Decision-making by PCF and response actions by SMF according to abnormal traffic
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01:10:16,548 INFO: [NWDAF] Traffic Data Received (82,)

01:10:16, 548 INFO:[NWDAF] Analyze traffic...

01:10:16,549 INFO: [NWDAF] Notify analytics info to subscriber4urn:uuid:31215ef04406d74f15~b840413ffb2510b3ﬂ)
01:10:16, 550 INFO:[PCF] Received Session information with Anomaly score (0.02564314380288124) PCF
01:10:16, 550 INFO:[PCF]|Decision: Normal traffic “PCF]Dedﬂonrnahng

01:10:17,549 INFO: [NWDAF] Traffic Data Received (82,)

01:10:17,549 INFO: [NWDAF] Analyze traffic...

01:10:17,552 INFO: [NWDAF] Notify analytics info to subscriber(brn:uuid:312156f0—406d—4f15—b840—1affb2510b31h
01:10:17,552 INFO:[PCF] Received Session information with Anomaly score (0.015296041034162045) PCF
01:10:17,552 INFO: [PCF] [Decision: Normal traffic |[PCF] Decision making

a2 11. B =l w2 PCFe Al ZHA

Fig. 11. Decision-making by PCF according to normal traffic
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