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ABSTRACT

With the advancement of the information technology, various “Things” that existed in reality have been
transferred to the Internet world. Social meetings and clubs are also appearing through the “Internet
community”. The Internet is basically characterized by anonymity. That is, users in the community can hide
who they are, and a personality different from reality can be expressed through another me expressed only in
the cyber world. Previous studies have tried to explain the negative impact of the Internet on society based on
aggression and violence behind the anonymity. In the past, Internet users showed their negativity with a mask
of anonymity simply to hide themselves. However, today, since it has been understood that this mask can be

revealed by someone, the focus has been on hiding “I,” the essence of anonymity. In other words, the
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concealment of anonymity is characterized by aggression appearing according to the will of the user because

the mask is put forward, in the past and now, but it can be seen that aggression inevitably attracts more

attention because it eventually brings a negative effect. Therefore, in this study, we examine the difference in

word use behavior of community users according to the anonymity characteristics of the Internet. Experimental

results have shown that there are users who only want to show concealment and that their use of words does

not show much difference from other anonymity characteristics.
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Representation of

Description
users

Permanent nickname user:

A user is the member of the Internet community, and uses a
fixed nickname inside it. The gray icon next to the nick name
represents her membership status, and the yellow square
represents her using a permanent nickname.

o=
T

i

a

Temporary nickname user:

A user is the member of the Internet community, and uses a
nickname that may change frequently. The temporary
nickname often consists of meaningless characters.

[olNe]

Non-member:

A user is NOT a member of the Internet community so that
the nickname is not with the gray icon. Instead, it is followed
by the first two parts of the IP address that the user is using.

S8 1. AAlEsIAe] AR 3
Fig. 1. Three types of users and their representations in
DCINSIDE
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1. Whitebox member: is a membership user who can be easily identified

by own unique nickname.
Member
ship
2. Blackbox member: is a membership user who tends to conceal own Trace

identification by using meaningless nicknames. able

3. Traceable ber: is a ip user whose il
is traceable by authorities.

4. Tor user: is a non-membership user who tends to conceal own }_@

identification completely. Authorities can hardly identify her.
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Fig. 2. Categorization of 4 types of users with respect to
anonymity and concealability in this study.
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Categorization
of words

Everyday word | "hello", "today", "3Fd", "2 5", "o @o]"

Description and examples

Community -
ol Zan Zo
word B, "G, "agof
. Words related to sex in an indecent or offensive way.
Vulgarism

" ()3} BAE Bof

Insulting word | Slang, offensive words, racism, etc.
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Fig. 3. Categorization of 4 attributes for words defined in
this study.
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Collecti Prepr Classification Analysis
A web crawler Asystem A system Asystem runs
collects posts eliminates classifies post morphological

from each web duplicated posts. according to the analyses for entire
page in the types of users posts and for
Internet (anonymities). sentences in the
community. posts, and then
assigns word
attributes.
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Fig. 4. Procedure of the proposed method evaluating the
use of words.
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