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Adaptive Frequency Hopping Technique for Anti-Jamming of
UAV Systems Using Lightweight Messaging Protocols
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ABSTRACT

This study proposes an adaptive frequency hopping technique to enhance the anti-jamming capability of small
Unmanned Aerial Vehicle (UAV) systems using lightweight messaging protocols. The proposed method consists of
three phases: channel state monitoring, channel state information integration and distribution, and frequency
hopping pattern adjustment, designed to operate effectively in dynamic jamming environments. The performance of
the proposed technique was evaluated through simulations, comparing it with existing methods in both stationary
and dynamic jamming scenarios. Results show that the proposed adaptive frequency hopping technique
demonstrates the most stable and high performance in dynamic jamming environments, effectively addressing the
problem of false detection accumulation and ensuring long-term communication stability. The technique is designed
considering hardware constraints, making it immediately applicable to existing lightweight messaging
protocol-based drone systems. This research is expected to significantly enhance the security and reliability of
small UAV systems, offering a practical solution for improving anti-jamming capabilities in lightweight messaging
protocol environments.
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Algorithm 1 Channel State Monitoring for Each UAV-GCS Communication

Pair

: Input: Channel set C, Monitoring window W, Thresholds
(SNR_th, BER_th, PLR_th)

2: Output: Channel status S for each channel

3: Initialize monitoring data D, = [] for each channel ¢ € C

4: for each time slot ¢ do

5 for each channel ¢ € C' do

G: Measure SNR, BER. PLR of channel ¢

7: Add measurements to D,

8 if length(D.) > W then

9: Remove oldest entry from D,
10: end if

11: end for

12: end for

13: for each channel ¢ € C' do
14: Calculate average SNR, BER. PLR from D,
15: if avg_ SNR < SNR_th or avg_ BER > BER_th or avg_PLR > PLR_th

then
16: S|e] = ‘compromised’
17: else
18: S|e] = ‘normal’
19: end if
20: end for

21: return S

3 2. A A 2ueg duels
Fig. 2. Channel state monitoring algorithm
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Algorithm 2 Channel State Integration and Distribution by Center Node
: Input: Channel status S from all UAV-GCS pairs, Channel set C, Total
number of pairs N, Compromise threshold T’
Output: Integrated channel status I
Initialize I = {}
for each channel ¢ € C' do
compromised_count = count of ‘compromised’ in S[c| across all pairs
6: if compromised_count/N > T then
7 I[c] = ‘unavailable’

PSS

8: else

9: I[c] = “available’
10: end if

11: end for

12: Broadcast I to all UAV-GCS pairs
13: return

a8 3. Ad A AR g 2 oulx daes
Fig. 3. Channel state information integration and
distribution algorithm
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Algorithm 3 Frequency Hopping Pattern Adjustment for Each UAV-GCS Pair
1: Input: Integrated channel status I, Total channels C, Number of pairs N,
Current time 7', Pair ID id
2: Output: Updated hopping pattern P for the pair
: available_channels = [c for ¢ € C'if I[c] == ‘available’]

M = length(available_channels)
: random.seed(T’)
: shuffle(available_channels)
P=]
: for i =0to M —1do

index = (i N +id)%M

10: P.append(available_channels|index])
11: end for
12: return P

© o =

J8 4. Fobg =of | 24 ol
Fig. 4. Frequency hopping pattern adjustment algorithm
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Table 1. Parameters of the presented algorithm and their
descriptions

Parameter Description
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" states
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4 channels
SNR, SNR threshold for assessing channel
state [dB]
BER, BER threshold for assessing channel
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PLR,, PLR threshold for assessing channel state
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