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Detection Error Probability Maximization for Relay-Based Covert
Communications

Md Sakil Hasan®, Jihwan Moon’

ABSTRACT

In this paper, we investigate the reliability of covert transmissions for a relay-based communications system.
We specifically consider a scenario where a transmitter sends both public and covert messages to a receiver
through a relay, while the detector embedded on the relay attempts to uncover covert messages. Considering
the detection error probability (DEP) at the relay, we propose transmission strategies to confuse the detector as
much as possible while maintaining a certain level of the reliability of covert transmissions. To this end, we
first identify the worst-case DEP, i.e., the minimum possible DEP at the relay. We then solve optimization
problems to obtain the optimal power ratio on between public and covert messages that simultaneously
maximizes the worst-case DEP and guarantees a minimum covert rate threshold. Two well-known relay
protocols, decode-and-forward (DF) and amplify-and-forward (AF), are studied by taking the processing delay
difference into consideration. Hence, numerical results reveal not only how system parameters affect the DEP

performance in general, but also instances in which DF or AF protocol outperforms each other.

Key Words : Physical layer security, covert communications, low probability of detection, decode-and-
forward, amplify-and-forward, relay, false alarm, miss alarm

. Introduction networks are to enhance communications by providing

higher data rates, lower latency, and massive con-

Advancements in wireless technology in recent nectivity across diverse smart devices while ensuring
times have provided opportunities to improve human strong user information security. Additionally, both
life. These technologies have applications in fields generations focus on energy efficiency and sustain-
such as earth observation satellites, vehicle-to-vehicle ability, with 6G further integrating advanced artificial
(V2V), and industrial internet of things (IIOT)™. intelligence (AI) for optimized performance and ex-
Wireless communications, however, are becoming panding connectivity to more remote areas.
more exposed to dangers in several ways, such as data Moreover, the number of Mobile Internet of Things
privacy, cybersecurity, and wireless jamming. It is (MIoT) devices has increased dramatically for both
worth mentioning that the main objectives of the 5G and the soon-to-be 6G networks to handle the risks
fifth-generation (5G) and the sixth-generation (6G) posed to MIoT users®. Radio Access Network (RAN)
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is a method that connects individual devices to other
parts of a network through radio connections. In the
context of a 5G network, RAN includes advanced
technologies and architectures designed to handle in-
creased data traffic, support numerous connected de-
vices, and provide higher data speeds with lower
latency. However, in 5G networks, the concept of
RAN has been enhanced with cloud-RAN (C-RAN)
and open-RAN (O-RAN). Encryption algorithms, on
the other hand, are used within the RAN to secure
data transmission. In 5G networks, encryption algo-
rithms like 128-EEA2 and 128-NEA2, based on the
advanced encryption standard (AES), are implemented
to protect user data at various layers. These algorithms
ensure data confidentiality and integrity by encrypting
it as it travels through the RAN, safeguarding against
interception and eavesdropping”. These methods re-
quire a key exchange and incur a non-negligible com-
putation load when encrypting or decrypting, which
are specifically problematic for low-powered Internet
of Things (IoT) devices nowadays.

Among some alternative security techniques, phys-
ical layer security (PLS) lately draws attention, which
is a method of securing wireless communication by
exploiting the unique characteristics of the physical
channel through which the communication occurs. It
specifically focuses on the inherent properties of the
communication channel itself to prevent unauthorized
access and eavesdropping'®. Since cryptography
methods ensure data confidentiality, integrity, and au-
thenticity by encrypting and decrypting, combining
them with physical layer security may provide com-
prehensive protection against a wide range of cyber
threats and physical layer attacks.

Nonetheless, there is an increasing demand for se-
curity measures that not only prevent unauthorized en-
tities from decoding information but also conceal the
existence of the communication link!). For example,
though the contents of phone conversations may be
encrypted, adversaries can continue to be able to ob-
tain information through traffic analysis, such as the
duration of calls, the frequency and timing of commu-
nication between users, and the geographic locations
from which calls are made®®. Due to these reasons,

researchers are now interested in covert communica-

tion or low-probability-of-detection (LPD). Covert
communications aims to hide sensitive information
from detectors, ensuring a higher level of secure in-
formation that is transferred from the transmitter to
the receiver. This concept has recently been in-
corporated into various communications systems. One
widely used technique is to hide user information
within the environmental or artificial noise to transfer
the receiver. Additional techniques, such as non-or-
thogonal multiple access (NOMA) or turbo encoding,
are also utilized for covert communications'.

Researchers have conducted many studies focused
on covert communication in single-hop wireless sys-
tem"""") The authors demonstrated that the covert
rate is achievable for the additive white Gaussian
noise (AWGN) channels in [10], bosonic channel in
[11], and discrete memoryless channel in [12]. Covert
communications based on generating artificial noise
in fullduplex (FD) mode was studied in [13]. The au-
thors discussed in [14] how a covert transmitter ad-
justs its transmission power effectively by exploiting
the unpredictable noise surrounding the detector.
Using both bounded and unbounded noise uncertainty
indicators, the researcher in [15] optimized the covert
rate.

To combat the effects of channel fading and path
loss, researchers studied covert transmissions on two-
hop links as well. The authors in [16] investigated
a system where a transmitter first sends the message
to a relay, which then forwards the message to the
receiver, such that the message transmission can be
executed by a low transmit power with the help of
the relay. The work''” presented how to achieve a
positive covert rate by leveraging relay and mul-
ti-channel uncertainty. In [18], the authors introduced
two covert transmission methods for amplify-and-for-
ward (AF) half-duplex (HD) relay. Studied in [19] is
the covert rate of a two-hop wireless relaying system
where the relay may choose to work in either the FD
mode or the HD mode. The authors of [20] and [21]
explored the use of power splitting and time switching
for energy harvesting in an AF relay and a multi-an-
tenna decodeand-forward (DF) relay, respectively. For
covert communications aided by multi-antenna DF re-

lays, [22] examined achievable covert rates, taking in-
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Table 1. List of Abbreviations

Abbreviation Full form

v2v Vehicle-to-Vehicle

IIoT Industrial Internet of Things
5G/6G Fifth Generation/Sixth Generation
MIoT Mobile Internet of Things
RAN Radio Access Network
C-RAN Cloud-RAN
O-RAN Open-RAN

AES Advanced Encryption standard
NOMA Non-Orthogonal Multiple Access

IoT Internet of Things

PLS Physical Layer Security
LPD Low Probability of Detection
AWGN Additive White Gaussian noise

AF Amplify-and-Forward

HD Half Duplex

FD Full Duplex

DF Decode-and-Forward
DEP Detection Error Probability
MD Miss Detection

FA False Alarm

QoS Quality of Service

to account both direct and relay links.

In our past work!"

, we previously investigated the
maximum covert rate using optimal power and com-
pared the maximum covert rates among DF, AF, and
CF relays. Meanwhile, in some situations, e.g., covert
operations in enemy territory, ensuring that covert
communications between troops or command centers
remain undetected is paramount. If enemy forces de-
tect these communications, then their lives will be at
risk. Therefore, ensuring high detection avoidance is
more critical than enhancing the covert transmission
rate in such a scenario. Motivated by this, we con-
centrated on identifying the maximum DEP by obtain-
ing optimal power and compared performance be-
tween DF and AF relays in this work.

In this paper, we focus on a scenario in which a
transmitter sends both public and covert messages to
a receiver through a relay, while the detector em-
bedded in the relay attempts to uncover covert
messages. We investigate the maximum DEP across
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varying relay system types, specifically de-
code-and-forward (DF) and amplify-and-forward
(AF). Considering the relay minimum DEDP, i.e., the
worst-case DEP from the perspective of covert com-
munications, we strategically allocate power between
the public and covert messages to obtain the highest
possible worst-case DEP.

We further provide numerical results of a relay
processing delay-ware comparison between DF and
AF relay systems, as in [1]. We also include the ef-
fects of other system parameters, such as source and
relay transmit power, noise uncertainty bound, and
minimum required quality of service for both public
and covert messages, on DEP performance on the DF
and AF relay systems.

This paper is organized as follows: Section II pres-
ents the system model and parameters used in our
study. We formulate optimization problems in Section
IIl. In Section IV, we describe the technique and the
algorithms employed. Section V discusses the ex-
perimental setup and numerical results. Finally,

Section VI concludes the paper.
II. System Model

The considered scenario is illustrated in Figure 1.
A transmitter node S sends both public and covert
messages to a receiver node D through the relay R.
A detector embedded in the relay makes an attempt
to detect the presence of covert communication.
Additionally, we presume the existence of messages
at long distances (S D, R). Therefore, D and R know

when S is transmitting messages!”".

[\

& Detector

Transmitter Relay,R Receiver
S D
e Public message

Covert message

Fig. 1. System model
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2.1 Received Signals
At the relay, the received signal is expressed asD.

Yr = hSR\/FS (\/axp+ v1-— axc) + Z&. eY)

Here, xp ~CMO, 1) and xc ~ CMO, 1) represent the
public and covert messages from the transmitting
node, respectively, and CMO, 1) indicates a complex
Gaussian distribution where the mean is O and the var-
iance is 12). The term Ps means the source transmit
power, variables v/& and v/1 — & denote the transmit
power of public messages xP and covert messages X
respectively, and zz ~ CMO, 0',3) represents the addi-
tive noise. [24] and [25], we consider that the noise

0',3, dB varies uncertainty such that the function

U((_)-Ig,dB - CdBvé-l%.dB + Cas) operates within a decibel

range where O-l%.dB and (4g are parameters representing
the mean and bounded range respectively, both of
which are non-negative. We proceed by examining
two distinct relay types, namely DF and AF, and sub-
sequently derive expressions for both the public and
covert rates at the destination node.

2.1.1 DF Relay
First, we observe from (1) that the achievable rate
. A .
for the combined message X5 = Voaxp++/1—axec in
the S'- R node is expressed by

hsg|* P
s = log, 1—0——‘ SR|2 5

@

R
After successful decoding by the DF relay, the signal

Xs is forwarded to the receiving node, where the re-

ceived signal can be represented as
Yo = heoVPr <\/axP +V1- O‘XC) +2p, A3)

where Pg stands for the transmission power of the re-

1) The received signals at the relay and detector are the same
since the detector is implemented on the relay.

2) The Gaussian distribution on xp and xc comes from the
assumption of the Gaussian codebook to investigate the
theoretically maximum covert and public rate performance
[23].

lay and z, ~ CMO, 0',% 0) represents the AWGN. The
achievable rate for the combined message xs in the
R-D hop is denoted by

heo|* P,
1+‘1RI)|2 R ) (4)

rr = log, p
From (2) and (4), it is apparent that the effective data
rate for xg is bounded above by 7s and 7z for successful
decoding at both the relay and receiving nodes. The
receiver first decodes the public message by consider-
ing the covert message as interference, from which
the achievable public message rate is obtained by [23]

|hRD|2PRa
|heo|? Pe(1 — @) + 62

repr =10gy | 1+

(&)

Secondly, the receiver D decodes the covert message
by subtracting the decoded public message3). As a re-

sult, the achievable covert rate can be written by

ol Pe(1 —
1+\RD\ R§ ) . ©
Ok

Tcpr = 10g2
It is clear that the actual public and covert rates are
limited by rppr and repr, respectively for successfully
decoding.

2.1.2 AF Relay

The AF relay transmits xz to the receiver D, which
is an amplified version of yg and the receiver D ob-
tains

Yo = hroV/Prxg + 2. (@)

Note that X% = Ye/\/ sz Ps+ 6% denotes the nor-
malized unit-power signal from the AF relay.

Similar to the DF case, if we assume that the re-
ceiver D adopts the successive decoding of public and
covert messages in order, the achievable rates can be
expressed as

3) The successive interference cancellation (SIC) is not
performed on the modulation or signal wave level but on
the digital symbol level.

51



The Journal of Korean Institute of Communications and Information Sciences "25-01 Vol.50 No.01

‘hSR|2PSa
rpar = 1O, 1+ , (8
e g2< |hs|> Ps(1— o) + 62 + &2 ®

®

o2+ 62

hse|* Ps(1—
rear = logy <1+| el By _)):

where 67 = (\h5R|2Ps+ 013) o5/ (|hRD|2PR)

2.2 Detection Performance at the Detector

The detector recognizes the received signal yR .
To detect whether any covert messages exist, the de-
tector at the relay first removes the public message
portion form its receives signal as Zr = Y — hseV/Psxp
considering that the relay perfectly knows /Zs and
P The detector then considers two hypotheses as

Hy: Zgp =z,
Hi: Ze = hgey/Ps (V@ —1)xp+ /T axe) + 2.
(10)

where Hj, indicates that no covert message was sent
by the transmitting node, while A, indicates that a
covert message is present. As [24], we also assume
in this paper that the detector uses a radiometer to
detect the signals after gathering N —o0 number of
enough signals. Thus, the detector can apply test sta-
tistic 7 as

Hy,: T=o},

e T=2hgPR0-v@)rop
Two kinds of detection errors are introduced by the
hypothesis test. The first is called missed detection
(MD), when the transmitter S and receiver D are in
communication but the detector is unable to notice
it. The second is called a false alarm (FM) when the
detector incorrectly determines that there exists a cov-
ert transmission. Thus, the detection error probability
(DEP), denoted by Pr (error/t ), is composed of the
MD and FA probabilities*”

Pr (error|7)=

52

Where Pr (T> 1t/ Hy) and Pr (7< 1/ H,) denote FA
and MD probabilities, respectively for some threshold
7. Assuming that covert transmissions take place ran-
domly, meaning that Pr(Hp) = Pr(H;) = 0.5, according
to [26], the optimal T that minimizes the DEP can
be derived

1
T =2 |hg|* P5(1 —x/&)+zc,3, (13)

and the corresponding minimum DEP is calculated by
[23]

Pr (error|7*) =

1 . 1 n T* (14)
2 2In8 \ o —2|hg P(1—Va) ) )’

provided that $&7 > 2 |hse|* Py(1 — /@) + 62 /¢. We

further make a conservative assumption that the de-

tector knows the exact value of a , by which (13)
leads to the worst-case minimum DEP.

. Problem Formulation
To achieve the maximum covert rate, the author!"!
optimized the power allocation for the public and cov-
ert messages. In this section, we aim to determine the
optimal power allocation between public and covert
messages that maximizes the minimum DEP. We for-
mulate optimization problems according to the type

of relay in the next sections.

3.1 DF Relay

For DF, the optimization problem can be given by

(P1): ar.glz}.)b(C Pr (error|T™), (15a)
subject to: bp > Fp, (15b)
bp+be <min (Tslga_coa 7) s (150)

bp <rppr, (15d)

be <repr, (15e)

be > e, (15%)

_ 1_

g#zzwﬁ&0—¢®+zﬁ7ak>
0<a<l, (15h)
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where the actual rates for the public and covert mes-
sages are indicated by bp and bg respectively. In (15b)
and (15f), we set the minimum quality of service 7p
on bp and 7c on b¢ for reliable public and covert
communications. The upper constraints on bP and bC
in (15¢)-(15¢e) indicate conditions for successful de-
coding as discussed in section 2.1.1. By setting the
noise variance O',% =¢ 5’,3 at the DF relay, we consider
the lowest feasible 7. Constraint (15g) ensures a pos-
itive minimum DEP, and (15h) sets a feasible region

for o.

3.2 AF Relay
The optimization problem for the AF relay method

can be expressed as

(P2): max Pr (error|7*), (162)
subject to: rRAF|c,%:§c’r,% > 7p, (16b)
VC.A/~‘|GI%:C51% > Fe, (16¢)

_ 1_
67 > 2 |hel Ps(1— Vo) + 20-137 (16d)

0<a<l, (16e)

By setting the noise variance op = (67 at AF relay,
we consider the lowest possible 7547 and rgar to guar-
antee the minimum reliable qualities of service 7p and
7c in (16b) and (16c), respectively. The constraints
(16d) and (16e) correspond to (15g) and (15h) in (P1),

respectively.
IV. Proposed Solutions

We provide the optimal solutions to the opti-
mization problems (P1) and (P2).

4.1 DF Relay

In this subsection, we proceed our discussion with

a feasible 7» that satisfies 77 = Min (rS |0,%:C5§’rR>

from (15c). Next, we rewrite (15g) by

\/5>1—<C—l)6—’% 17
- C) 2|hsl* P (17

This reduces to @ < & <1 by merging (15g) and

(15h) where

a2 (max (va,0))’. (18)
We also observe that b¢ in (15¢) and o in (15d) have
larger feasible region when by is reduced. Hence, we
can determine the optimal bp to be the minimum re-
quired rate, as indicated in (15b), i.e.,

by=Fp, (19)

without loss of generality. (P1) is then reformulated

into
(P1.1): r;g? Pr (error|7*), (20a)
subject to: be < min (75|c,§:56,§ —Fp i — fp,rc.mr) )
(20b)
@)l R @10
27 B |* P '
(20c)
be 2 Fe, (20d)
a<o<l, (20e)

where constraint (20b) comes from the combination
of (15¢) and (15e). Hence, (20d) and (20e) can be
expressed by of Gpr < <1,

(27 1) (\hRD|2PR+o,%)

~ A
dpr = max -
o 27 || P

a . @D

It is worth noting from (P1.1) that in order to guarantee
the feasibility, e < min (7S|GI%:§5§ —Ip,Tr— iParC.DF)
must hold. Furthermore, when bc is declined, the fea-
sible region in (20b) becomes larger. Consequently,

we may set the optimal actual covert rate to be=Tc.
(P1.1) then reduces to

(P1.2): max Pr (error|7*), (222)
‘ (2c—1) o3
subjectto: @ < 1 — ——>"—, (22b)
|hRD| Pr
Opr < <1, (22¢)

Noticing that the minimum DEP in (22a) is increas-
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ing function of o, we can conclude that the optimal

a should be as high as possible. That is,

2'c —1) o2
op=min | 1— (72)’),1 ; (23)
‘hRD‘ Pr

(e-1)op

Opr < 1— .
as long as Opr < TP

4.2 AF Relay

From (16d) and (16e), we can derive the same val-
ue of @ that we obtained from (15g) and (15h).
(P2) then reformulated into

(P2.1): max Pr (error|7*), (242)
277 — 1) |hg|* Ps+ L 02 + &2
062 ( )|_5R‘ 52 C R 1)7 (24b)
27 | hsg |~ Py
27c —1) ({02 + &
aglf( )(CZR D), (24c)
‘hSR| PS
a<oa<l, (24d)

merging (24b) and (24d) leads to a single range of
a as Our < a <1 where

27 —1) |hsx|* Py + {07 + &3
dAFémax<( ) sl Ps + o Pal.

277 |hgg| Py
(25)

Observing that the minimum DEP in (24a) is increas-
ing function of a, we can deduce that the optimal o
should be as high as possible as

e 2, &2
o =min (1— (2 1)(C6’*+a”),a)7 26)

|hse|* Ps

when O < 1— (Tc;ww for feasibility.

4.3 Comparing Performance with Relay

Processing Delay

Let us investigate the efffect of professing delay of
DF and AF on covert rate to draw a fair performance
comparsion. The relationship between the codeword
lenghts of DF relay Zpr and AF relay L which results
in the same processing delay by, is given by [28].

54

~ ——Lpr, @70

in the high transmit power environment for a delay
factor 6 >0. When 0 = 0, there is no delay difference
between the DF and AF relay systems; on the other
hand, when 6 = oo, there is a larger processing differ-
ence between the DF and AF relay systems. The pub-
lic and covert rates between DF and AF are correlated
with (27) as

T —72+6 T and 1, —72+5 T
P.I)F_z(l+6) PAF C.I)I"_2(1+6) CAF -

(28)

To conduct a delay-aware comparison, we can thus

Fp(2(1+6)) rc(2(1+6)
= and < 2+8

55 ) for F» and Fc re-

substitute

spec-tively for (P1).
V. Numerical Results

We evaluate and compare the covert communica-
tion performance of the considered relay systems by
conducting numerical simulations. The channel co-
efficient designated as /xy pertains to the connection
between nodes X and Y for X, Y € {S, R D} is de-
termined as a function of the distance dky between
them. The nodes are lined up in a straight line, as
illustrated in Fig. 2. Specifically, we let Aixy = V/Lyy/ixy
where path loss is indicated by Lxy £ Ly (dxv/ do)_B.
L, signifies the path loss at regard distance dh =1 m,
where S is the exponent of the path loss, and the

100
50 4

04 L 'S (]
Source Relay Destination|

Horizontal distance [m]

—50

—100

-100 -50 0 50 100
Vertical distance [m]

Fig. 2. Node placements
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small-scale channel variable ilxy follows a complex
normal distribution CMO, 1),

5.1 System Setups

We analyze the system under the following config-
urations: the bandwidth W= 20 MHz, source-to-relay
distance ds = 100 m, relay-to-destination distance dgp
=100 m, source transmit power Pg=24 dBm or 33
dBm, relay transmit power Pg=24 dBm or 33 dBm,
noise power at the relay 5,% =-160 dBm, noise un-
certainty bound { =35 dB, noise power at the destina-
tion node GL% =-160 dBm, path-loss exponent = 3.5,
minimum quality of service for public and covert mes-
sages Fp=0.45 bps/Hz and 7c = 0.04 bps/ Hz, re-
spectively, and processing delay factor & =5.0.

Fig. 3 illustrates the relationship between DEP and
the source transmit power Ps First, we note that DEP
first rises until a certain Pg value and then decreases
afterwards in every scheme. Observe that a is upper
(1)

bounded by 1-— olPe

in (23) and 1-

% in (26) for DF and AF relay,
respectively. When Pg is low, it is likely that the sys-
tem can not satisfy the minimum QoS constraints in
(15e), (15f) for DF, and (16c) for AF, which results
in low DEP on average since we set DEP zero for
infeasible cases. On the other hand, when Pgs increases
to a certain level, there will be more feasible cases
that fulfill the minimum covert rate QoS constraints

for both DF and AF relay systems. If Ps increases

0.5

~—{= DF (6=0.0)(DEP)
- DF (DEP) ok
7 DF (6 = w)(DEP) - =
- AF (DEP) . 2\
DF (a=0.95)(DEP) PR AL I
* DF (a=0.99)(DEP) ¥
+ DF (@=0.999)(DEP) .
AF (@=0.95)(DEP) /..

o
-~
1%

AF (a=0.99)(DEP)  /
AF (a=0.999)(DEP)
+) DF (@=random)(DEP) .
£+ AF (a=random)(DEP)

o o
N w
N L

o
=
L

Average Detection Error Probability, DEP

0.0 5 J 4 ! 7 — K s A
0 10 20 30 40 50 60
Source transmit power, Ps [dBm]

Fig. 3. Average DEP versus source transmit power with
5=50

further, (18) reveals that & gradually reaches 1, which
possibly exceeds the upper bound in (22b) for DF and
(24b) for AF. As a result, there are more infeasible
instances, and the average declines.

As for the comparison between DF and AF, the
plot shows that AF is superior to DF when Ps is low.
Particularly, the lower bound, &pr in (21). This possi-
bly leads to a larger average optimal solution 0. than
05, and the DEP for AF is correspondingly higher
than DF on average as well.

Another interesting point for AF from the figure
is that the fixed-a scheme with the largest a = 0.999
out-performs the other ones with a lower a. The rea-
son for such a phenomenon stems from (26) in which
the optimal O} approaches 1 as P increases. The ex-
act opposite is visible for the low-Pg region.

We also find that the DF is always preferred in
terms of DEP to AF when 6 = 0, which indicates a
situation where the processing delay is equal. As §
increases alternatively, we observe that there are cer-
tain circumstances where AF may outperform DF, es-
pecially when Py is either extremely low or high.

Fig. 4 shows the average DEP for different relays
transmit power Pg It is noteworthy that the DEP in-
creases steadily as Pg increases. We can also observe
that AF outperforms DF for low Pg and vice versa
for high Pr. The reason lies in the difference in the

upper bounds of o for DF and AF. For instance, the

(2c-1)c} |

upper bound 1— 2 in (23) for DF increases

| Pr

with Pg, while the upper bound for AF in (26) is

0.5 ———

=}~ DF (6=0.0)(DEP) - 7 N
>~ DF (DEP) fe }

<7+ DF (6 = =)(DEP) R 2 L SO S ot

fr- AF (DEP) ,*/ ~~~~~ “‘* e

> DF (a=0.95)(DEP) Ay s .~

+/\+ DF (a=0.99)(DEP) S

=y DF (a=0.999)(DEP) g ,/

0.4

AF (a=0.95)(DEP) a4 /
AF (a=0.99)(DEP) w4 "
0.3 AF (a=0.999)(DEP) / /
+¥+ DF (a=random)(DEP) / ")0‘
-+ AF (a=random)(DEP) K 8

0.2 1

0.1 1

Average Detection Error Probability, DEP

0.0 4 = T T T
0 10 20 30 40 50 60
Relay transmit power, Pg [dBm]

Fig. 4. Average DEP versus relay transmit power with &
=50
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unaffected. Therefore, when Pg is high, there is a
higher probability for DF to take a larger 04 > 00
which eventually results in a higher DEP.

For DF, comparison among the fixed-a schemes
shows that higher a (e.g., 0.999) is preferred when Pg
is high, while lower a (e.g., 0.95) is preferred when
Pg is low. This is explained by (23) where the optimal
O} is nearly 1, when Pg is high. Thus, the fixed-o
scheme with the highest a = 0.999 outperforms the
other fixed-a schemes.

Fig. 5 presents the average DEP in the range of
7p for Ps=33 dBm and Pr=33 dBm. Every relay
scheme experiences a decrease in the DEP since the
optimal o in (23) and (26) are inversely related to
7p. We also observe that when 7p is high, the gap be-
tween the DEP of AF and DF becomes dramatically
large. We first highlight that &, in (21) and Oyr in
(25) are the lower bounds of the optimal o for DF
and AF, respectively. Then, for DF, (21) reveals that
Opr exceeds 1 when 7p becomes extremely large. (25),
on the other hand, shows that @ reduces @& in this
case. Therefore, there will be relatively more in-
feasible instances due to (21) in DF, leading to a lower
DEP on average.

Fig. 6 depicts the average DEP corresponding to
various 7c. T¢ is inversely related to the optimal a val-
ues in (23) and (26), and both relay schemes accord-
ingly exhibit a decline in DEP as 7c increases. When
Fc is high, we also note that the DEP of DF is sig-
nificantly higher than that of AF. We clearly see that

=2 . 2 . .
83 is larger than O due to our simulation parameters,
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where Ps= P and |hs:e|2is nearly equal to |hm;|2 since
there is the same pathloss and distance between S -
R and R-D. As a result, the optimal 0% in (23) is
higher than the optimal O in (26).

Fig. 7 displays the average DEP for different proc-
essing delay factors & with public message 7p = 0.45
bps/ Hz, covert message 7c = 0.04 pbs/Hz, Pgs=24
dBm, and Pr=24 dBm. If 6 =0, we see from equation
(28) that the covert rate delay process for the DF relay
is comparable to the AF relay. Since the relay per-
formance of DF is generally higher than that of AF,
the covert rate constraint will also be more easily sat-
isfied for DF. This explains why DF shows a higher
DEP when § is 0. When § > 5.0, AF begins to outper-
form DF since the relay processing delay becomes
non-negligible for DF.
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Fig. 7. Average DEP versus processing delay factor
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VI. Conclusion

This paper investigated the comparison of DEP for
covert communications between DF and AF relay sys-
tems by taking the relay processing delay into
consideration. We optimized the transmission power
ratio between the public and covert messages, aming
for maximum DEP in both relay systems. Through
numerical results, we provided a thorough explanation
and analyses on the DEP performance, including co-
parisons between the two different relay protocols
from a covert communicaton perspective. The effects
of various system parameters such as source and relay
transmit power, noise uncertainty bound, and mini-
mum required quality of service for both public and
covert messages were studied. The results of this pa-
per can provide helpful guidance in various real-world
scenarios, such as when military covert communica-
tion is used to exchange sensitive information. The
maximum probability that the enemy force can in-
correctly identify that sensitive information can be de-
termined through the analysis of this paper. Similarly,
the findings of this study can be utilized to evaluate
the likelihood that unauthorized entities intercept im-
portant information in the banking sector, where cov-
ert communication may be employed to transfer im-

portant information.
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