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A Study on the Management of Group Attributes for Data Sharing
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ABSTRACT

e-Science is a scientific activity that enables data sharing and analysis by utilizing computing resources,
scientific tools, and network technologies. Overseas, VO (Virtual Organization) management systems have been
developed and applied to identity federations, realizing data sharing and increasing data accessibility and
openness. Although software already have features allowing group-based user access, in Korea, there is few
systems for managing VOs and a lack of user experience in utilizing group information, making it difficult to
share data. This study proposes two systems that are suitable for federation operators: an attribute authority
(AA) developed to manage group information of users and an authentication proxy system to relay
authentication messages containing group information. The developed AA delegates the management of
permission information to service providers. We integrated VOs and Services into service-driven VOs, thereby
simplifying the system architecture and improving user experience. Finally, we connected the systems to a
production storage service, introducing processing flows of group information, presenting best practices for

utilization, and demonstrating their feasibility.
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Fig. 2. High level overview of developed AA and APS architecture.
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Table 2. Notation and description

Notation Description
V Set of service-driven VOs
G Set of groups
R Set of roles
P Set of permissions
P, Permissions for s (a service provider)
EY entity of VO
E* entity of Service
Vv, SVO for s
G, Set of groups included in V
S Administrator of AA
S, Administrator of V
S, Administrator of a group gEG,
S, Administrator of s
A, Attributes delivered to APS
A, Attributes delivered to AA
A, Attributes defined for a group g=G,
A, Attributes defined for user profile
A, Attributes defined for V|
A Attributes from AA for s
Al Attributes from APS for s
7, Tenant relevant to s
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SP1 SP2 SP3

Logical mapping

Visible SVO 'Ip_\/'i_sit_)!e__s_\{(_)_ .
SVo 1 SVoR
(s1) ! (s2)

Asy = {‘}1' aZrag'!h:gz} Asz = {apaz"!h}
U,

Usy = {uy, up, us} 52 = {us, Uy}
Joint / Disjoint

groups groups

Group 1 Group 2 Group 3 Group 4

(D) (82) L ® R @&

Ag1 = 191,92} Aga = {91, 92} Agz =191}  Aga={091}

Ugy = {ug,u} Uge = {w} Ugz = {us} Ugy = {us}
)

Logical subgroup
1
v

Group 1-1
(e1-1)
Agi-1 = {91, 92}

Ug1-1 = {w}
GRAM

T8 3. ARkl 25 =S4 AR

Fig. 3. Use cases for users, groups, and attributes.
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def generate(wiz, service, group, config):

svcinfo = service.info()

if group is None:
groups = service.group.list()

else:
groups = [group.info()]

ismemberof = []

for g in groups:
group = service.group(gl”id"])
role = group.permission.role(strict=True)
if role not in ["admin”, "user”]: continue
ismemberof.append(g["name”])

return ismemberof

1% 4. isMemberof 7t S 913 ~3YE I
Fig. 4. Script code for assigning isMemberOf values.

oz F7Riek ARgAle] o] nulle|H &, :Léoﬂ
ZA7Vskar A Foml isMemberOf 342 dslx] ¢4
=k

Au|2AlEAL s7F APLE o83l 7t 4498 ol
e, V.ol arfraldatel AbgAte] sfApEAkE Az
(ell, 1 39 {s1,u,})) 22 AH8-31o] GRAMel| 2]
ok gtk GRAM A! ol Ao)%l 48 AMA) 22
23k V, E GollA Al Anlzalgztell Al vigicl

4.3 &4 Zo| Qle{Ho|A
£A] =)ol olefd|o] ~(Attribute Query Interface)+
15 2°] AAISE APIE 2Jv|glch Afu]2AlgAl7} AL
BAe] 7 S5 Aeleb] sk GRAMeIA A
45+= - SAML $A39F8 % s3ks)= - ARAlY] af-
APALE- dolof gh}. W]EFE QlF ok AMSShe
S8Rl ST APEREe] e o 5 glenE,
GRAM¥} 1558 4= glth. a3 204 ofotiAlg=l}
AdgE ARgA} S0l = GRAMe| 555 AREALS] AL
AL e (A,NA4)7F EiEle] gleww
trustHUBE ¢, 2 Z13H0.2 GRAMel| &2]3t 5= gk
1% 5% SAML AR 2AlFAE tﬁﬂﬁi A=
= AttributeQuery™ 2] AL&-# 24 EAIFFRS SOAP
S AH83k) AttributeQuery = 23 29] AAICl %

gkl Au]2=Al¥=}  https://sp.ex.com®] %7]'
gdhong @ex.com&] AR %A
urn:o0id:1.3.6.1.4.1.5923.1.1.1.7
(eduPersonEntitlement)<- Kok SI=a

AttributeQuery & Z-83l2{W Au]|2Algxl2} AA 7
o] SAML HeHdlo]e}E wilsjof sh= & A7} 7t}

<?xml version="1.0"?>
<samlp:AttributeQuery
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
ID="21df07a1{85cffed5797d1fa84b10bab”
Version="2.0" Issuelnstant="2024-05-27T16:14:532">
<saml:Issuer
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https://sp.ex.com
</saml:Issuer>
<saml:Subject
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">
<saml:NamelD>gdhong @ ex.com</saml:Namel|D>
</saml:Subject>
<saml:Attribute
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname
—format:uri” Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.7"/>

</samlp:AttributeQuery>

a2l 5. AttributeQuery®] ©ll.
Fig. 5. Example AttributeQuery.

291,  SAML  oele]  lF qiefelxde
AttributeQuery & A& = itk A7) slch o]
EAE dds] 98 create, list, join, status 5 %
127112] APIE 73l EES o|43] APIC| A&
T TS 3lo] HeMIE i"‘}i . g ARl A
AE HLZ]?‘P] S8, 9 AT B 2ES 5 o
API 3155 AlRkel=s AAgch

a5 62 ARAR] 7 S ) S1RE SA e
APIS} Ae] A3E ol A3heh ARgARe] SifiA Al
gdhong@ex.com®} Vo] {21211 gramtest, API
gl AMIZAFA DR SR S48 23]
https://<[URL Prefix>/service/user/attribute = 212]3}
t}. Ze] A3l 62] Response)+ JSON(JavaScript
Object Notation) Hello|m, &o] A o3k &Advix}
SRS 2 wiskEck

Attribute Query API:
https://<[URL Prefix>/service/user/attribute
method POST
eppn: gdhong@ex.com
entity: gramtest
api_secret: 0ef90fe
attributes: [Identifiers of attributes]

Response:
{
“code™ 200
“data”™ [
{

“name”: “eduPersonEntitlement”,
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“oid“: “urn:0id:1.3.6.1.4.1.5923.1.1.1.7*,
“type™t "M,

“attribute_value™ [
“urn:mace:kafe.or.kr:gram:tncpje:test_grp”,
]

“name”: “displayName”,

“oid™ “urn:0id:2.16.840.1.113730.3.1.241”,
“ype” M,

“attribute_value™ [“Hong Gildong”]

6. %4 d2] Ap19| |
. 6. Example of an attribute query APL
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Fig. 7. Verification of the relay process of a group attribute.
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