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Ⅰ. Introduction

The Internet of Things (IoT) is the network of

physical objects (i.e., things) equipped with sensors,

software, and network connectivity to collect data and

exchange them with other devices and systems

through the Internet. Representative examples of IoT

devices are connected vehicles, smart home appli-

ances, and digital healthcare products. Since such IoT

devices deal with critical or sensitive information, ma-

licious attackers attempt to compromise the IoT de-

vices through networks. Several approaches have been

proposed to detect network anomalies such as attacks

and intrusions. In particular, artificial neural networks

(ANN) are a promising solution for classifying net-

work traffic or detecting malicious behavior.

However, applying ANN-based anomaly detection on

IoT devices raises various concerns, e.g., ANN re-

quires large computational overhead with high energy

consumption, which is inappropriate for IoT devices

with low computing powers or limited power supply.

Spiking Neural Network (SNN) is a new type of

neural network that consists of spiking neurons[1].

Different from traditional ANN neurons that activate

outputs according to the weighted sum of real number

inputs, spiking neurons fire output spikes according

to the stimulus received by the sequence of discrete

input spikes. Using discrete spikes to deliver in-

formation between neurons results in less energy con-

sumption and lower computational complexity than

ANN. Therefore, SNN can become an emerging sol-

ution for applying neural networks for anomaly de-

tection in IoT devices. In this study, we conduct ex-

periments for network anomaly detection using ANN

and SNN across various network intrusion datasets.

Based on the results of the comparative experiment,
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we demonstrate the performance of an SNN-based ar-

chitecture for identifying anomalies in network traffic,

which is feasible for IoT devices.

The remainder of this paper is organized as follows.

Section 2 provides the background context for our

work. We present the experiment setup for ANN/

CNN/SNN based anomaly detection and the result of

the experiments in Sections 3 and 4. Related work

is reviewed in Section 5, and we conclude in Section

6.

Ⅱ. Background

2.1 Spiking Neural Networks
SNN is a biologically inspired neural network com-

posed of spiking neurons and synapses. Spiking neu-

rons emulate the behavior of biological neurons in the

brain using discrete spikes. They receive spikes from

an input source or prior neurons through synapses.

These continuously received spikes stimulate the neu-

ron, causing its membrane potential to rise. When the

membrane potential of a neuron becomes larger than

a particular threshold, it fires a spike to the next neu-

ron and resets its membrane potential.

The Leaky Integrate and Fire (LIF) model enables

spiking neurons to emulate the characteristic of bio-

logical neurons in which the membrane potential grad-

ually decreases. Spiking neurons integrate the weight-

ed sum of input spikes with leakage to compute their

membrane potential. The integrated potential exceeds

a threshold, and the LIF neuron emits an output spike.

If no more spikes arrive, the membrane potential will

continue to decrease due to the leakage. Once an out-

put spike is activated, the LIF neuron sets its mem-

brane potential to a resting voltage to prevent con-

tinuous unnecessary activations. Figure 1 presents an

example of the behavior of the membrane potential

and corresponding output spikes according to the ser-

ies of input spikes.

The leakage is modeled by the solution of the fol-

lowing ordinary differential equation[2,3]:

(1)

where Um(t) is the membrane potential at time t , Urest

the resting voltage of the membrane, R the resistance

of the membrane, I(t) the input current at time t , and

τ the time constant of the neuron, respectively.

Assuming the resting voltage Urest is zero, Equation

1 can be rewritten as follows:

(2)

If there is no input current (i.e., I(t) = 0),

(3)

Then, the decay rate of the membrane potential β is

defined as:

(4)

Unlike ANN which continuously updates the train-

ing status per input, SNN conducts computations per

infrequent spike events in information transmission.

Therefore, it can operate with lower computational

overhead and power consumption than ANN[4,5], mak-

ing it appropriate for energy-constrained IoT devices.

However, while ANN directly uses information from

real number data, SNN utilizes data after converting

real value into discrete spikes, which may result in

performance degradation by the loss of delivered

Fig. 1. Example Behavior of LIF Neuron
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information. Note that simulating realistic neural mod-

els for SNNs on traditional computing devices is ex-

pensive in terms of computational cost[6]. Therefore,

we compare the energy consumption of ANN and

SNN using estimation based on the number of ex-

pected operations in Section 4.3. Neuromorphic archi-

tectures such as IBM TrueNorth[7] can practically real-

ize SNNs with low resource overhead by directly im-

plementing spiking neurons and synapses using elec-

trical hardware components.

2.2 Statistical Traffic Classification
Traffic classification is one of the essential network

management functions, which reveals what kinds of

applications are present in a network traffic flow. It

can also be used for anomaly detection, determining

whether a flow is involved with malicious attacks,

such as infiltration and denial of service.

A network traffic flow is a sequence of packets

from one source to another destination, typically rep-

resented by a tuple of four attributes (source/destina-

tion IP addresses, source/destination ports). We can

compute statistical characteristics for one flow, such

as flow duration, number of packets, packet sizes, and

packet inter-arrival time. Statistical traffic classi-

fication approaches utilize these computed character-

istics as features for machine learning model training

and its inference. Even though the existing ap-

proaches[8-16] yield feasible classification performance,

they have constraints to apply to IoT devices: that is,

they are based on computation-expensive machine

learning algorithms inappropriate for IoT devices.

Ⅲ. Experiment Setup

3.1 Datasets
We evaluate the hierarchical anomaly detection us-

ing six widely used network intrusion datasets:

KDD’99, NSL-KDD, UNSW-NB15, CICIDS-2017,

CICIDS-2018, and UNR-IDD[17-22].

KDD’99[17] is a dataset that consists of network

traffic instances characterized by 41 features, which

can be classified as one of four attack categories:

Denial of Service (DoS), User to Root (U2R), Remote

to Local (R2L), and Probing attacks. Even though it

is outdated, it is widely used for evaluating ap-

proaches for detecting network intrusions.

NSL-KDD[18] is a refined KDD’99 dataset. It solves

inherent problems of KDD’99 such as a large number

of duplicated instances and uneven levels of instance

difficulty for classification by providing refined and

preprocessed training and testing datasets.

UNSW-NB15[19,20] is a synthetic dataset comprised

of normal and contemporary attacks activities created

by IXIA PerfectStorm. We utilize the preprocessed

flow-level traces with 49 features used in [19].

CICIDS 2017 and 2018 datasets[21] offer raw packet

capture traces of network traffic that consist of benign

and malicious network activities. We use the dataset

that consists of 61 network flow statistics extracted

and cleaned from the raw packet traces[23].

UNR-IDD[22] is an intrusion detection dataset of

network statistics on 32 metrics observed at

switch/router ports. By providing the port statistics in-

stead of flow level ones, it enables a fine-grained net-

work flow analysis and classification at the port level.

We apply additional data cleaning procedures on

these raw datasets, such as removing unnecessary fea-

tures like IP addresses, instances with null features,

and classes with a few instances. Except for the data-

sets with predefined training and testing sets, such as

NSL-KDD and UNSW-NB15, we split the entire data-

set into 70% training and 30% testing data per class.

We exclude classes with fewer instances than ten

while generating the training and testing sets. Tables

1 and 2 summarize the number of features/labels con-

sidered and training/testing instances in the datasets

and the proportion of attack instances in the test data-

sets (the pro-portions are the same in the training data-

set).

Dataset
Number of
Considered

Features

Number of
Considered Labels

Number of
Instances

(Training, Testing)

KDD’99 36 5 (17 classes) 3428873, 1469525

NSL-KDD 37 5 (27 classes) 125940, 22508

UNSW-NB15 41 10 1778032, 762015

CICIDS-2017 68 15 1748202, 749239

CICIDS-2018 68 15 8160264, 3497268

UNR-IDD 29 6 26186, 11225

Table 1. Dataset Summary
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Dataset
Number of

Benign Instances
Number of

Attack Instances
Proportion of

Attack Instances (%)

KDD’99 291,835 1,177,690 80.14

NSL-KDD 9,711 12,797 56.86

UNSW-NB15 665,902 96,113 12.61

CICIDS-2017 621,547 127,692 17.04

CICIDS-2018 3,095,308 401,960 11.49

UNR-IDD 1,132 10,093 89.92

Table 2. Benign and Attack Instances in Test Datasets

3.2 Anomaly Detection Architecture
We employ a general hierarchical architecture for

detecting anomalies in network traffic, which consists

of binary and multi-class classifiers. Each classifier

can be built utilizing any machine learning algorithm

such as traditional ANN and SNN.

The binary classifier determines whether a data in-

stance is associated with normal or attack (intrusion)

activities. To this end, the binary classifier is trained

with a dataset that only includes two classes: benign

for normal activities and attack for intrusion ones. The

multi-class classifier identifies the attack type in an

instance, assuming it is associated with attacks. The

multi-class classifier is built upon a dataset with attack

instances with assigned classes. Figure 2 depicts the

overall network architecture to conduct the hier-

archical anomaly classification.

We implement the hierarchical classifiers based on

ANN and SNN using PyTorch[24] and snnTorch[25].

Considering the constrained resources in IoT devices,

we employ a simple network architecture with a small

number of neurons and layers as possible. The im-

plemented ANN and SNN classifiers have the same

network architecture with input, hidden, and output

layers, as shown in Figure 2. We put 100 neurons

into the hidden layer and make the output layers have

the number of neurons equal to that of labels in the

datasets, e.g., a binary classifier has two neurons in

its output layer, and KDD’99’s four attack labels re-

sult in four neurons at the output layer of the multi-

class classifier. The classes for data instances are de-

termined by the output neuron with the maximum

softmax in ANN and the maximum spike count in

SNN. For building the ANN networks, we utilize the

linear layer of PyTorch (torch.nn.linear) to fully con-

nect each layers and the rectified linear unit function

(torch.nn.ReLU) as an activation function. In the case

of the SNN networks, we use the LIF layer of

snntorch (snntorch.leaky) to emulate LIF neurons that

integrate the weighted inputs over time and fire a

spike if a condition satisfies. We set the decay rate

of the membrane potential of LIF neuron to 0.95 (i.e.,

b = 0.95 in Equation 4). Then, we use torch.nn.linear

to fully connect the LIF neurons with assigned

weights. For example, the following Python code cre-

ates a layer containing five LIF neurons with b = 0.95,

which accepts ten inputs and makes three outputs.

fc1 = torch.nn.Linear(10, 5)

lif1 = snntorch.Leaky(beta=0.95)

fc2 = nn.Linear(5, 3)

out = fc2( lif1( fc1(x) ) )

For the loss functions, we utilize the cross-entropy

loss in PyTorch and the cross-entropy spike rate loss

functions in snnTorch for ANN and SNN models,

respectively. The Adam optimizer with a learning rate

of 0.001 and running average parameters of (0.9,

0.999) is used for both models for the training

procedure. We train both SNN and ANN models for

ten epochs to reflect the constrained environments

where it is not possible to train a model for a large

number of epochs. For the training datasets, binary

classifiers use entire datasets labeled with benign and

attack classes, and multi-class classifiers use datasets

in which benign instances are excluded.Fig. 2. Anomaly Detection Architecture
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To examine whether the simple ANN and SNN are

able to yield comparable performance to a deep and

complex network architecture, we also test a hier-

archical classifier using a convolutional neural net-

work that consists of three convolutional layers and

two fully connected layers (CNN). The first convolu-

tional layer has one input and 32 output channels, the

second one has 64 output channels, and the third one

has 128 output channels using ReLU as an activation

function. The kernel size and stride of all convolu-

tional layers are set to 2 and 1, respectively. Each

convolutional layer applies max-pooling of which ker-

nel size and stride are 2. The first fully connected

layer makes 512 outputs using ReLU and dropout with

a probability of 0.5. The second fully connected layer

works the same as the output layer of ANN and SNN.

3.3 Feature Selection
The set of features selected for a machine learning

model affects the performance of the resulting mod-

el[26,27]. Feature selection is a process to find the best

set of features for optimizing models. It also aims to

reduce the number of input features to decrease the

computational cost of modeling. Several feature se-

lection techniques are based on a statistical test of data

characteristics such as information gain, correlation

coefficient, and Chi-squared test.

Except for CNN, we vary the number of features

used for ANN and SNN models to investigate their

impact on the performance of the classifiers. To this

end, we compute Chi-square scores between each fea-

ture and target class and then choose the set of fea-

tures that yield the best Chi-square scores. In the case

of CNN, we utilize 25 features for all the datasets.

3.4 Performance Metrics
We use four metrics to evaluate the performance

of anomaly detection: overall accuracy, precision, re-

call, and F1-score:

∙Overall accuracy is the ratio of correctly classi-

fied instances to all instances in a given dataset.

While this is a representative metric to demon-

strate the performance of the classifier on the

entire trace set, the following metrics are to eval-

uate the quality of classification results for each

class.

∙Precision is the ratio of True Positives over the

sum of True Positives and False Positives, where

True Positives is the number of correctly classi-

fied instances into a given class and False

Positives the number of instances falsely se-

lected to the class.

∙Recall is the ratio of True Positives over the sum

of True Positives and False Negatives, where

False Negatives is the number of instances from

a given class that are falsely labeled as another

one.

∙F1-score considers both precision and recall in

a single metric by taking their harmonic mean.

Ⅳ. Results

4.1 Binary Classification
We examine the performance of ANN and SNN

binary classifiers. Figure 3 presents the overall accu-

racy according to the number of features for construct-

ing models. As the number of features used for models

increases, both binary classifiers yield an accuracy

(a) ANN

(b) SNN

Fig. 3. Accuracy (Binary Classification)
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close to 100% except for the NSL-KDD dataset; in

the case of NSL-KDD, the overall accuracy is less

than 90%, even with 25 features.

Recall that attacks and benign instances in the data-

sets are imbalanced, as shown in Table 2. It can distort

the performance of the binary classifiers. To inves-

tigate the behavior of the binary classifiers further,

we inspect the precision and recall for attacks of the

classifiers with the best accuracy, e.g., the binary clas-

sifier for UNR-IDD with 25 features.

Tables 3-5 list the metric values of the binary clas-

sifiers for each dataset. As shown in the tables, all

binary classifiers precisely identify attacks in

KDD’99, NSL-KDD, and UNR-IDD datasets, i.e., if

the classifiers say one instance is an attack, it is almost

always correct. Regarding precision for the other data-

sets, it is notable that SNN yields better values than

ANN; for example, SNN obtains 0.956 and 0.980,

while ANN and CNN do 0.913 and 0.875 for

UNSW-NB15 and CICIDS-2017, respectively.

However, for these cases, the ANN and CNN classi-

fiers outperform the SNN one in terms of recall; the

SNN classifier is less likely to find attacks than the

others.

Dataset Accuracy (%) Precision Recall

KDD’99 99.96 1.000 0.999

NSL-KDD 86.37 0.972 0.783

UNSW-NB15 98.79 0.913 1.000

CICIDS-2017 97.41 0.875 0.989

CICIDS-2018 98.08 0.923 0.909

UNR-IDD 100.0 1.000 1.000

Table 3. Performance Metrics of ANN Binary Classifiers

Dataset Accuracy (%) Precision Recall

KDD’99 99.96 1.000 0.999

NSL-KDD 89.11 0.971 0.832

UNSW-NB15 98.78 0.912 1.000

CICIDS-2017 97.60 0.884 0.989

CICIDS-2018 98.56 0.962 0.911

UNR-IDD 100.0 1.000 1.000

Table 4. Performance Metrics of CNN Binary Classifiers

Dataset Accuracy (%) Precision Recall

KDD’99 99.91 1.000 0.999

NSL-KDD 88.68 0.972 0.825

UNSW-NB15 99.05 0.956 0.969

CICIDS-2017 95.23 0.980 0.735

CICIDS-2018 98.16 0.957 0.880

UNR-IDD 100.0 1.000 1.000

Table 5. Performance Metrics of SNN Binary Classifiers

Figure 4 compares the F1-score of the binary classi-

fiers for each dataset. For most datasets, ANN, CNN,

and SNN classifiers behave similarly. All classifiers

yield similar patterns in terms of F1-score; for exam-

ple, they work well for KDD’99 and UNR-IDD but

achieve relatively lower performance for the other da-

tasets, such as NSL-KDD and UNSW-NB15. We ob-

serve that all the F1 scores are larger than 0.8, which

means that the binary classifier will sufficiently work

as a first- stage processor to filter out benign

instances. Even though CNN utilizes a more complex

network architecture than the others, it does not yield

significant performance gains for simple binary

classification. In the next section, We will examine

whether CNN provides a notable enhancement in

more complex classifications.

Fig. 4. F1-Score (Binary Classification)

4.2 Hierarchical Classification
We explore the performance of the multi-class clas-

sifier, which is a second-stage processor, to determine

which attack is present in a traffic instance. Table 6

presents the overall accuracy of multi-class classifiers

for each dataset. We set the number of features for

multi-class classifiers with that from the best binary
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classifier as in Tables 3-5. As shown in Table 6, all

multi-class classifiers accurately identify attack types

in KDD’99, CICIDS-2017, and CICIDS-2018; their

accuracy is close to 100%. However, they yield an

accuracy of 60-84% for NSL-KDD, UNSW-NB15,

and UNR-IDD.

Table 7 shows the overall accuracy of hierarchical

classifiers in each dataset. The hierarchical classifiers

yield a similar or higher accuracy than the multi-class

classifier. This is because the proportion of benign

instances correctly identified by the binary classifier

increases the accuracy. The accuracy improvement of

the hierarchical classifier is small when the proportion

of benign and attack instances is even (NSL-KDD)

or the proportion of attacks is higher (UNR-IDD). In

the case of UNSW-NB15, where benign instances are

dominant, the hierarchical classifiers obtain an accu-

racy higher than 96%, which is ≥12%p larger than

that of the multiclassifier.

As with binary classification results, CNN does not

notably outperform ANN or SNN although it is based

on a complex architecture with large computational

overheads, which results in more energy consumption.

Since the intrusion datasets have insufficient input

features for convolutional layers that usually process

images with many pixels, the classifiers might not

benefit from them.

We investigate the further detail of the hierarchical

classifiers for NSL-KDD, UNSW-NB15, and

UNR-IDD as representatives of even benign-attack,

benign-dominant, and attack-dominant datasets.

Figures 5 and 7 present the ratio of the classes into

which each class instances fall. The figures are

grey-scale heat maps; the darker the area, the more

instances the classifier puts into the corresponding

class. The x-axis is the classified class, and the y-axis

is the original.

Figures 5(a), 6(a) and 7(a) exhibit that all classifiers

behave similarly in the case of NSL-KDD, where the

numbers of benign and attack instances are similar.

Note that an imbalance between attack classes can still

exist even though the ratio of benign instances is even

to attack instances. U2R takes a proportion of only

4% in NSL-KDD, while DoS, R2L, and U2R do 68%,

21%, and 16%, respectively. SNN focuses more on

dominant classes than ANN and CNN; for example,

SNN identifies DoS instances in NSL-KDD more,

while it finds fewer U2R ones than ANN and CNN.

We observe this SNN behavior more explicitly in the

UNSW-NB15 dataset.

As shown in Figures 5(b), 6(b), and 7(b), SNN does

not identify Analysis, Backdoor, Shellcode, and

Worms in UNSW-NB15 at all, while it finds more

Normal, Generic, and Exploits than ANN and CNN.

Even though SNN does not work for these attacks,

it yields higher overall accuracy than ANN and CNN

in Table 7. This is because these attacks take insignif-

icant portions of the dataset; thus, they do not sig-

nificantly affect the overall accuracy.

To examine how well the classifier identifies all

instances of a particular attack class and its impact

on the overall performance, we investigate the pro-

portion of the classes and the recall per class of ANN,

CNN, and SNN in Table 8. SNN outperforms ANN

and CNN in identifying the attack classes with a large

number of instances, such as generic and exploits. The

proportions of these attacks are 8.47% and 1.71% in

the entire dataset. Note that these numbers become

67.19% and 13.55%, respectively, if only attack in-

stances are counted. As with the result of NSL-KDD,

Dataset
Accuracy (%)

ANN CNN SNN

KDD’99 99.90 99.95 99.23

NSL-KDD 74.38 71.76 73.37

UNSW-NB15 80.50 84.3 83.72

CICIDS-2017 97.35 98.15 91.55

CICIDS-2018 98.31 98.00 97.67

UNR-IDD 69.42 70.35 61.32

Table 6. Accuracy (Multi-Class Classifiers)

Dataset
Accuracy (%)

ANN CNN SNN

KDD’99 99.53 99.92 99.26

NSL-KDD 78.27 77.50 79.92

UNSW-NB15 96.34 96.81 97.09

CICIDS-2017 97.06 97.40 94.84

CICIDS-2018 97.93 98.51 93.54

UNR-IDD 72.58 73.38 65.21

Table 7. Accuracy (Hierarchical Classifiers)



The Journal of Korean Institute of Communications and Information Sciences '24-11 Vol.49 No.11

1504

SNN focuses on the dominant attack classes and

yields better performance for identifying them than

ANN and CNN, resulting in better overall accuracy.

From the perspective of SNN as a biologically in-

spired neural network, it is natural for SNN to re-

member frequently appearing attacks well and to for-

get intermittent ones. If a specific attack often appears,

spikes will frequently pass through neurons on the

path to a corresponding output neuron, allowing them

to preserve some membrane potential (i.e., excitatory

and sensitive to that attack). In contrast, the neurons

related to a rare attack will receive spikes inter-

mittently, which makes it hard to sufficiently stimulate

neurons to emit spikes for a corresponding output.

In the case of the UNR-IDD dataset, we again ob-

serve the same behavior of SNN focusing on classes

(a) NSL-KDD

 

(b) UNSW-NB15

 

(c) UNR-IDD

 

Fig. 5. Ratio of Classified Classes (ANN)

(a) NSL-KDD

 

(b) UNSW-NB15

 

(c) UNR-IDD

Fig. 6. Ratio of Classified Classes (CNN)

(a) NSL-KDD

 

(b) UNSW-NB15

 

(c) UNR-IDD

Fig. 7. Ratio of Classified Classes (SNN)
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with a large proportion in Figures 5(c), 6(c), and 7(c);

SNN yields lower recall than ANN for Overflow, of

which proportion is only 2.76% while achieving larger

recall for PortScan and Blackhole with proportions of

25.59% and 22.68%. However, SNN fails to identify

Diversion attacks even though its proportion is not

negligibly small (15.13%); it misclassifies almost all

of them into Blackhole attacks (Blackhole is an attack

to make routers/switches discard incoming packets,

and Diversion is one that forces routers/switches to

reroute packets away from destinations[22]). In con-

trast, Figures 5(c) and 6(c) show ANN and CNN are

also confused when discriminating between Blackhole

and Diversion, but it is less than SNN.

Class Proportion (%) ANN CNN SNN

Normal 10.17 1.000 1.000 1.000

PortScan 25.59 0.525 0.538 0.783

TCP-SYN 23.67 0.913 0.888 0.545

Blackhole 22.68 0.698 0.730 0.939

Diversion 15.13 0.655 0.689 0.015

Overflow 2.76 0.596 0.521 0.215

Table 9. Recall per Class (Hierarchical Classifier for
UNR-IDD Dataset, sorted by proportion in dataset except
for Normal)

4.3 Energy Consumption
In this section, we compare the energy consumption

for inferencing using the classifiers based on ANN

and SNN. Since it is straightforward that CNN con-

sumes more energy and its performance is similar to

ANN, we exclude CNN from this comparison. To es-

timate the energy consumption of the classifiers, we

utilize the energy model based on the number of syn-

apse operations.

Most of the synapse operations in ANN are multi-

plication and accumulation (MAC) operations be-

tween fully connected layers. Let denote the num-

ber of inputs at the ith ANN layer with neurons

of which number of outputs is . Then, the number

of the synapse operations of the ith layer can

be computed as = × + × =

. In contrast, accumulation (AC) op-

erations dominate in SNN since the spikes are binary

indicators for the weight accumulating at the next neu-

rons; thus, accumulations occur by spike activity so

that we can estimate the number of AC operations

of each SNN layer as a function of its average output

spike rate g(i). The average output spike rate at the

ith layer g(i) is defined as the ratio of total output spike

counts to the total number of neurons at the layer.

Then, the estimated number of AC operations at the

i th layer is × × + × × .

Assuming the energy consumption of MAC and AC

operations are EMAC and EAC, we approximate the en-

ergy consumption of ANN and SNN inferences as fol-

lows[28]:

(5)

(6)

where L is the number of layers in the networks.

Table 10 presents the average output spike rate of

the SNN binary and multi-class classifiers when they

run one inference in the test datasets.

For EMAC and EAC, we assume that the considered

IoT device is a sort of 45nm CMOS device running

at 0.9V[29]; i.e., its EMAC and EAC are 3.2 pJ and 0.1
pJ, respectively. Table 11 shows the estimated energy

consumption of the ANN and SNN based hierarchical

Class Proportion (%) ANN CNN SNN

Normal 87.39 0.986 0.986 0.994

Generic 8.47 0.925 0.970 0.970

Exploits 1.71 0.462 0.429 0.673

Fuzzers 0.96 0.674 0.722 0.400

DoS 0.65 0.660 0.723 0.495

Reconnaissance 0.55 0.693 0.791 0.321

Analysis 0.11 0.204 0.237 0.000

Backdoor 0.09 0.195 0.143 0.000

Shellcode 0.06 0.410 0.564 0.000

Worms 0.01 0.352 0.667 0.000

Table 8. Recall per Class (Hierarchical Classifier for
UNSW-NB15 Dataset, sorted by proportion in dataset)
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classifiers for processing one instance in test datasets,

and Figure 8 presents the ratio of the energy con-

sumption of SNN to ANN. As shown in Table 11,

the estimated energy consumption per instance of

SNN for all datasets is less than 5 nJ, while the mini-

mum of ANN is larger than 20 nJ. SNN consumes

an almost consistent amount of energy (3 - 4 pJ) for

one instance classification except for UNR-IDD (1.27

pJ), while CNN yields significantly different amounts

of energy consumption according to the number of

selected features and output classes for the datasets.

Figure 8 depicts the energy consumption ratio of

SNN to ANN. SNN consumes up to 97% less energy

than ANN for processing data instances. Recall that

the accuracy and recall performance of SNN is com-

parable to ANN in Table 7. Therefore, these results

demonstrate that the SNN-based approach is more

suitable for IoT devices with the constraint of a lim-

ited power supply than the ANN-based one.

Dataset

Estimated Energy Consumption
(nJ/Instance)

ANN SNN

KDD’99 28.80 3.51

NSL-KDD 48.00 3.14

UNSW-NB15 70.40 3.05

CICIDS-2017 128.00 3.81

CICIDS-2018 128.00 4.64

UNR-IDD 22.40 1.27

Table 11. Estimated Energy Consumption of Hierarchical
Classifier for Processing One Instance in Test Datasets

Ⅴ. Related Work

Several approaches have been proposed to apply

machine learning (ML) algorithms to classify traffic

or identify network intrusion[8-16,30,31]. However, there

are few rigorous studies on utilizing spiking neural

networks for intrusion detection for IoT devices with

constrained resources, such as energy and computa-

tional power.

Lim and Yoo[16] examine traditional machine learn-

ing algorithms such as decision tree, random forest,

and XGBoost for identifying network intrusion de-

tection in wireless sensor networks. Kim and Choi[16]

propose a network intrusion system based on edge

computing. Dong et al.[14] investigate multi-class sup-

port vector machine algorithm for network traffic

classification. A group of studies[8-13,31] apply various

deep learning techniques such as multi-layer percep-

tron, convolutional neural networks, recurrent neural

networks, and autoencoder. These approaches aim to

classify network traffic or identify malicious network

activities by utilizing statistical traffic features or ma-

nipulated network data, e.g., traffic data is converted

as images for deep learning models. Since these ap-

proaches can work even with encrypted network traf-

fic[30], they can provide an alternative for deep packet

inspection, which has privacy and inoperability issues

since it investigates packets’ contents to identify

which applications generate particular network traffic

at monitoring devices. However, since they seek high-

er performance without considering resource usage

when classifying network traffic, it is inappropriate

to apply these approaches to IoT devices directly.

Dataset

Binary Multi-class

Input→
Hidden

Hidden→
Output

Input→
Hidden

Hidden→
Output

KDD’99 9.73 10.00 11.03 5.00

NSL-KDD 4.94 9.96 6.03 5.08

UNSW-NB15 4.93 10.05 8.00 2.96

CICIDS-2017 6.16 9.46 7.44 1.59

CICIDS-2018 9.18 10.0 7.81 1.43

UNR-IDD 4.20 9.93 4.53 6.36

Table 10. Average Spike Rate of SNN Binary and
Multi-class Classifiers for Processing One Instance in Test
Datasets

Fig. 8. Estimated Energy Consumption Ratio
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Rasteh et al.[32] utilize SNN for classifying encrypted

traffic such as Tor browser and VPN, but it is not

validated with network intrusion datasets.

Ⅵ. Conclusions

This paper evaluates ANN and SNN-based network

anomaly detection schemes across various network in-

trusion datasets. Our experiment results demonstrate

that SNN-based approaches can perform similarly to

ANN for most datasets. However, we also observe

that SNN does not successfully identify rarely appear-

ing classes as it is designed to mimic a biological neu-

ral network, which tends to forget intermittent ones.

Our future work will be enhancing the SNN archi-

tecture to obtain at least a similar performance to

ANN in identifying infrequent classes.
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