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Ⅰ. Introduction

Wireless technology has transformed numerous

facets of human existence, including connectivity,

healthcare,education, and economic systems, reshap-

ing the very fabric of daily life[1,2]. The widespread

adoption of wireless communications, on the other

hand, is accompanied by cyberattacks that expose

users to the risk of information disclosure[3]. In re-

sponse to this challenge, cryptography has become ex-

tensively utilized, employing secret keys to encode

and decode data[4]. Besides, a number of foundational

studies Traditional cryptography and physical layer

security hold profound importance in fortifying

information. Security against unauthorized inter-

ception, paving the way for advancements in safe-

guarding sensitive data[5,6]. Nonetheless, even though

these technologies keep our messages safe from

eavesdroppers, communication links might still be at

privacy risk. For instance, the electromagnetic signals

from a commander on the battlefield may expose his

position to nearby enemies. Communicating in the

presence of an authoritarian government that may

want to curtail any organization by certain entities[7].

A suitable solution for such scenarios involves covert

or low-probability detection. communications, which

conceals the presence of crucial communication

links[8].

※ This research was partially supported by Basic Science Research Program through the National Research Foundation of
Korea(NRF) funded by the Ministry of Education(2021R1I1A3050126).
This research was partially supported by the MSIT (Ministry of Science and ICT), Korea, under the ITRC (Information
Technology Research Center) support program (IITP-2024-RS-2024-00437886) supervised by the IITP (Institute for Information &
Communications Technology Planning & Evaluation).
This research was partially supported by the research fund of Hanbat National University in 2022.

w First Author : Hanbat National University, Department of Mobile Convergence Engineering, 30224029@o365.hanbat.ac.kr, 학생회원
° Corresponding Author : Hanbat National University, Department of Mobile Convergence Engineering, anschino@staff.hanbat.ac.kr,
정회원
논문번호：202407-144-B-RU, Received July 13, 2024; Revised August 21, 2024; Accepted Augst 27, 2024

Detection Error Probability Maximization for Disguised
Full-Duplex Covert Communications

Refat Khanw, Jihwan Moon°

ABSTRACT
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transmits covert mes- sages to another hidden receiver. In the meantime, a warden attempts to detect this
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results validate the effectiveness of our proposed solution and present how dif- ferent system parameters affect
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systems and suggest future research directions in this critical domain.
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Extensive research has also been conducted on cov-

ert communications within full duplex (FD) systems.

The authors in [9] investigated covert communication

using an FD receiver under limited channel in-

formation and demonstrated that random noise im-

proves performance. By optimizing transmit and arti-

ficial noise (AN) power to minimize outage proba-

bility at Bob, the authors observed a non-linear rela-

tionship between AN power and performance.

Additionally, the numerical results in [10] presented

some performance differences between circumstances

with and without channel state information (CSI). In

[11], a constrained muliti objective optimization prob-

lem (MOP) was formulated to maximize two conflict-

ing objectives: the transmission rate between legit-

imate transceivers and the average covert probability

(ACP) for eavesdroppers.

In complex FD systems, the exhibition of covert

communications fluctuates across diverse relay sys-

tems: decode-and-forward (DF), compress-and-for-

ward (CF), and amplify-and-forward (AF). The study

in [12] compares DF, CF, and AF systems,accounting

for system parameters such as processing delay, qual-

ity of service, and detection error probability (DEP)

threshold, revealing performance variations under dif-

ferent conditions. In [13], the authors devised a proto-

col for energy harvesting FD DF relay-based covert

communications. Additionally, [14] scrutinized FD re-

lay-aided covert communications from a satellite to

a ground node in the context of integrated satellite–

terrestrial communications. The optimization of both

secrecy and covert rates was performed in [15], where

an untrusted FD AF relay transmits the covert mes-

sage to an FD base station. The base station then emits

artificial noise (AN) to deceive the warden. In the

Internet of Things (IoT) domain, [16] investigated a

covert transmitter with optimized transmission proba-

bility, powered wirelessly by artificial noise (AN)

from an FD receiver. Moreover, [17] optimized covert

uplink transmissions of devices to FD IoT gateways

using a mean-field Stackelberg game approach.

Additionally, [18] utilized an ambient backscatter sys-

tem, in which artificial noise (AN) is concurrently

broadcast by an FD receiver, and an ambient signal is

modulated into a covert signal by a radio frequency tag.

Recently, the research community has given sig-

nificant attention to possibilities of covert communica-

tions in intelligent reflecting surfaces (IRS)[19,20]. The

authors of [21] and [22] collectively contribute to ad-

vancing the field of covert communication within IRS

aided communication systems. They focus on optimiz-

ing transmission power, phase shifts, and beamform-

ing vectors to maximize secrecy while leveraging IRS

technology. Additionally, they propose novel algo-

rithms to address the optimization challenges posed

by imperfect channel state information (CSI), offering

practical solutions to enhance covert communication

performance. By exploring the potential of IRS in

multi-antenna systems and tackling non-convex opti-

mization problems using penalty dual decomposition

(PDD) and successive convex approximation (SCA)

methods, these papers provide valuable insights and

techniques for improving covert communication in the

presence of surveillance. The authors of [23] exam-

ined an IRS communication scenario where a covert

user possesses full control over the IRS and remains

concealed from the warden. In [22], the optimization

of a transmit beamforming vector and reflecting co-

efficients is conducted for IRS-aided covert communi-

cations, where an FD receiver emits random artificial

noise (AN) to confuse the warden.

Moreover, covert communications have been brief-

ly studied in unmanned aerial vehicle (UAV) systems.

In [24], the authors concentrated on a covert commu-

nication setup utilizing UAVs equipped with FD

receivers. In [25], UAVs were employed to help the

transmission and confuse the warden. The maximum

of the lowest average covert rate was achieved in the

case of an FD UAV collecting data from a scheduled

user and interfering with unscheduled users using

AN[26]. In [27], the authors explored an FD DF UAV

relay to facilitate covert communications, where mul-

tiple sensors transmit messages to a remote base sta-

tion in separate time slots.

Some literature has investigated covert communica-

tions in cognative radio (CR) networks. Chen et al.[28]

analyzed user scheduling performance in covert CR

Networks. In [29], the authors addressed the problem

of power allocation with the aid of generative adversa-

rial networks in covert CR networks. The authors of
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[30] considered covert communications by exploiting

cognitive jammers to counter an intelligent eaves-

dropper, thereby enhancing physical layer security

within cooperative cognitive radio networks. In [31]

the authors discussed the dilemmas, balancing covert-

ness and secrecy. On one hand, the goal is to prevent

detection by the Device to Device (D2D) communica-

tions, while on the other hand, the untrusted relay

poses a threat of eavesdropping on the user equipment

(UE) message. Another dilemma arises in determining

the optimal power control strategy at the UE, relay,

and base station (BS) to maximize the average covert

rate while ensuring covertness and security require-

ments are met.

Although numerous communications systems have

been analyzed from various perspectives of covertness

as such, it is worth pointing out that many studies

have presumed that surveillance nodes possess com-

plete knowledge about the hardware specifications of

covert nodes. However, covert nodes have the poten-

tial to enhance their concealment by masquerading as

different functional entities. For example, an FD node

secretly transmitting sensitive messages might mas-

querade as a receiver-only HD node. To the author’s

knowledge, there has not been sufficient work on cov-

ert communications that incorporates such deceptive

strategies besides our initial result in [32].

In our covert communication system, the setup in-

volves a source node transmitting a public message

to a seemingly receive-only destination node. This

destination then secretly transmits a covert message

to a hidden receiver using an unseen antenna in an

FD manner. Our focus is on ensuring secure and un-

detectable transmission from the destination to the

hidden node, all while under the surveillance of the

warden node. In contrast to [32], which focuses on

maximizing the covert rate with equal probabilities for

covert and public messages, our work prioritizes the

maximization of the worst-case detection error proba-

bility (DEP) while maintaining a guaranteed covert

rate. This is more suitable for scenarios where ensur-

ing detection avoidance is more critical than the mere

covert transmission rate, such as military communica-

tion, intelligence operations, and critical infrastructure

protection. The contributions of our research can be

outlined as follows:

∙Unlike previous studies which assume that the sur-

veillance party is sure of covert node hardware

specifications, we consider a practical scenario

where a covert communication node disguises itself

as a different functional entity to enhance its stealth

further.

∙The worst-case DEP is derived by considering an

arbitrary covert transmission probability, which

generalizes the previous result in [32] where only

an equally probabilistic covert transmission was

handled.

∙Our focus lies in improving the minimum DEP at

the warden node by optimizing both the public data

rate as well as the FD destination node of the trans-

mit power. Additionally, we prioritize maintaining

a minimum covert rate within the system.

∙We explore the impact of diverse system parame-

ters on the worst-case DEP using numerical

analysis.

∙Given that our study offers insights from an in-

formation-theoretic standpoint, we propose explor-

ing practical modulation techniques and the im-

plications of imperfect CSI as promising for future

research.

In Section II, we will go over the system concept

and quickly review received signals and covert mes-

sage identification. In Section III, we will formulate

the problem by considering several important

constraints. In Section IV, we will propose a solution

to maximize the worst-case DEP while meeting all

constraints. Lastly, we will provide the numerical out-

comes of our suggested plan in Section V.

Ⅱ. System Model

2.1 Received Signals
Fig. 1 depicts the system model we are considering.

There is a source node S that sends a public message

to a destination node D which appears to be a half-du-

plex receive-only, but in fact, secretly sends a covert

message to a hidden receiver node R using a con-

cealed extra antenna. Meanwhile, a warden node W,

monitors for any unexpected communications i.e.,
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covert messages. At the FD destination node that is

disguised the received signal can be stated as

(1)

In this system model, the channel coefficient hXY

represents communication links between different no-

des X, Y∈ {S, D, R, W}. The residual self-interfer-

ence channel ∼CN(0, SI
 ) accounts for leftover

signals after self-interference cancellation. Public

messages ∼CN(0, 1) and covert messages  ∼

CN(0, 1) are transmitted. The transmit power is de-

noted by  and  for the source and destination

nodes, respectively. Additive noise ∼CN(0, ) is

present at each node, and we assume that the destina-

tion node can estimate the hSD while the hidden re-

ceiver can estimate hSR and hDR if provided with

pilot sequences[33]. The warden is assumed to have

perfect knowledge of all CSI for the worst-case sce-

nario analysis. We also consider that the source adopts

its data rate based on destination feedback and the

achievable data rate at the destination is denoted by
 as [34]

(2)

Next, consider a direct message from the source

node to the public, along with a hidden message from

the destination node. Accordingly, the received signal

at the hidden receiver can be written as:

(3)

The hidden receiver first decodes and removes the

public message before accessing the covert message.

Consequently, the achievable public data rate, denoted

by  at the hidden receiver is given by

(4)

The achievable covert rate resulting after removing

xP from yR can also be evaluated as

(5)

2.2 Covert Message Detection
The received signal at the warden is expressed by

(6)

It first excludes public messages from yW to calcu-

late the effective residual signal ,

presuming that is fully aware of hSW and PS
[33]. The

warden can then take into account these two hypothesis:

(7)

The null hypothesis H0 indicates a case that there

are no covert messages, the alternative hypothesis H1

presumes that the destination node transmits a covert

message.

In this study, a radiometer is utilized as a detection

method at the warden[35]. The test statistic T for equa-

tion (7), after observing N → ∞ number of symbols

leads to the average residual power as [7]

(8)

The warden node determines the presence of a cov-

ert transmission if T surpasses a predefined threshold

τ. In this paper, we consider uncertainty in the noise

variance at the warden, similar to [35], [7], and

[21]. Specifically, we model the noise variance in

decibels as where

Fig. 1. System model
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represents the mean and ≥0 denotes the

bounded range. The resulting DEP Pr(e), that encom-

passes both false alarm and miss detection proba-

bilities is then expressed by

(9)

By leveraging the CDF of as [36]

(10)

the false alarm and miss probability are calculated by

(11)

(12)

respectively, where and

We encounter two

distinct scenarios depending on the magnitude of

| and PD. If < + ,

(13)

where Pr(H0) = 1−p, Pr(H1) = p, and T3 ≜

. On the other hand, if ≥

,

(14)

with ,

, and

It is evident that the warden aims to set the thresh-

old τ to minimize the DEP. We see from (13) that

the worst-case DEP is 0 regardless of p if τ is set

to any value from T3 when

from (13). Therefore, we now focus on the second

case when . Particularly, the

DEP for τ∈T5 in (14) can be re-expressed by

(15)

The first derivative for p = 0.5 then becomes

(16)

which is an increasing function for . On

the other hand, if ,

(17)

The expression reveals the existence of a unique

extreme point at . Since

increases with p.

Furthermore, ∈ if p∈ [0, 0.5),

and ∈ (−∞, 0] if p∈ [0, 0.5) as shown in Fig.

2. Let us inves-tigate the shape of the DEP function

in the two different regions of p as follows.
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2.2.1 Case 1: p∈ [0, 0.5)

Note that since 1−2p∈ (0, 1] in

this case. Based on this, the first derivative of the DEP

can be drawn as Fig. 3.

Therefore, the DEP in (14) for all regions of τ will

exhibit the shape in Fig. 4. The following lemma then

proves that the DEP is lower at

compared to that at .

Fig. 3. Shape of the first derivative of the DEP as a
function of τ for p∈ [0, 0.5)

Fig. 4. The shape of DEP as a function of τ

Lemma 1. For ,

Proof. First note that

if

(18)

This implies that

(19)

To verify this, let us define ,

, PD such that

(20)

Taking the derivative of with respect to a, and

noting that ν2≥ν1 from our assumption, we can see

that

(21)

This confirms that the function is an increasing of a,

leading to .

Furthermore since p∈ [0, 0.5),

(22)

This completes the proof. □

The rest is to compare τext and . IF τext < ,

the rough shape of the DEP in (14) can be shown

as Fig. 5. Otherwise, the function will have the shape

in Fig. 6.

Consequently, we can conclude that the worst-case

DEP occurs at , and the corre-

sponding DEP value is (1−p)Pr(T≥ τ | H0).

Fig. 2. Variation of extremum point τext with respect to p
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2.2.2 Case 2: p∈ (0.5, 1]

In this case, we have 1−2p∈ [−1, 0) and

∈ (−∞, 0), which yields the shape of the first de-

rivative of the DEP as Fig. 7.

Observing from Fig. 7 that the DEP is an increasing

function for τ > PD, Fig. 8 shows a sketch of

the DEP in (14). Similar to Case 1, it can be seen

that the worst-case DEP occurs at

, and the corresponding DEP value is also (1

−p)Pr(T≥ τ | H0).

Thus, the optimal threshold τ* for the warden node

in both(13) and (14) is obtained by

(23)

and the worst-case DEP is calculated by

(24)

Remark 1. The worst-case DEP monotonically de-
creases with p, implying that the more the disguised
FD node transmits, the more probable the warden will
detect it.

It is important to note that we operate under the

conservative assumption that the warden is fully

aware of the true value of PD. This represents the

worst-case scenario in terms of clandestine communi-

cations.

Ⅲ. Problem Formulation

In this study, we aim to optimize the public data

rate and transmission power at the disguised FD desti-

nation node that maximizes the minimum error proba-

bility at the warden node as

(25a)

(25b)

(25c)

(25d)

(25e)

(25f)

(25g)

Constraint (25b) ensures that the hidden receiver

can successfully decode and remove the public mes-

sage before decoding the covert message. Constraint

Fig. 5. The shape of DEP as a function of τ

Fig. 6. The shape of DEP for and p∈ [0, 1)

Fig. 7. Shape of the first derivative of the DEP as a
function of τ for p∈ ( , 1)

Fig. 8. The shape of DEP for p∈ ( , 1]
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(25c) specifies the maximum achievable public data

rate, allowing the destination node to inform the

source node for adjustment. In (25d), a minimum

quality of services for public transmission is

considered. (25e) specifies a minimum threshold for

the covert data rate for reliable covert transmission

and (25f) ensures a non-zero DEP. Finally, constraint

(25g) indicates the power budget for the disguised

FD destination node.

Ⅳ. Proposed Solutions

This chapter discusses the solution for (P1) that

maximizes the worst-case DEP in (25a). First, it is

important to note that DEP is a decreasing function

of PD(i.e., the derivative of DEP equation (15) is neg-

ative with respect to PD). Similarly, the upper limits

of the public data rate (25b) and (25c) also decrease

as PD increases (PD is denominator at equation (2)

and (4)). This implies that the public rate cannot sur-

pass a certain threshold, which is defined by the mini-

mum of two upper limits, namely rP, i.e. rP = min(rP,R,
rP,D). Consequently, it’s advantageous for rP to remain

at its lowest feasible level to consistently uphold a

minimum public rate, as given by

(26)

However, the covert rate in (25e) increases with

an increase PD . Therefore, in order to maximize the

worstcase DEP, we can easily see that the covert rate

should be set to the minimum possible value, which

is the required threshold . Given these trade-offs,

(P1) reduces to the following:

(27a)

(27b)

(27c)

(27d)

(27e)

(27f)

Therefore, this leads to the optimal PD as

(28)

The analytical solution we derived revealed several

key insights:

Remark 2. In certain scenarios, the upper bound may
be lower than the lower bound. In such infeasible cas-
es, the transmit power PD can be simply set to 0 in
an effort to evade from detection.

Remark 3. When the link between the destination and
receiver is exceptionally strong, the optimal transmit
power for the destination node tends towards zero.
This occurs because the hidden receiver cannot effec-
tively filter out source messages before receiving cov-
ert messages. In such a case, the hidden receiver may
consider directly decoding the covert message instead
of first decoding and subtracting the public message.

Remark 4. Insufficient suppression of self-interfer-
ence also leads to an optimal transmit power close
to zero, as the public data rate cannot maintain the
required quality of service.

Notation Description

rp Public data rate

Ps Source transmit power

PD Destination transmit power

Public message QoS at D

Public data rate at hidden receiver

Minimum quality of service

Threshold of covert data rate

Table 1. Notation
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Remark 5. In scenarios where the channel gain be-
tween the destination and warden node is significantly
high, the optimal transmit power for the destination
node approaches zero, as the warden node can more
easily detect the covert link due to the large power
difference.

Ⅴ. Numerical Results

We assess the maximum achievable worst-case

DEP with the disguised FD node through numerical

analysis. We investigate the impacts of different sys-

tem parameters, including source transmit power, dis-

guised FD destination transmit power budget, noise

ambiguity bound, and minimal quality of service rP,

along with the derived optimal destination transmit

power from (28).

We adopt the distance-dependent channel model

from [37], where , =

, represents the path loss between nodes

X and Y, L0, denotes the path loss at a reference dis-

tance d0 = 1 m, b signifies the path loss exponent, and

dXY, reveals the distance between nodes X together

with Y. Additionally, the small-scale channel variable

, follows the complex normal distribution CN(0,
1). The four nodes are positioned at certain distance

from the origin O = (0, 0), in the cartesian coordinate

system, with coordinates for S, D, R and W, denoted

by (−dOS, 0), (dOD, 0), (0, dOR), and (0, dOW), re-

spectively (Fig. 1). The overall system parameters are

predefined as follows, unless otherwise stated: band-

width B = 20MHz, dOx = 100m, source transmit power

= 23dBm, destination transmit power budget PD =

23dBm, public message quality of service =

0.1bps/Hz, mean noise power at the warden node

=−160dBm/Hz, noise uncertainty bound = 5dB,

noise power at the destination node and hidden re-

ceiver = =−160dBm/Hz, residual self-interfer-

ence =−160dB, minimum DEP threshold = 0.45,

path loss exponent b = 3.5 and covert transmission

probability p = 0.5.

Fig. 10 illustrates how the worst-case DEP changes

with the source transmit power PS. Since it is neces-

sary for the destination transmit power PD to be sig-

nificantly lower than PS to ensure covertness, we com-

pare the optimal solution with fixed power schemes

“a% PS” in which PD is set to min (a%PS, ). Putting

greater PD to a covert transmission results in a

worse-case DEP percentage when PS is low, but im-

plementing less PD is recommended when PS is high,

while less PD is preferred when PS is high. First, the

public data rate limitations in (25b) and (25c) predom-

inate over the final expression (28) while PS is

low. If

“a%PS” schemes with a% > ν are likely to be in-

feasible on average. From Fig. 10, one can deduce

that ν≥5% for our system configuration because

“5%PS” works the greatest fixed PD scheme out of

all of them. Conversely, when PS is high, is mostly

determined by the power budget . Therefore, only

the “a%PS” schemes that may satisfy these require-

Fig. 9. Node placements Fig. 10. Worst-case DEP versus source power
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ments and be generally feasible are those with a low

enough a%. This explains the reason why “0.1%PS”

overtakes those with higher a% in Fig. 10 in the high

PS region. The figure also indicates that the proposed

strategy, incorporating the public data rate opti-

mization from equation (26) and the destination trans-

mit power optimization from equation (28), con-

sistently yields the highest worst-case DEP rate across

various PS values. This underscores the critical im-

portance of optimizing both rP and PD.

Fig. 11 presents the average worst-case DEP with

changes in the covert rate threshold . It is evident

that the worst-case DEP exhibits a monotonically de-

creasing trend as the guaranteed covet rate increases.

This observation stems from the fact that higher

requires higher transmit power PD which, in turn, de-

creases the DEP since DEP is decreasing function of

PD . In terms of average worst-case DEP, it is evident

that “5%PS ” and random PD schemes outperform the

other fixed powerschemes. To maintain the covert

rate, a certain minimum power PD must be provided.

As the covert rate increases, higher PD is required,

and this explains why “5%PS ” scheme exhibits higher

DEP than the other fixed power strategies.

Fig. 12 illustrates the average worst-case DEP for

different minimum quality of services for public mes-

sage . The average worst-case DEP decline in mono-

tonic manner as increases as expected.

Fig. 13 shows the average worst-case DEP for dif-

ferent destination transmits power budget . Notably,

when is low, both the “5%PS” and random PD

schemes demonstrate performance close to the optimal

scheme. This closeness in performance arises because

is dominantly determined by from (28), and

the PD of the compared schemes with fixed or ran-

domly chosen PD converges to . This figure also

clarifies that increasing cannot further improve

DEP because it does not affect in (28). As a result,

the DEP saturates beyond a certain in the figure.

We would also like to highlight that our proposed sol-

ution consistently achieves the highest worst-case

DEP once again underscores the importance of opti-

mizing both rP and PD

Fig. 14 represents how the worst-case DEP changes

when covert transmission probability p veries and it

is monotonically decreasing with respect of p increas-

ing implying that the more the disguised FD node trans-

mits, the more probable the warden will detect it.
Fig. 11. DEP versus covert rate

Fig. 12. DEP versus minimum quality of service for
public message QoS

Fig. 13. DEP versus destination transmit power budget
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Ⅵ. Conclusion

In this study, we explored a covert communication

setup where a source node communicates with a FD

destination node. Despite appearing as a receiver-only

node, the destination secretly transmits crucial mes-

sages to a hidden receiver while evading detection by

a monitoring warden node. Our focus was on de-

termining the optimal public data rate and transmit

power for the FD destination node, aiming to max-

imize the worscase DEP at the warden node. In some

situations, the upper bound might fall below the lower

bound. When such cases arise, the transmit power PD

can be set to 0 as a strategy to avoid detection.

When the connection between the destination and

the receiver is particularly strong, the best transmit

power for the destination node tends to decrease to-

ward zero. This is because the hidden receiver strug-

gles to properly filter out the source messages before

receiving the covert messages. In this scenario, the

hidden receiver might opt to decode the covert mes-

sage directly, bypassing the need to first decode and

subtract the public message.

Similarly, if self-interference is not sufficiently

suppressed, the optimal transmit power will also be

low, as the public data rate cannot sustain the neces-

sary quality of service.

Moreover, when the channel gain between the des-

tination and the warden node is considerably high, the

optimal transmit power for the destination node also

trends toward zero. This is because the warden node

can more easily detect the covert communication due

to the significant power difference.
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