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Implementation of Modulation and Channel Coding Recognition
Using CNN and Protocol Reverse Engineering Simulation in
Blind Communication Environment

Hyunwoo Cho’, Myoungho Chae’, Wansu Lim’
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Network)S 83 ¥z 2 Aqd 39 X3 Z28F AFsted] gk Aledold T thste] Ak §A4l
Ade AWGN AR 7IAsleden] Wx vkl o 2= BPSK, QPSK, 8PSKE ARgsta Ad ZdL (2, 1, 3),
(2, 1, 4), 2, 1, 5) convolutional FE=Z A3} H2ly 2wl = shiel CNNES ARgsle] ¥z 9 g 34
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WAS Qlalgle) w3l =2 eg od3st 9we]E<l contiguous sequence pattern YVE|ES ARSI ZREF
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ABSTRACT

This paper describes the implementation of the simulation for modulation and channel coding recognition
and protocol reverse engineering using CNN (Convolutional Neural Network) in the blind communication
environment where transmitters and receivers do not share communication parameters. The communication
channel is assumed to be AWGN channel, and BPSK, QPSK, and 8PSK are used as modulation schemes. For
Channel coding, (2, 1, 3), (2, 1, 4), and (2, 1, 5) convolutional codes are used. CNN, a type of deep learning
model, is utilized to recognize modulation and channel coding schemes. Additionally, the contiguous sequence
pattern algorithm, a protocol revers engineering algorithm, is employed to analyze protocols. The simulation in
this paper implements the blind communication environment and can be used as a means to generate data and

evaluate the performance of modulation and channel coding recognition and protocol reverse engineering.
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Fig. 1. Structure of simple CNN model
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Table 1. CNN model architecture for modulation
recognition

Layer Output shape Parameters
Input 32 X 32 X 3 0
Conv2D 32 X 32 X 8 224
MaxPooling2D 16 X 16 X 8 0
Conv2D 16 X 16 X 16 1,168
MaxPooling2D 8 X 8 X 16 0
Conv2D 8 X 8 X 32 4,640
MaxPooling2D 4 X 4 X 32 0
Flatten 512 0
Dense 100 51,300
Dense 10 1,010
Output 3 33

Total parameters: 58,375
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Table 2. CNN model architecture for channel coding
recognition

Layer Output shape Parameters
Input 64 0
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MaxPooling1D 32 X 16 0
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Flatten 512 0
Dense 100 51,300
Dense 10 1,010
Output 3 33

Total parameters: 70,487
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EAIS £53}. Wireshark 2 A433F peap IS 1
#1037 22 siZlE= A=

3.1.2 i el=g
B = FolxE= Ad Zd P © 2 convolutional F.
ke w8Eh AR o2 derlelE 2 (2, 1, 3),
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]
]
1 Transmitting data
]
1

FIN-ACK

FIN-ACK

— Terminating connection

32 10. TCP AlFx thoojsy
Fig. 10. TCP sequence diagram

E 3. Convolutional F=2] A A|fA~
Table 3. Generator sequences of convolutional code

Convolutional
Generator sequences
code
@ 1, 3) gV =0101),¢%=0111)
@ 1,4 dV=01011),¢?=01111)
@, 1,5) g =010111),¢=(11001)

@2, 1, 4), 2, 1, 5) convolutional T =5 A48} A&
HolAdS gt} 13 112 (2, 1, 3) convolutional
Fe oFHE RT3 % 32 37F4] convolutional
o8] g ARE ol e DA el

b L—idA ]l ovidet g =1, ¢V =0,

N
o

11

Q
(a)

a2 12. A% i AAk%: (a) BPSK, (b) QPSK, (c) 8PSK

(b)

LI M (€Y)
1 * G
1 1 1
g5? g;" g5”
b by, by
2 2
957 9 95
/AR ,A\ ()
N N G
= 2, 1, 3) convolutional = ¢l7t]

= 11.
ig. 11. (2, 1, 3) convolutional code encoder
gél) =103 g;Z)lE B otk c}l)% g(l) oz Ak
& ¢P o AP ;= Yol
I3 1104 £ 4= 9152] convolutional = ¢1FT=
A ARAE e I =F AAEt (2, |,
42} (2, 1, 5) convolutional Z= A & 32| AJA
ARAsE Bgale] darlE Tl

s geol Y

3.1.3 ®ix

B = Fofa]= Wiz vkl o 2 BPSK, QPSK, 8PSK
37IAE ARSgk) W QlalelA Al Alse] Aals
E o]83P| whiell AR S 5 Q= Wiz A

ol MPSK WPALS: AHgSlsiek. T3 12t W WAl

2 A% v AEE 2ol a8 109] (a), (b),
(0= 27+ BPSK, QPSK, 8PSKo|u] H]Ed]| & A&
s A=E gelg 4 9lek

3.2 AT

AWGN A 27 7318 918 SA15ellA Ad ol

011
010 ¢ 001
[ ] [ ]
00 110 000
L ] | L ] L ]
11 100
d 101 *
[ ]
Q

(c)

Fig. 12. Symbol mapping constellation diagrams: (a) BPSK, (b) QPSK, (c) 8PSK
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(a) (b) (©

d) p (e) ()

(2) (h) (@)

2| 13, SNRo| w2 AAF:E: (a) SNR = -5dB, BPSK, (b) SNR = -5dB, QPSK, (c) SNR = -5dB, 8PSK, (d) SNR = 0dB,
BPSK, (¢) SNR = 0dB, QPSK, (f) SNR = 0dB, 8PSK, (g) SNR = 5dB, BPSK, (h) SNR = 5dB, QPSK, (i) SNR = 5dB,
8PSK

Fig. 13. Constellation diagrams for different SNR values: (a) SNR = -5dB, BPSK, (b) SNR = -5dB, QPSK, (c) SNR =
-5dB, 8PSK, (d) SNR = 0dB, BPSK, (¢) SNR = 0dB, QPSK, (f) SNR = 0dB, 8PSK, (g) SNR = 5dB, BPSK, (h) SNR =
5dB, QPSK, (i) SNR = 5dB, 8PSK

2 HES e $4l dlofeldl SNRell mE E7] Mo}, A elA)i= Gaussian ro]Z=7} 37}
Gaussian =0|=5 r = x +n 3} 2] F7|sIGIE 5 5l ﬂlOME ARgsle] Wz oA} Bxg st
Al WE, o= FA1 WE, nd Fte] 00]ar ite] oA 2] A A HEe s i ik =
N,/29] Gaussian Xro]Ze]w N = o]z A o) = 2 % 918l CSP darelES 283l ZRE
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BPSK, QPSK, 8PSK AAEZ HolFr) 18 139
(@), (b), ()= SNR -5dB< | z+z} BPSK, QPSK,
8PSK 2| AA=e]aL, (d), (e), ()= SNRe] 0dB, (g),
(h), ()= SNRe] 5dBS! 73-%olc} 2.1004 A=t
CNN 29 647)19] 1Q tllo]el2 AREEr AAEES A}
431917] wstel] AlEdle] el E 647]2] 1Q dlo]E]
= ARk 18] 13% 64709 1Q dHlolEl S AR’ A
ot} 17 1394 & 5 3)%e] SNR¢]| -5, 0dB<l
Aol wlx wAlS Sete g A T 5 gl
5dBeAE 7 75t 18 133 e A EE
2,114 Adwgh Wiz QlA)e $I3 CNN 2o = o
2 AREh

I3 14+= SNRe] 0dBY wl] Wz Q4] Azl 1o
Fr}. 23 149] (a)= BPSKE A-83F 415l whh
CNN Z=3o]x 17 149] (b)+= QPSK, 13 149] (¢
£ 8PSK &l 74-9olc}. w3k 23 145 Ad F:Ho] (2,
1, 3) convolutional FE& AAA3}91-S ufje] ZAxjo]c}
% 149] real M= AA] ¥ WS- VU3 estima-
tion M CNN 295 Al83lo] 43 Wiz wals
vehdctt estimation M2 A1 Hlo|E]el] tfgF CNN
ndl 29 F P we o] W uhalE ARl
a5 14004 HE W] F9] 227t NN el &9
olck AlEHo)Ad 3fol| glo] 4l wlolelr} A&
= 53] Alzke] Z7Vshe TAIE s el FHd
100748 Aderh-g A8l S S1sick 13 149 (a)
oF ()= HE WS AEs] FA4skalA|RL, 8PSKe]

Wodulation recognition.

real M: 1 estimation M: 1 [BPSK, QPSK, 8PSK]: [69. 2u. 7.]‘

(a)

Modulation recognition...
real M: 2 estimation M: 2 [BPSK, QPSK, 8PSK]: [15. 73. 12.]

(b)

Modulation recognition...
real M: 3 estimation M: 2 [BPSK, QPSK, 8PSK]: [12. u45. u3.]

(c)

T2 14. SNR = 0dB 9 Wz <14 A3} (a) BPSK,
(b) QPSK, (c) 8PSK

Fig. 14. Modulation recognition results at SNR =
(a) BPSK, (b) QOPSK, (c) 8PSK

0dB:

7350l et W whalS K] ek Al E
oo = 138 149} 7o) Wz 9148 9|3F CNN

o W WALE ST e

3.2.2 #d = QIAn} & ClaEl

Ad 79 QAo 3219 Bx ARE Ad =
o o128 913 CNN2J ¢]F o2 Algsle] Ad FH
Hh-S 53]

gt} Bz AE ARgslr] sl = 2.2
Ad 7 1A 917 CNN2 641 E2

H|EQ] Zo]7 zj2& 3pyo] Feslr)

I3 15 SNRe| 0dBY o] A =] <lx] As}=
gk 11 159 (a), (b), (0= A (2, 1, 3), 2,

1, 4), (2, 1, 5) convolutional FE<l #-$o|c}, wgh
7 15% BPSK HEE ARSgE Axjelr) 23 159]
real C= AAl Ad 7 vbAlS- Vel 32 estimation
CE CNN RS ARg3le] 43 A 7 wals
v}t estimation CE HZ glA]o|x e}l Fd3}A
4l dlofe]el digk ONN 2l &3] = 714 whd 4o
Ad 7 WAl Adigicl 29 15904 A 249 v
Al 5] %227} CNN Folck. AlEelAl
el 9le] Al Hlolel7t ARGE 43 ARle] 7}
sz wAE AHs] $laE 29 10070] B Alent
& ARSI A 25 Q1A 0dBelA 371A] WA
73 Asks] 243 4= 9)9dthk Convolutional FE2]
]z w2 2= Viterbi T7H ARSI Ad
o) lAlS- 93 CNNLoZ Ad Zw] uhS oll=s)

Zg ql

3 0] 8 283} Viterbi T1FHS E3) A% wAAE
=

ES

w2

Channel coding recognition...
real C: 1 estimation C: 1 [C(2,1,3), €(2,1,4), c(2,1,5)]: [55. 14. 31.]

(a)

Channel coding recognition...
real C: 2 estimation C: 2 [C(2,1,3), C(2,1,4), €(2,1,5)]: [22. u8. 30.]

(b)

Channel coding recognition...
real C: 3 estimation C: 3 [€(2,1,3), €(2,1,4), €(2,1,5)]: [24. 22. 54.

(c)

T2 15. SNR = 0dBY wf Ad 29 A Ak @) @
1, 3), ®b) 2, 1, 4), (¢) (2, 1, 5) convolutional =

Fig. 15. Channel coding recognition results at SNR =
0dB: (a) (2, 1, 3), (b) (2, 1, 4), (c) (2, 1, 5) convolutional
code
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3.2.3 Z2EE AdFst

B mfollis ZRRF B8 96 uhid AlFs
A H TR eF F2E gobshe dae]Eel CSP o
T2]EE ALg3) CSP Yare|Ee dubAel Al

A dae]gat ge] ARl ARAE FESe
Fe|Zo 7] 353 A9 field typed AR sk
field®] AHE o83} ZREFS| F25 gk
CSP daE]&-d 11 169} ZH& upH o= viwigh A9
A5 FEsly TRET PRI A3 CSP darE
Z& A WA CSPE £4 field formats FE3}.
field format-> 3] ®WIHgE A|FM~2 SF(v) (Static
Field(v)), DF(v) (Dynamic Field(v)), DF (Dynamic
Field), GAP2} 2+ typeS ZH=th SE(v)+ Al
2= Ao|7} wishA] e 7350 DR(v)= AlA 29

@k Aok MRk o5 5t 75, DRE AR
e N5 S QAT ol oS 5 A5 GAP

>

Ao g, Aol B oS E7bsE fieldE Vet
t}h 3 WA CSPRE SE(v) type?] fieldwt S},

& o

1st CSP

I
Field format
with SF(v)

+

Recursive CSP

I
Field format
with SF(v), DF(v)

+

2nd CSP

I
Message format
with SF(v), DF(v)
v
Additional field
format extracting
I

Message format
with SF(v), DF(v), DF, GAP

\

a7 16. CSP gwElE F= W
Fig. 16. Process of CSP algorithm

E 4. dlole] elglo] e ZREZ Si7 o} AR FEF
Table 4. Number of protocl packet and sequence
extraction ratio by data type

Number of sequence
Data type . .
protocol packet extraction ratio
Text 12 0.553
Image 249 0.449
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o]9] HIZ 16 7MerE B ABAE FEYS-2
Hofr) =4 SF, SF(v) types 2= field®]
AReg 35 Az ARSI & 40405
KB =7]9] gl~E dHlo|e}e} 120KB Z7]<] o|#]#] d]
ole]E AMEBII AL 217t 12709} 249709] R EF )
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o} 3R FE dlole|e] 49, TR EZ sf7lo] v
$- Aol v g ADAE FEFT S 9le] =2
FEES BTk

a7 179} 23 182 X 49] ¥k dHo|elE ARgs)
o] CSP LwE|&S 33 Avtz 13 172 CSP &
FE]E0 7 53} message format= A3k 7ol
%) 18-2 message formatS- &85l A3 FSMS
HolfErh T3 17904 WAL SF(v), k3
DF(v), 2542 DF, 3342 GAPS vepich 13
82] TCP A2~ tlo]o el & 4 gl%o] SYN,
SYN-ACK, ACK, PSH-ACK, FIN-ACK & 57}] 5|
Zlo] otk 28 17¢lxE 57 AR F 2HE =
gk 7o 2 ®alv) I3 182 13 172] message for-
mat2- o]-835}e] AXEF FSM 2 message format2]
A 2 35S Hebst 4= olvk 23 189] InitialS

[rt

il

Message Format 0.

Message Format 1

SF(v) DF(v) DF GAP

3% 17. 92E do]e]E A8+ Message format
Fig. 17. Message format using text data

25.0%(3/12)

Final

50.0%%(3/6)
25.0%(3/12)

100.0%(6/6)
M1

a2l 18. €2E dloJe]lE A3l Finite state diagram
Fig. 18. Finite state diagram using text data

State Machine
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Fig. 19. Message format using image data

10.0%(122/249)

Final

99.20(124/125)

100.0%(126/126)

0.89(2249)

State Machine

agl 20. o]7A] dle|elE A3t Finite state diagram
Fig. 20. Finite state diagram using image data
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3.3 AlZ2flo|d A& Zmt

Al Ed|o]4d-> Pythone AH8-3ed F&13}191 2 CLI
(Command Line Interface) & |23} 13 212 A
EHo]Ae] CLIE HoiFrh 1 2104 & 4 gh=ol
ARgALAIA] 53 T}l o] 55 iuke} peap TS
gL 1§ ARk A 3 e HE
< A9lslar AWGN Ad 9] SNRS Adeiglc). A&
o] AREAP ) BE Aldle] b okA] AW Ad

=
R ERR I EIECIREEEEE
=

clefal $H4 o] Al EHeld HAAZ (a)=
Ad 7o v o (2, 1, 5) convoutional FE, HFE
Halo 2 BPSK, SNR¢] -10dBS! 73-% (b)+= (2, 1,
3) convoutional =, QPSK, 0dB&! 73-% (o)« (2,

Please enter data path: data/test.txt
Creating .pcap...

Channel code method(1. C(2,1,3), 2. C(2,1,4), 3.C(2,1,5)): 1
Modulation method(1. BPSK, 2. QPSK, 3. 8PSK): 1

Select SNR(-20 ~ 20dB): 10

Channel encoding...

Modulation. ..

AWGN Channel...

Modulation recognition...
real M: 1 estimation M: 1 [BPSK, QPSK, 8PSK]: [96. 3. 1.]

Demodulation. ..

Channel coding recognition...
real C: 1 estimation C: 1 [C(2,1,3), c(2,1,4), €(2,1,5)]: [1e6. @. @.

Channel decoding. ..
Protocol reverse engineering...

save received data
save messageF.png and state_diagram.png

a3 21. AEdeld CLI
Fig. 21. CLI of simulation

Channel code method(1. C€(2,1,3), 2. c(2,1,4), 3.c(2,1,5)): 3
Modulation method(1. BPSK, 2. QPSK, 3. 8PSK): 1

Select SNR(-20 ~ 20dB): -16

real M: 1 estimation M: 2 [BPSK, QPSK, 8PSK]: [ 9. 81. 10.]

real C: 3 estimation C: 3 [C(2,1,3), €(2,1,4), €(2,1,5)]: [25. 35. ue.

(a)

Channel code method(1. €(2,1,3), 2. €(2,1,4), 3.C(2,1,5)): 1
Modulation method(1. BPSK, 2. QPSK, 3. 8PSK): 2

Select SNR(-20 ~ 20dB): ©

real M: 2 estimation M: 2 [BPSK, QPSK, 8PSK]: [23. 63. 14.]

real C: 1 estimation C: 1 [C(2,1,3), c(2,1,4), c(2,1,5)]: [56. 18. 26.]

(b)

Channel code method(1. C(2,1,3), 2. €(2,1,4), 3.c(2,1,5)): 2
Modulation method(1. BPSK, 2. QPSK, 3. 8PSK): 3

Select SNR(-20 ~ 20dB): 10

real M: 3 estimation M: 3 [BPSK, QPSK, 8PSK]: [ 8. 14. 78.]

real C: 2 estimation C: 2 [C€(2,1,3), c(2,1,4), ¢(2,1,5)]: [ 8. 92. e.]

(c)

O 22, ook 3749 AlEdeld Ak @) (2, 1, 5.
BPSK, -10dB, (b) (2, 1, 3), QPSK, 0dB, (¢) (2, 1, 4),
8PSK, 10dB

Fig. 22. Simulation results in various conditions: (a) (2.
1, 5), BPSK, -10dB, (b) (2, 1, 3), QPSK, 0dB, (c) (2, I,
4), 8PSK, 10dB

1, 4) convoutional =, 8PSK, 10dB3] 7-¢o]t}.
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