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Development of TOTP Verifier and Proxied Authenticator
to Enable Strong Authentication in Identity Federation
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ABSTRACT

Multi-factor authentication (MFA) is crucial in single sign-on environments to mitigate the risk of security
breaches caused by leaked or weak passwords. In federated single sign-on, the low availability of MFA from
identity providers imposes significant restrictions on user access to online services that require it. Additionally,
if an identity provider supports MFA but does not comply with standards, it can be challenging for online
services to verify whether the identity provider has performed MFA. This paper presents a proxied
authenticator that conducts MFA as a substitute for identity providers, along with a TOTP verifier that can be
integrated within identity providers. Finally, the developed TOTP verifier and proxied authenticator are
implemented in the federated single sign-on environment to assess their adherence to software requirements

including cost-effectiveness, security, availability, and compatibility with standards.
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Configure your Google Authenticator
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g T
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- .
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Next

22 7. Wslel SR 2 359 27 AFasek)
Fig. 7. Registration of a secret key (above) and 3 types
of 2nd authentication factors (below)
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Management of I
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O|O0O|O|O|O
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O|O0O|O|O

TOTP session timeout
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Proxy controller

MFA required: ai.kafe.or.kr

Proxy

(1) Request = =
<« \ saml.kafe.or.kr

oidc.kafe.or.kr

(@) Response A
i
(3) Response i (2) Request]
OIDC client Identity provider
~ . oIDC SAML

a2 10. Wel#e] SAML Q1584 2 S5 vAA] A2
Fig. 10. Processing of SAML authentlcauon request and
response messages through the proxy

coreen-idpel] 2P 02 A== SAML Q1584 |
Axel s Hojerh a8l 119 OF Sl
ai.kafe.or.kro] RequestedAuthnContext 245 A% 3]
A g AF0A AAE B AT & 4 sl A
A SlTABANA S A% P
RequestedAuthnContext £.4l| Uﬂ Azl 19 119]
@ellA  Eldtk  F gl%o], samlkafe.orkr
aikafeorkro  tHAls}ed SAML | A x| o]
RequestedAuthnContext 245 5718tk &, dig]al
AP A 2AE AR thAls] MFA Z 2319 218
et

el Uk MEAS RAHA ofolel Al gkl
coreen-idp.kreonet.net= 13} Q15 v[AW )Tt 4=
P25 27 129] Q) AuthnContextClassRef] Fh<
E3)] o 4= 9lr}. AuthnContextClassRef 8.42] 7+
ololcl TN B UF WPHS vhehch
aikafe.orkr7} 2|z} #A|e17]o] MFA7} D83k Au]x
2 555 slenz d2]elEAks TOTPE A8t
ol 13 129] @2} %o] AuthnContextClassRef] #k

1+ <ns@:AuthnRequest
2 IssueInstant="2023-06-09T06:37:07Z"
Version="2.0">
- <ns1:Issuer
Format="urn:oasis:names:tc:SAML:2.@:nameid-format:entity">
https://oidc.kafe.or.kr/Saml2/sp
</nsl:Issuer>
</ns@:AuthnRequest>

(D Authentication request
: Service provider (Proxy/0IDC)

NN AW

1~ <samlp:AuthnRequest (@) Authentication request

2 Version="2.8"  Service provider (Proxy/SAML)
3 IssueInstant="2023-06-@97T06:37:11Z">

4 <saml:Issuer>https://sanl.kafe.or.kr/sp/simplesamlphp</saml: Issuer>

5 <samlp:RequestedAuthnContext>

6 <saml:AuthnContextClassRef>

7 /refeds.org/profile/mfa

8 nContextClassRef>

stedAuthnContext>

10~ <sanlp:Scoping>

11 <samlp:RequesterID>https://oidc.kafe.or.kr/Saml2/sp</samlp:RequesterID>
12 </samlp:Scoping>

13 </samlp:AuthnRequest>

a8 11, 9584 dAA
Fig. 11. Authentication request messages
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* <samlp:Response
Version="2.0"
IssueInstant="2023-06-09T06:37:112">
<saml:Issuer>

; (3 Authentication response
3
s
5 https://coreen-idp.kreonet.net/idp/simplesamlphp
6
7
8

: Identity provider

</saml:Issuer>
<samlp:Status>
<samlp:StatusCode

9 Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
10 </samlp:Status>

11~ <saml:Assertion>

12+ <saml:AuthnStatement>

13- <saml:AuthnContext>

14~ <saml:AuthnContextClassRef>

15 urn:oasis:names:tc:SAML:2.0:ac:classes:Password
16 ¢/saml:AuthnContextClassRef>

17 </saml:AuthnContext>

18 </saml:AuthnStatement>

19 </saml:Assertion>

20 </samlp:Response>
1~ <samlp:Response

Seponee (@) Authentication response
Version="2.0

: Identity provider

" o6 2
IssueInstant="2023-06-09T06:37:402"5 (Proxy/SAML)

3

a <saml:Issuer>

5 https://sanl.kafe.or.kr/idp/simplesamlphp
6 </saml:Issuer>

7~ <samlp:Status>

8 <samlp:StatusCode

9 Value="urn:oasis:names:tc:SANML:2.0:status:Success"/>
]

1 </samlp:Status>
11 <saml:Assertion>

12+ <saml:AuthnStatement>

13- <saml:AuthnContext>

14~ <saml:AuthnContextClassRef>

15 https://refeds.org/profile/mfa

16 </saml:AuthnContextClassRef>

17+ <saml:AuthenticatingAuthority>

18 https://coreen-idp.kreonet.net/idp/simplesamlphp
19 </saml:AuthenticatingAuthority>

20 </saml: AuthnContext>

21 </saml:AuthnStatement>

22 </saml:Assertion>

23 </samlp:Response>

J8 12, A58 HAA
Fig. 12. Authentication response messages
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