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Abstract

Enterprise networks in the PyeongChang Winter Olympics were hacked in February 2018. According to a
domestic security company’s analysis report, attackers destroyed approximately 300 hosts with the aim of
interfering with the Olympics. Enterprise have no choice but to rely on digital vaccines since it is overwhelming
to analyze all programs executed in the host used by ordinary users. However, traditional vaccines cannot
protect the host against variant or new malware because they cannot detect intrusions without signatures for
malwares. To overcome this limitation of signature-based detection, there has been much research conducted
on the behavior analysis of malwares. However, since most of them rely on a sandbox where only analysis
target program is running, we cannot detect malwares intruding the host where many normal programs are
running. Therefore, this study proposes a method to detect malware variants in the host through logs rather than
the sandbox. The proposed method extracts common behaviors from variants group and finds characteristic
behaviors optimized for querying. Through experimentation on 1,584,363 logs, generated by executing 6,430
malware samples, we prove that there exist the common behaviors that variants share and we demonstrate that
these behaviors can be used to detect variants.

Keywords
Big Data, Host-Based Detection, Log, Malware Variants, Sysmon

1. Introduction

Enterprise networks in the PyeongChang Winter Olympics were hacked and approximately 300 hosts
were compromised for the purpose of interfering with the Olympics in February 2018 [1,2]. To avoid
such scenarios in the future, enterprise have no choice but to rely on vaccines because analyzing all
programs executed in the host used by ordinary users is an overwhelming task. However, traditional
vaccines cannot protect the host against variant and new malware because they cannot detect intrusions
without signatures for malwares.

A host used by ordinary users can be easily infected because it is exposed to several attacks. Vulnerable
personal computers can be infected simply by accessing malicious sites [3]. If one host in an enterprise
network is infected with malware, then other hosts connected to the network can be infected because
malware tends to duplicate itself through a network. When an infection occurs in an enterprise network,
security officers attempt to find the origin of the attack. They perform digital forensics, which plays an
important role in almost every criminal investigation encompassing the recovery and investigation of
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material found in digital devices. However, digital forensics faces many challenges that require future
research [4].

In the last decade, data mining techniques have been utilized to detect malware more efficiently.
Frequent pattern mining, packet inspection using naive Bayes, and API call sequence detection using N-
gram have been researched for detecting malwares using static and dynamic program information [5].
Despite these efforts to detect malwares, they are evolving to bypass such analysis methods. Malware is
equipped with anti-debugging, which is a technique to kill the debugger when it is detected, anti-
virtualization, which is a technique to terminate the malware itself when it is running in a virtual machine.
In this manner, many anti-analysis techniques are applied to interrupt malware analysis [6].

Among them, the techniques to make variants are frequently used because they reduce the time and
cost of making new malware. A malware variant is a slightly altered version of pre-existing malware to
bypass a vaccine. According to the 2019 malware statistics presented by an IT security research institute
(Av-Test), most detected malwares are not new ones but variants [7]. Therefore, there is a need for
research on malware variants detection.

To detect malware variants, behavior-based analysis is an effective method because techniques to make
variants do not change behaviors; they only modify the execution file to modify its signature. Previous
studies have performed behavior analysis to overcome the limitations of signature-based detection. Most
previous studies rely on a sandbox which analyzes only the information related to the target program;
however, we could not analyze the programs executed in the host, in this manner, where many normal
programs are generating excessive behavior information.

Therefore, this study proposes a method of detecting variants in the host through the logs rather than
the sandbox. Since every program behavior occurred in the host is recorded in the logs, it is possible to
detect the intruding variants by querying specific behaviors that can identify the variants. However, there
are two problems in utilizing the logs, namely cost and accuracy. The query cost is expensive since
normal program behaviors are also recorded in the logs and false positives can occur since the behaviors
that malware perform can also be performed by normal programs.

Therefore, the objective of this study is to find the characteristic behaviors with high identifiability for
variants in order to reduce query cost and improve accuracy. First, we extract common behaviors from a
variants group, that is a collection of variants derived from a single malware, to exclude unnecessary
behaviors for detecting variants. Then, we find the characteristic behaviors that return few logs and low
false positives when the behaviors are queried. Through various experiments, we demonstrate the process
of finding the characteristic behaviors and detecting variants from 1,584,363 logs generated by executing

6,430 malwares samples.

2. Related Work

Most malwares are generated by reusing code from other malware to reduce creation time. Thus, a lot
of the code in new malware overlaps with existing malware. Based on this characteristic, Kim and Im [8]
suggested a method to detect malware by examining the common code between two programs. They first
extracted disassemble code from the programs by the Linear Sweep method and then divided that by

function because many programs reuse code at a function level. Since there are a lot of functions in a
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program, they selected major function which calls API, and they checked the function similarity of the
two programs. They then calculated the similarity of functions using Jaccard similarity to extract common
functions, and lastly, they filtered out the noisy functions that are used by a compiler. In an experiment,
they confirmed that there are a few common functions between the programs that have no variant
relationship and there are a lot of common functions between variants.

Modern malware variants apply sophisticated packers to bypass analyzing methods. To analyze the
packed malwares, unpacking techniques and dynamic analysis need to be considered. However,
unpacking is very difficult when sophisticated packers are used, and dynamic analysis may have low
accuracy because packers cause noisy behaviors that can be included in a dynamic information result. To
overcome these challenges, Zhang et al. [9] proposed extracting a series of sensitive system calls that are
frequently used among the variants without unpacking. They assumed that there exists a significant
difference in distributions between malware and normal programs, and some system calls are used more
often in variants. In addition, they embedded their frequencies into a vector and adopted a deep leaning
method. They proposed a principal component initialized multi-layer neural network as an efficient and
effective classifier to classify the packed malicious variants from the packed legitimate ones. This method
achieved 95.6% detection accuracy and 0.048 seconds of classification time cost, in addition to a very
low false positive rate, indicating that the method seldom makes mistakes with packed benign programs.

An automated tool that can generate malware variants has recently emerged, and this has resulted in
an increased creation rate of variants. Traditional detection methods such as signature-based detection
cannot deal with the increased generation rate. To detect variants generated by the automated tool, Park
et al. [10] conducted research on the detection of malware variants using common features. They assumed
that variants generated by the automated tool have similar features because the essence of the logical
structure is the same. They defined three static features (strings, DLLs, and APIs) and four behaviors (file
creation, registry modification, process creation and network connection). Then, they used the sandbox
to extract the defined features and they calculated their similarity by assigning different weights to each
feature. They collected nine types of variant samples using the malware generation tool. Their
experiments on the variant samples confirmed that variants have high similarity in their defined features
(81.3% to 99%).

As an advanced persistent threat (APT) attack that has a specific target have become more widespread,
studies on collecting behaviors in the host have been published. Since traditional detection methods such
as firewalls, intrusion detection systems, and anti-viruses use signature-based methods, they cannot deal
with new attacks like zero-day or malware variants. To overcome these limitations, Moon et al. [11]
collected behavior events occurring in the hosts in order to detect APT attack. They defined 39 behavior
features and collected them by monitoring APIs that implement the behavior features. They executed
3,133 malwares and 1,049 normal files to collect behavior events and achieved a false positive rate of
2.0% and a false negative rate of 5.8% by applying a decision tree. However, collecting 39 features is
costly when there are multiple hosts.

Most of the previous studies utilized APIs or the sandbox that analyzes only the target program. These
studies may provide effective analysis for one program. However, they are not able to analyze programs
executed in the host since many normal programs are generating excessive information. Therefore, in
this study, we focus on analyzing the programs executed in the host and detecting malware variants
through the logs.
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3. Proposed Model

A log is a record of an event and can be used for various purposes such as security audits, intrusion
detection, and system error analysis [12]. We utilize the logs that record events occurring in a host to
detect malware executed in the host. If we record the events occurring in the host, the behaviors
performed by malware intruding the host will be recorded in the log files and can be detected through
querying their behaviors from the logs. For this purpose, in Section 3.1 we introduce a logging tool that
records the events occurring in the host and we introduce a method to detect the malware through the
logs with low cost and high accuracy.

A malware variant is a slightly altered version of pre-existing malware to bypass a vaccine. It is made
by obfuscation or encryption technique that modifies their signature so that a signature-based vaccine
cannot detect it. However, the behaviors of the variant are unchanged because those techniques modify
the execution file. As a result, variants derived from a specific malware have similar behaviors and
unknown variant can be detected by the behaviors of previously detected variant.

The proposed method is based on this feature. Since the variants have similar behaviors, the variants
intruding a host can be detected by querying the specific behaviors that other variants performed.
However, even if the same program runs twice, some behaviors may not be similar, such as creating an
arbitrary file. In addition, the logs may sometimes be too big to query since they also record normal
program behaviors. Therefore, we must query the characteristic behaviors that return few logs and low
false positives. For this purpose, we introduce a method to find characteristic behaviors in Section 3.2.

3.1 Method to Query Behaviors from Logs

In this section, we introduce a tool that records program behaviors in logs and we introduce a method
to query the behaviors from those logs. To record the behaviors in the logs, we use a tool called Sysmon
[13] which is a compound word of system and monitor and provided by Sysinternals to complement the
Windows event log. When Sysmon is installed in a host, it is registered as a Windows system service and
runs automatically in kernel-mode to monitor system activities and record them in the Windows event
log.

Sysmon records 22 event types, and there are many data explaining the events. Fig. 1 is an example of
a Sysmon log about an event “File creation time changed.” There are many data explaining the event
such as the occurrence time in the UtcTime field and the process name in the Image field. We can obtain
data about the occurred event through certain programs executed in the host and we can query specific
data from the logs to trace the events that occurred due to malwares.

File creation time changed:

RuleMamme:

UtcTime: 2019-06-18 05:07:37.551

ProcessGuid: {f0468001-536e-5d08-0000-001016cbfa02}

Processid: 12868

Image: C:wUsersWjwintAppDatawlocalwMicrosoftwOnelirivewOneDrive exe

TargetFilename: C#UserstjwjwAppData¥localMicrosoftéOneDrivewsettingswBusiness 1#%global ternp.ini
CreationUtcTime: 2018-12-28 10:14:51.333

PreviousCreationUtcTime: 2018-12-28 10:14:51.333

Fig. 1. Example of Sysmon log.
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We need to define behaviors using log data to query the behaviors from a log. The data in the log
should be fixed regardless of the execution environments so that we can utilize the defined behaviors for
query from logs. For example, even if the same program runs second time, the execution time is different
and the process id is reallocated every time it runs. These data are not fixed and are not suitable for
constructing the behaviors.

Therefore, we define the behaviors as a pair of Event Id and Event Target which are fixed regardless
of the execution environments. Event Id is an identifier of the occurred event and Event Target is a target
or object of the event. For example, if some program created a file named “temp,” the Event Id is “11”
which refers to a file creation event and the Event Target is “temp.” This behavior is fixed even if the
program runs a second time.

To define behaviors using Event Id and Event Target, we need to extract them from the logs. In the
case of Event Id, since it is meta data for the event, it is recorded in a log header in an “Event 1d” field.
In the case of Event Target, since the name of the field is different according to the Event 1d, it should be
extracted from a field that is appropriate for an Event Id. We summarize the fields appropriate for Event
Id in Table 1. While Sysmon records 22 Event Ids, we use only 13 that are related to process behaviors

as shown in Table 1. The flowchart for extracting behavior from the Sysmon log is as shown in Fig. 2.

Table 1. Event Id and Event Target field of Sysmon logs

Event Id Description Event Target field
1 Child Process creation Image
2 File creation time change TargetFilename
3 Network Connection DestinationIP
7 Image loaded Imagel.oaded
8 CreateRemoteThread Targetlmage
10 Process Access Targetlmage
11 File Create TargetFilename
12 Registry create, delete TargetObject
13 Registry Value Set TargetObject
14 Registry Key, Value Rename TargetObject
15 FileCreateStreamHash TargetFilename
17 PipeEvent (Pipe Created) PipeName
18 PipeEvent (Pipe Connected) PipeName

‘ Extract Event Id from a log header ‘

}

‘ Extract Event Target from a proper field ‘

!

Define a behavior as a pair of Event Id and Event Target

Fig. 2. Flowchart for extracting behavior from the logs.
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First, the Event Id is extracted from the Event Id field in a log header. Then, Event Target is extracted
from a proper field according to the Event Id by looking at Table 1. Lastly, a behavior is defined by
combining the Event Id extracted from step 1 and the Event Target extracted from step 2.

In the case of Fig. 1, the Event Id is 2 which means “File creation time changed” and the Event Target
is “C:\Users\jwj\...\global.temp.ini” in a “TargetFilename” field. If there is a path in Event Target, only
the last word is extracted. Then, the behavior of Fig. 1 is <2, global.temp.ini>; which means “performed
Event Id 2 to global.temp.ini”.

We extracted and analyzed the 13 types of behaviors from logs obtained by executing variants and
confirmed that most of the behaviors were the same. However, some behaviors did not match because
the Event Target was an arbitrary name or new behaviors were added to make them look different from
existing malware. We need to exclude these behaviors which are unnecessary to detect variants.

To exclude behaviors unnecessary for detecting variants, we extract common behaviors from a variants
group; that is, a collection of variants derived from a single malware. A common behavior is a behavior
that all malware in a variants group perform, specifically where the Event Id and the Event Target match.
If the Event Target is an arbitrary name, then it is unlikely to be equal within variants. If new behaviors
are added to the variants, they are not extracted because other variants in a group do not perform them.
We assume that every variant derived from a specific malware performs common behaviors because the
techniques of making variants do not change their behaviors. Therefore, we can detect the unknown
variants with the common behaviors. For further use, the common behaviors extracted from the variants
group are stored in sets according to the Event Id.

Fig. 3 is an example of extracting the common behaviors from a variants group. There are three variants
in a group and they perform three behaviors for each group. Since <1, A> and <7, B> are in common,
these behaviors are extracted as common behaviors and stored into different set according to their Event
Id. In the case of Event Id 11, the behaviors are not extracted since the Event Targets do not match.
Because these common behaviors are also performed by the unknown variants, we can detect them by

querying these common behaviors from logs.

Variants group

Unknown
Variant

EventId1 Event Id 7
| <7,B> | | <7, B> | | <7, B> | - -m

| <ua || <28 |
| <11, aaa> | | <11, sss> | | <11, 0 |

Fig. 3. Example of extracting common behaviors.

variantl variant2 variant3 Common behaviors

IEEER TR ETE

3.2 Method to Detect Malware Variants from Logs

Every common behavior extracted from a variants group can identify unknown variants; however, it
can also identify normal programs that are false positive since all behaviors that malware perform can be
also performed by normal programs. It is necessary to query several common behaviors to reduce the
false positives; however, a massive number of logs will be returned since the behaviors of normal
programs are also recorded in the logs. Therefore, we should consider the cost and accuracy of detecting

malware variants using logs.
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To detect variants using logs, we need to define characteristic behaviors that return few logs and low
false positives. Some behaviors are so common that many programs, including normal programs, perform
them resulting in large logs and high false positives. On the other hand, some behaviors are so unique
that only programs with a specific purpose perform them resulting in returning few logs and low false
positives. Therefore, we must define the characteristic behaviors that have high identifiability among the
common behaviors.

We define a characteristic behavior as a behavior with the lowest occurrence frequency. A behavior
with the lowest frequency means that it is not commonly performed, and thus, querying the behavior will
return few logs. By obtaining the occurrence frequency from normal programs, we can expect that the
lower the frequency, the less the normal programs will perform that behavior, which means low false
positives. Therefore, characteristic behaviors can detect variants with few returned logs and low false
positives.

To detect variants from the logs, the characteristic behaviors should be extracted from the common

behaviors and then queried. The process of detecting variants can be divided into two steps.

Step 1: Construct a characteristic behaviors set Step 2: Query the characteristic behaviors

the occurrence
frequency table

Find the behavior whose
frequency is zero from the
characteristic behaviors set

Get the occurrence frequency of
every common behavior

Ezxtract the behavior with the
lowest frequency from the

common behavior set

| : v

Query one of the behavior in the
characteristic behaviors set from
the logs

| } l

Extract the programs from the
returned logs and add them to
new programs set

NO
@ Detact them as variants Check the remaining behavior in
the set

NO

Add the extracted behavior to the Query the found behavior from
characteristic behavior set the logs

Check the remaining common Extract the programs from the
behaviors zet returned logs

Detect the programs comresponding
to every programs set

Fig. 4. Flowchart for detecting malware variants from the logs.

Step 1: Construct the characteristic behavior set

A single characteristic behavior is extracted from each common behavior set which exists for each
Event Id. Since variants perform the same Event Ids as their original malware, a program that performs
every characteristic behavior extracted from each common behavior set is highly likely to be a variant.

The extracted behaviors are added to the characteristic behaviors set.
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Step 2: Query the characteristic behaviors

After constructing the characteristic behaviors set, behaviors to be queried are extracted from the set.
If there is a characteristic behavior whose frequency is zero in the set, only that behavior is queried since
it is so unique that it could, alone, be an identifier for unknown variants. If there are no such behavior,
all characteristic behaviors are queried to reduce the false positives. For each query, the programs are
extracted from returned logs, and the extracted programs are added to a new programs set. The programs
corresponding to every new programs set are detected as variants.

The flowchart for detecting variants is as shown in Fig. 4. We assume that the occurrence frequency
table is given by executing arbitrary normal programs and counting the frequency of behaviors.

Fig. 5 is an example of extracting characteristic behaviors. The number to the right of the behavior is
the occurrence frequency obtained by executing the arbitrary normal programs. In variants group 1, <1,
a>, <7, i>, and <10, y> are added to the characteristic behaviors set. Furthermore, since the frequency of
<10, y> is zero, only this behavior is extracted as a characteristic behavior. In variants group 2, <1, d>,
<7, I>, and <10, o> are added to the characteristic behaviors set. Since there is no behavior whose
frequency is zero, three characteristic behaviors will be used for detecting variants.

Common behaviors set

YEIERESETENpT Eventid 1 EventId 7 Event Id 10

## _ [ <7,h>:893 | [ <10,w>:14 Behavior to be queried

<1,c:73 | | <7,j>:583 | | <10,2>:8 |

Common behaviors set

Event Id 1 Behaviors to be queried
Varkrts eroup? ven Event Id 7 Event Id 10 m

55 [ <1,d»7 | | <7,ki64 | [ <10,i>:423 | S
- | ™ o
<1,f>:53 | <7,m>:83 | <10,¢>:333 | <10,05:127

Fig. 5. Example of choosing characteristic behaviors.

4. Experiment

In the previous section, we assumed that malware variants perform common behaviors. In order to
prove the existence of common behaviors that every variant performs, we extract the common behaviors
in every possible situation to show that they are similar regardless of the number of variants in a group.
In summary, we compare our method with previous studies. Since our proposed method focuses on
detecting variants in the host, the compared method should be also available for the host. Since behavior
analysis is limited in the host, we use the static analysis tool, ssdeep, that calculates the similarity of two
files by dividing areas of a program and turning them into hash.

To demonstrate that the characteristic behaviors can detect variants with few returned logs and low
false positives, we query the characteristic behaviors from logs and confirm how many logs are returned
and how many variants are detected.

We experiment with six variants groups to extract common behaviors and with 1,151 normal programs

to obtain the occurrence frequency. In addition, we confirm the result of querying characteristic behaviors
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from the 1,584,363 logs generated by executing test samples consisting of 6,430 malwares by the Korea
Internet & Security Agency. To store such a big log, we use the NoSQL database Elasticsearch, which

facilitates fast data access using hash tables.

4.1 Extracting Common Behaviors from Variants Groups

Case 1: Three variant group

Table 2 shows behaviors of three variants (P1, P2, and P3) for six Event Ids. The behaviors that the
variants performed are in the second column and the common behaviors are in the third column. In the
case of the third column, we divided situations according to the number of selected variants from the
group in order to confirm that common behaviors are similar in any situations. There are three situations
when two variants are selected, three variants are selected, and four variants are selected.

To confirm that common behaviors are similar in any situation, we extract common behaviors in all
possible situations. There are three cases when two variants are selected and one case when three variants
are selected. Four variants cannot be selected since this group only has three variants. If there is a
difference in each case, the number of common behaviors would be different. Since common behaviors
extracted from all possible cases are the same, we confirm that common behaviors are the same regardless

of the number of selected variants.

Table 2. Behaviors of three variants

Number of behaviors Number of common behaviors
Event Id P1 P2 P3 2 variants 3 variants 4 variants
1 2 2 2 1 1 -
7 32 32 32 32 32 -
10 29 29 29 29 29 -
11 4 4 4 4 4 -

12 1 1 1 1 1 -
13 1 1 1 1 1 -

Case 2: Four variant group A

Table 3 shows the behaviors of four variants (P1, P2, P3, and P4) for three Event Ids. It appears that
all variants perform the same behaviors; however, in the case of Event Id 11, no common behavior is
extracted. This is because the Event Target was not matched in any situation owing to the arbitrary name
of the Event Target.

To confirm that common behaviors are similar in any situation, we extract common behaviors in all
possible situations. There are six cases when two variants are selected, four cases when three variants are
selected, and one case when four variants are selected out of four variants. We confirm common behaviors

are the same regardless of the number of selected variants.

Table 3. Behaviors of four variants (group A)

Number of behaviors Number of common behaviors
Event1d P1 P2 P3 P4 2 variants 3 variants 4 variants
7 54 54 54 54 54 54 54
11 1 1 1 1
12 3 3 3 3 3 3 3
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Case 3: Four variant group B

Table 4 shows the behaviors of four variants (P1, P2, P3, and P4) for four Event Ids. In the case of
Event Id 1 and 10, all four variants perform the same behavior. In the case of Event Id 7, P1 performed
one additional behavior as compared to the other variants, but this is excluded because other variants did
not perform the behavior. In the case of Event Id 11, all variants performed two behaviors; however,
since the Event Target is an arbitrary name, the behaviors are excluded.

To confirm that common behaviors are similar in any situation, we extract common behaviors in all
possible situations. There are six cases when two variants are selected, four cases when three variants are
selected and one case when four variants are selected from four variants. We confirm that in all cases,

common behaviors are the same regardless of the number of selected variants.

Table 4. Behaviors of four variants (group B)

Number of behaviors Number of common behaviors
Eventld P1 P2 P3 P4 2 variants 3 variants 4 variants
1 1 1 1 1 1 1 1
7 38 37 37 37 37 37 37
10 1 1 1 1 1 1 1
11 2 2 2 2 0 0 0

Case 4: Four variant group C
Table 5 shows the behaviors of four variants (P1, P2, P3, and P4) for six Event Ids. Similar to case 1,

all variants in the group performed exactly the same behaviors.

To confirm that common behaviors are similar in any situation, we extract common behaviors in all
possible situations. There are six cases when two variants are selected, four cases when three variants are
selected, and one case when four variants are selected out of four variants. We confirm common behaviors

are the same regardless of the number of selected variants.

Table 5. Behaviors of four variants (group C)

£ I Number of behaviors Number of common behaviors
ventld P1 P2 P3 P4 2 variants 3 variants 4 variants
1 1 1 1 1 1 1 1
7 44 44 44 44 44 44 44
10 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1
12 12 12 12 12 12 12 12
13 6 6 6 6 6 6 6

Case 5: Five variant group

Table 6 shows the behaviors of five variants (P1, P2, P3, P4, and P5) for six Event Ids. In the case of
Event Id 1, all variants perform more than three behaviors, but since only one behavior’s Event Target is
matched, only one common behavior is extracted. In the case of Event Id 2, P5 performed two additional
behaviors, but this is excluded because other variants do not perform the behaviors. In the case of Event
Id 10, the numbers of behaviors are 26, 26, 26, 27, and 25. Such diversity can influence extracting

common behaviors. For example, if P5 is included in a variants group, the possible number of common
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behaviors is 25. However, if P5 is excluded, it is 26. In case of Event Ids 11, 12 and 13, P5 seems not to
be a variant since P5 performed more behaviors than the others. However, when common behaviors are
extracted, most of the behaviors are similar.

To confirm that common behaviors are similar in any situation, we extract common behaviors in all
possible situations. There are ten cases when two variants are selected, ten cases when three variants are
selected and five cases when four variants are selected out of five variants. In the case Event Ids 10 and
12, there are differences in common behaviors when two and three variants are selected; however, the

added behaviors are not selected as characteristic behaviors.

Table 6. Behaviors of five variants

Event Number of behaviors Number of common behaviors
Id P1 P2 P3 P4 P5 2 variants 3 variants 4 variants
1 4 4 3 4 5 1 1 1
2 133 133 133 133 135 132 132 132
7 55 55 55 55 55 55 55 55
10 26 26 26 27 25 25,26 25,26 25,26
11 117 117 117 117 121 110 110 110
12 6 7 7 7 14 6,7 6,7 6
13 12 12 12 12 13 12 12 12

Case 6: Six variant group

Table 7 shows the behaviors of five variants (P1, P2, P3, P4, and P5) for five Event Ids. With the
exception of Event Id 7, all variants performed the same behaviors. In the case of Event Id 7, the number
of behaviors is 94, 92, 94, 94, 92, and 92. Such diversity can influence extracting common behaviors. For
example, if P1, P3, and P4 are included in a group, the possible number of common behaviors is 94.
However, if the other variants are included in a group, the possible number of common behaviors is 92.

To confirm that common behaviors are similar in any situations, we extract common behaviors in all
possible situations. There are fifteen cases when two variants are selected, twenty cases when three
variants are selected, and fifteen cases when four variants are selected out of six variants. In the case
Event Id 7, there are differences in common behaviors when two and three variants are selected. However,

the added behaviors are not chosen as characteristic behaviors.

Table 7. Behaviors of six variants

Event Number of behaviors Number of common behaviors
Id P1 P2 P3 P4 P5 P6 2 variants 3 variants 4 variants
7 94 92 94 94 92 92 92,94 92,94 92
10 1 1 1 1 1 1 1 1 1
11 1 1 1 1 1 1 1 1 1
12 9 9 9 9 9 9 9 9 9
13 3 3 3 3 3 3 3 3 3

Summary of extracting common behaviors
We demonstrated the process of extracting common behaviors. Even if there are differences in common
behaviors in cases 5 and 6, the differences were negligible. In addition, we confirmed that the common
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behaviors were almost the same regardless of the number of variants in a group, which proves the
existence of common behaviors that every variant is derived from a specific malware performs.

Table 8 is the result of calculating the similarity with ssdeep. Since ssdeep calculates the similarity
between two files, we make a similarity matrix by comparing two variants in the group in all possible
combinations. For example, in case 1, there are three variants (P1, P2, and P3) and the first row is the
similarity from P1 to P1, P2, and P3. Note that the similarities under the principal diagonal are skipped.
In case 3, the similarities from P1 to P2, P3, and P4 are 100%, 0%, and 0%, respectively. Even if the
similarities seem to be diverse, ssdeep is still effective at detecting variants as even a 1% similarity can
be considered a variant. However, in case 3, there is 0% similarity which signifies false negatives.

This can be affirmed because this is the limitation of static analysis when it comes it malware variants
that modify the execution file. On the other hand, we confirmed that the variants in the variants groups
have almost all the same behaviors, which means that behavior analysis has more accuracy than static
analysis.

Table 8. ssdeep similarity

Number of variants Similarity matrix
Case 1 3 55 55
100
Case 2 4 (93 93 93
93 100
93
- 4
Case 3 4 (" 100 0 0
0 0
0
-~ /
Case 4 4 100 99 100)
99 100
99
- /
Case 5 5 71 69 69 69
69 71 69
72 68
72
Case 6 6 91 91 88 88 88
90 86 86 85
90 90 88
100 86

86

4.2 Querying Characteristic Behaviors from the Logs

Table 9 shows the results of querying characteristic behaviors that are extracted from the common
behaviors for each of the six cases. The first column is a case number and each row corresponds to case.
The second column is the number of variants in a group. The third column is the number of common
behaviors extracted by all variants in each group. The fourth column is the characteristic behaviors that

are chosen among the common behaviors. If there is a common behavior with at frequency of zero, only
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that behavior is chosen as a characteristic behavior. If not, a single characteristic behavior is extracted
for each Event Id. The fifth column is the number of returned logs queried by the characteristic behaviors
from the 1,584,363 logs.

In all cases except for case 2, there are common behaviors where the frequency is zero, so only one
characteristic behavior is extracted. The reason why the frequency could be zero is that the behaviors are
about creation event. Event Id 1 is “Child process create,” Event Id 11 is “Fil create” and Event Id 12 is
“Registry create.” These events can have an arbitrary Event Target resulting in unique behaviors, so, the
frequency could be zero. In case 2, since there is no such behavior, a single characteristic behavior is
extracted from every Event Id. <7, wsock32.d1> and <12, Parameters> are extracted as characteristic
behaviors in case 2, and these behaviors are usually performed by other programs resulting in a lot of logs.

We extract the program names for each Event Id from the returned logs and aggregate the extracted
names. Only the names that are extracted from every Event Id are regarded as programs identified by
characteristic behaviors. We then check whether the identified programs are variants or false positives.
The number of false positives is in the sixth column and the number of variants is in the last column so

that we can confirm whether characteristic behaviors can detect variants with a low false positive.

Table 9. Summary of six cases

Number Number of .. Number of Number
Characteristic Number of
of common . returned .. of
X . behaviors false positives X
variants behaviors logs variants
Case 1 3 68 <12, winsve> 0 0 0
Case 2 4 57 <7, wsock32.d1I> 4,729 31 0
<12, Parameters> 16,992
Case 3 4 39 <1, wmic.exe> 243 47 4
Case 4 4 65 <11, budha.exe> 5 3 2
Case 5 5 342 <12,39013> 0 0 0
Case 6 6 106 <11, HELP> 52 0 18

We confirm that variants are detected in cases 3, 4, and 6, but there are false positives in cases 2, 3,
and 4. The returned logs queried by two characteristic behaviors in case 2 are 21,721, but the total number
of identified programs is only 31. This is because it is difficult to perform two characteristic behaviors if
it is not a variant. If there were more characteristic behaviors in case 2, the number of false positives
would decrease. In case 3, even if the characteristic behaviors <1, wmic.exe>’s frequency is zero, the
number of false positives is 47. This means that it is rare for normal programs to perform <1, wmic.exe>,
but it is common for malwares because the frequency is obtained only by the normal programs. If the
frequency is also obtained by malwares, the other behaviors could be chosen as a characteristic behavior.
In case 6, the characteristic behavior <11, HELP> is able to detect variants completely with no false
positives. This means that <11, HELP> could be a unique identifier for variants that other programs do
not perform.

The preceding experiments confirm that we could utilize characteristic behaviors to detect variants. It
is encouraging that there is an identifier that could detect a variant with a low false alarm rate and low
cost. It is discouraging; however, that the total number of detected variants through all cases is only 24.
It seems very small considering that we have queried from the logs generated by as many as 6,430
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malwares. Note that we use just six cases of variants groups to explain our detection mechanism. By
using more variants groups, we could detect more variants.

We confirm that characteristic behaviors that we define may generate false positives. If we query more
behaviors, we could reduce the false positives. However, since the more behaviors that are queried, the
more logs are returned, we have to devise a way to find the characteristic behaviors with few returned

logs and low false positives.

5. Conclusion

In this study, we proposed a method to detect malware variants in the host through the logs taking into
consideration that a lot of normal programs are running in the host. To query the behaviors of programs
using the logs, we define a behavior with the minimum data and extract the common behaviors that every
variant in a group performs to exclude unnecessary behaviors for detecting variants. More importantly,
to reduce the query cost and false positives, we define characteristic behaviors as behaviors with the
lowest occurrence frequencies obtained by executing arbitrary normal programs. The lowest occurrence
frequency means that it is not common, and thus, querying the behavior will return a limited number of
logs. In addition, because we obtain the frequency from arbitrary normal programs, normal programs do
not perform that behavior in a normal situation, and thus, querying the behavior will return a limited
number of normal programs, namely low false positives. Therefore, the characteristic behaviors could
detect variants from logs with few returned logs and low false positives.

Our experiments prove the existence of common behaviors that every variant performs by extracting
the common behaviors in all possible situations. Even if there were differences in the common behaviors,
the differences seem negligible. We demonstrated that characteristic behaviors could detect variants from
logs with few returned logs and low false positives. However, we need to perform the experiments with
more variants group since the six variants groups are not sufficient to support the validity of our method.

We confirmed that there could be false positives in some cases when querying characteristic behaviors.
Even if these false positives could be removed by querying more behaviors, we cannot query many
behaviors when considering the query cost. Due to this trade-off relationship between cost and accuracy,
we should query only the meaningful behaviors. Since there are many ways to define the characteristic

behaviors, a further study focusing on how to find the characteristic behaviors need to be done.
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