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Abstract

A smart dust monitoring system is useful for obtaining information on rough terrain that is difficult for humans
to access. One of ways to deploy sensors to gather information in smart dust environment is to use an aircraft
in the Amazon rainforest to scatter an enormous amount of small and cheap sensors (or smart dust devices), or
to use an unmanned spacecraft to throw the sensors on the moon’s surface. However, scattering an enormous
amount of smart dust devices creates the difficulty of managing such devices as they can be scattered into
inaccessible areas, and also causes problems such as bottlenecks, device failure, and high/low density of
devices. Of the various problems that may occur in the smart dust environment, this paper is focused on solving
the bottleneck problem. To address this, we propose and construct a three-layered hierarchical smart dust
monitoring system that includes relay dust devices (RDDs). An RDD is a smart dust device with relatively
higher computing/communicating power than a normal smart dust device. RDDs play a crucial role in reducing
traffic load for the system. To validate the proposed system, we use climate data obtained from authorized
portals to compare the system with other systems (i.e., non-hierarchical system and simple hierarchical system).
Through this comparison, we determined that the transmission processing time is reduced by 49%—50%
compared to other systems, and the maximum number of connectable devices can be increased by 16-32 times
without compromising the system’s operations.
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1. Introduction

One of the Internet of Things (IoT) application areas [1-6] is the application area in smart dust
environment. A smart dust system [7-10] is an oT system that collects information such as temperature,
humidity, and pressure by spreading an enormous amount of tiny/cheap sensors (or smart dust devices)
in a wide range using aircraft. It is one of the areas that are receiving a lot of attention because it is
possible to collect a large amount of information in areas that are difficult or impossible to access. But
scattering thousands of smart dust devices in inaccessible areas makes the devices difficult to be
managed. In particular, the remote climate monitoring field, one of the major fields of smart dust
applications, has some problems due to the huge amount of devices and different types of devices
scattered in a wide area: (1) bottleneck problem, (2) node disconnection problem, and (3) high/low-

density areas of devices problem. The bottleneck problem occurs on the IoT server when an enormous
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amount of messages containing sensed data sent from thousands of smart dust devices arrives at the
server. When the bottleneck problem is aggravated, the system becomes unstable. This can lead to the
system disconnecting connected nodes or refusing node connection requests, which leads to the node
disconnection problem.

In a typical network, the nodes that make up the network are installed in a physical location and hence
there are few problems with the network configuration. But smart dust devices cannot be deployed as
planned, which means the possibility of high/low-density regions of smart dust devices. The presence of
high/low-density regions of devices in certain areas of the network creates problems such as bottlenecks
and device disconnection.

In this paper, we focus on solving the bottleneck and the device disconnection problems that may occur
in a smart dust monitoring system. To address this, we propose and construct a three-layered hierarchical
smart dust monitoring system that includes relay dust devices (RDDs). An RDD is a smart dust device
with relatively higher computing/communicating power than a normal smart dust device. RDDs play a
crucial role in reducing traffic load for the system. To validate the proposed system, we use climate
monitoring data obtained from authorized portals to compare the system with other systems (i.e., non-
hierarchical system and simple hierarchical system). Through this comparison, we determined that the
transmission processing time was reduced by 49%—-50% compared to other systems, and the maximum
number of connectable devices could be increased by 16-32 times without compromising the system’s
operation.

The remainder of this paper is organized as follows: previous studies are discussed in Section 2. Section
3 explains the proposed system. In Section 4, we validate the proposed system with other systems. And

finally conclusion and future research are discussed in Section 5.

2. Previous Works

Ghobakhlou et al. [11] proposes a framework for managing climate data using wired sensor networks
(WSN). They divide the layers of the system into three (Mote, Server, and Application) and discuss how
to provide a good framework to serve information to the application layer. They also create an
environment for providing services by isolating the application layer from the mote layer. The study in
[12] also designed their framework nicely. They focused on smoothly servicing by separating the layers,
similar to [11]. They created an interface layer between the database layer and the sensing layer. The
interface layer communicates with the application data through the web, and with the database layer
through a database connection. The feature of both frameworks described above is that connectivity on a
scale that is imaginable is assumed. The same is true for [13]. It considers more about the hardware part
of the device than [11] and [12]. However, only one device type is considered and the number of devices
is very limited in these studies.

Kahn et al. [9] said that the following three things should be considered when determining a network
protocol for smart dust networks: (1) the link requires an uninterrupted path; (2) both passive and active
device operation must be considered; (3) data transfer requires a compromise in terms of energy. In
particular, they mention that bottlenecks can cause serious system problems for a smart dust network.

Buettner et al. [14] discussed the node disconnection problem that is suspected to create a bottleneck

as the number of WSN devices increases. Given that their research was conducted using an RFID between
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a small number of devices in a relative small area, an environment dealing with a large number of devices

in a large area could create a more serious bottleneck.

3. A Remote Climate Monitoring System in a Smart Dust
Environment

Based on our earlier studies [15-17], we design and implement a three-layered remote monitoring system
in a smart dust environment, as shown in Fig. 1. The system can sense and transmit a very large amount of
climate data. As shown in Fig. 1, the system consists of three layers: dust devices (DDs) on the first layer,
RDDs on the second layer, and finally the IoT server on the third layer. The IoT server consists of Processing
Node (PN), Pool Control Node, and Load Balance Node.

Dust Device Relay Dust Device
Node Pool

| i_| Processing Processing Processing
Node Node Node

I i

!

Pool Control Load Balance
Node Node
[
| . Y Processing Processing Processing
Node Node Node

\\IQLSﬂLer/
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Fig. 1. Overview of the 3-layered hierarchical smart dust system.

The DD is a smart dust device scattered in wide area to sense climate data from adjacent areas. The DD
has low computing/communicating power and hence can neither send sensed data in a long distance nor
filter/compress data. Therefore, we added the additional (second) layer to the system for the RDDs. The
RDD is a special DD with a relatively higher computing/communicating power than normal DD. It is a
powerful DD that has a function of processing/transmitting data collected from normal DDs to the [oT

SCrver.
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The IoT server is designed to process information received from RDD more efficiently through Node
group called Node Pool. The Node Pool is composed of PNs that process actual data, Load Balance Node
that can distribute data processing in consideration of processing status of each PN, and Pool Control Node
that manages the entire Pool Node. After receiving the data from the RDDs, the Pool Control Node finds a
suitable PN with the help of the Load Balance Node and requests data processing to the PN.

Some important software modules are depicted in Fig. 1. The Threshold Filtering module in a DD is a
module that performs the threshold filtering work to reduce the number of sensed data to send. That is, this
module only sends sensed data to the Send module when the difference between the current sensed data
value and the previous sensed data value is higher than a specific threshold value. The Integrate module in
RDD is a module that performs an integration filtering phase to further reduce network traffic. That is, this
module checks to find the common parts of the data collected from DDs in order to merge the parts.

The Calculate module in the Load Balance module finds an appropriate PN for processing data received
by the Receive module. The Redirect module in the Pool Control Node leads the connection to the selected
PN. The Processing module in the PN performs data-specific processing.

Fig. 2 illustrates the flow of data processing in the entire system.

As shown in Fig. 2, the proposed system attempts to deal with a massive amount of monitoring data.
Therefore, there are two phases to reduce network traffic in order to alleviate the bottleneck problem as

follows: (1) the threshold filtering phase and (2) the integration filtering phase.
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Fig. 2. Flow of data processing in the entire system.

In the threshold filtering phase, a DD does not transmit sensed data when the difference between the
current sensing data value and the previous data value is below a certain threshold. A DD cannot send sensed
data when the current data is very similar to the previous sensed data. The threshold values are set differently
according to the type of the devices. This phase is very concise and requires very little computing power, so
it is appropriate for use in a DD.

In the integration filtering phase, an RDD integrates several data into one message. For example, if five
types of devices have transmitted twenty data per device, one hundred data are integrated into one message
(not hundred messages) to send to the IoT server, which means the number of messages to send to the IoT
server is greatly reduced. Fig. 3 is the flowchart of filtering processing work explained above.

If the threshold is set to a large value, a very large compression ratio can be expected, but the values of
the sensing data can be very discrete. In other hands, if the threshold is set to a very small value, data similar

to the actual measured value can be obtained, but the compression rate is lowered. In other words,
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determining the appropriate threshold is one of the most important points that can increase performance.

One way to determine the optimal threshold is to use the method of determining the Nyquist Rate [18]. The

integration filtering phase is very different depending on the type of device but can be performed by

integrating protocol-specific headers.
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Fig. 3. Flowchart of the filtering processing work.

4. Performance Analysis

The smart dust monitoring system discussed above is constructed for this study. We use official climate
data obtained from the Korea Meteorological Administration (KMA, https://data.kma.go.kr) and the
National Information Society Agency (NIA, https://www.data.go.kr) to validate the system. Table 1
shows some of the actual data collected from the KMA and NIA. DDs and RDDs run as processes on

virtual machine concurrently.

Table 1. Sensing data sample

Time Temperature Humidity Sunshine Ground temperature
2019-05-01 14:00 22.7 34 1 28.2
2019-05-01 15:00 234 30 1 29.1
2019-05-01 16:00 23.4 29 0.9 259
2019-05-01 17:00 232 29 0.9 23.6
2019-05-01 18:00 222 30 1 20.1
2019-05-01 19:00 21.5 26 0.7 17.2
2019-05-01 20:00 20.3 26 0 152
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Table 2 shows the experimental results with various numbers of RDDs. Ten percent of DDs are
designated as RDDs. Thresholds are set to 1.0, 0.5. 0.1, 1.0 for temperature, humidity, sunshine, and

ground temperature data, respectively.

In Table 2, the “non-hierarchical system” is a general system that is not hierarchical. The “simple

hierarchical system” is a hierarchical system with DDs and the IoT server (i.e., systems without any

RDDs). Finally, the “proposed system” is the system proposed in this paper, as shown in Fig. 1.

In Table 2, there are “-” lines between 3,200 (6,400) DDs through 51,200 DDs for the non-hierarchical
system (simple hierarchical system). These are the cases when the messages containing sensed data that

are sent to the Pool Control Node cause bottlenecks or the system hangs because the number of devices

exceeds the system can manage.

Table 2. Comparison of processing times by the number of connected RDDs

Number of RDDs Non-hierarchical system  Simple hierarchical system Proposed system
100 9,502 9,588 4,290
200 19,000 19,220 8,486
400 38,000 37,596 18,821
800 76,000 76,123 43,727

1,600 152,003 152,673 73,832
3,200 - 300,096 160,690
6,400 - - 280,962
12,800 - - 630,554
25,600 - - 1,008,551
51,200 - - 2,762,345
160
3 —
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Fig. 4. Comparison of processing times by the number of connected RDDs.
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Fig. 4 is a performance comparison graph by the various number of devices, from 100 to 1,600 RDDs.

As can be seen in Fig. 4, the proposed system spends as less as about 49% (50%) of the processing
time compared to the non-hierarchical system (the simple hierarchical system). And, as shown in Table
2, the non-hierarchical system (the simple hierarchical system) stops its operations when more than 3,200
(6,400) devices are connected, while the proposed system is still stable even when 51,200 devices are
connected. This means that the proposed system can connect 16 (8) times as many devices as the non-
hierarchical system (the simple hierarchical system) does. Therefore, the proposed system can deal with
the node disconnection problem more efficiently than the other system does.

5. Conclusions

We pointed out the three problems that can occur in a smart dust environment where a large number
of devices are connected to collect a huge amount of sensed data: (1) the bottleneck problem, (2) the node
disconnection problem, and (3) the high/low-density area of devices problem. In this paper, we propose
and construct a three-layered hierarchical smart dust monitoring system in order to solve the bottleneck
and the device disconnection problems that may occur in a smart dust monitoring system. To validate the
proposed system, we use the climate monitoring data obtained from authorized portals to compare the
system with other systems (i.e., non-hierarchical system and simple hierarchical system).

The comparison experiments show that transmission processing times are reduced by 49%—-50%
compared to other systems, which means that the bottleneck problem is alleviated by the proposed
system. The experiments also show that the maximum number of connectable devices could be increased
by 16-32 times without compromising the system’s operation. This means that the proposed system is
more stable with a large number of devices connected, and the node disconnection problem is solved to
some degree.

We are currently engaged in research that aims to solve the remaining problem (i.e., the high/low-
density area of devices problem). In other words, we are trying to locate smart dust devices using
techniques such as triangulation or true range multilateration [19-21] to achieve a further reduction in
traffic load.
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